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pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI Technica Committee Smart Card Platform (SCP).
It is based on work originally donein the 3GPP in TSG-terminals WG3.

The contents of the present document are subject to continuing work within TC SCP and may change following formal
TC SCP approval. If TC SCP modifies the contents of the present document, it will then be republished by ETSI with
an identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x  thefirst digit:
0  early working draft;
1 presented to TC SCP for information;
2  presented to TC SCP for approval;
3 orgreater indicates TC SCP approved document under change control.

y  thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z  thethird digit isincremented when editorial only changes have been incorporated in the document.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Introduction

The present document defines a generic Terminal/Integrated Circuit Card (1CC) interface.

The aim of the present document isto ensure interoperability between an ICC and atermina independently of the
respective manufacturer, card issuer or operator. The present document does not define any aspects related to the

admini strative management phase of the ICC. Any interna technical realization of either the ICC or the terminal is only
specified where these are reflected over the interface.

Application specific details for applications residing on an | CC are specified in the respective application specific

documents. The Universal Subscriber Identity Module (USIM)-application for 3G telecommunication networksis
specified in ETSI TS 131 102 [2].
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1 Scope

The present document specifies the interface between the UICC and the terminal.
The present document specifies:
. the requirements for the physical characteristics of the UICC;

e theelectrical interface for exchanging APDUs between the UICC and the terminal, based on
ISO/IEC 7816-3 [11];

e theinitial communication establishment and the transport protocols for this interface;
. amodel which serves as abasis for the logical structure of the UICC APDU interface;
. communication commands and procedures for the UICC APDU interface;

. application independent files and protocols for the UICC APDU interface.

The administrative procedures, initial card management and optional communication interfaces between the UICC and
terminal are not within the scope of the present document.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areference to a TC SCP document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI TS 123 038: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; Alphabets and language-specific information
(3GPP TS 23.038)".

2] ETSI TS 131 102: "Universal Mobile Telecommunications System (UMTS); LTE; Characteristics
of the Universal Subscriber Identity Module (USIM) application (3GPP TS 31.102)".

[3] ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application
providers'.

[4] ETSI TS 102 223: "Smart Cards; Card Application Toolkit (CAT)".

[5] Recommendation ITU-T E.118: "The international telecommunication charge card”.

[6] SO 639 (al parts): "Codes for the representation of names of languages”.

[7] ISO/IEC 7810: "ldentification cards - Physical characteristics'.

[8] ISO/IEC 7811-1: "Identification cards - Recording technique - Part 1. Embossing”.
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[9]
[10]
[11]
[12]

[13]
[14]
[15]
[16]
[17]
[18]
[19]

[20]
[21]
[22]

[23]
[24]

[25]

[26]
NOTE:
[27]
[28]
[29]
[30]
[31]
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ISO/IEC 7816-1: "Identification cards - Integrated circuit cards - Part 1: Cards with contacts -
Physical characteristics'.

ISO/IEC 7816-2: "Identification cards - Integrated circuit cards - Part 2: Cards with contacts -
Dimensions and location of the contacts”.

ISO/IEC 7816-3: "Identification cards - Integrated circuit cards - Part 3: Cards with contacts -
Electrical interface and transmission protocols'.

I SO/IEC 7816-4: "Identification cards - Integrated circuit cards - Part 4: Organization, security and
commands for interchange".

Void.

Void.

Void.

Void.

I SO/IEC 10646: " Information technology - Universal Coded Character Set (UCS)".

ETSI TS 102 600: "Smart Cards; UICC-Terminal interface; Characteristics of the USB interface”.

ETSI TS 102 613: "Smart Cards; UICC - Contactless Front-end (CLF) Interface; Part 1: Physical
and data link layer characteristics'.

ETSI TS 102 484: " Smart Cards; Secure channel between a UICC and an end-point terminal”.
ETSI TS 102 225: "Smart Cards; Secured packet structure for UICC based applications'.

ETSI TS 124 008: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; Mobile radio interface Layer 3 specification;
Core network protocols; Stage 3 (3GPP TS 24.008)".

JEDEC JESD22-A101C: "Steady State Temperature Humidity Bias Life Test".

OMA Enabler Release Definition for Smartcard-Web-Server Approved Version 1.1 - 12 May 2009
(OMA-ERELD- Smartcard-Web-Server-V1-1-20090512-A).

I SO/IEC 15948:2004: "Information technology - Computer graphics and image processing -
Portable Network Graphics (PNG): Functional specification".

IETF RFC 2046: "Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types'.

Available from http://www.ietf.org/rfc/rfc2046.txt.

ETSI TS 102 671: "Smart Cards; Machine to Machine UICC; Physical and logical characteristics'.
Void.

ETSI TS 102 226: "Smart Cards; Remote APDU structure for UICC based applications”.

ETSI TS 103 383: "Smart Cards; Embedded UICC; Requirements Specification”.

ISO/IEC 9797-1:2011: "Information technology - Security techniques - Message Authentication
Codes (MACS) - Part 1. Mechanisms using a block cipher".

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areferenceto a TC SCP document, a hon-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.
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NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ISO/IEC 7811-3: "ldentification cards - Recording technique - Part 3: Location of embossed
characterson ID-1 cards'.

3 Definitions, symbols, abbreviations and coding
conventions

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:
1,8 V technology smart card: smart card operatingat 1,8V + 10 % and 3V = 10 %
1,8V technology terminal: terminal operating the smart card - terminal interfaceat 1,8 V £ 10% and 3V + 10 %
3V technology smart card: smart card operatingat 3V £ 10% and5V + 10 %
3V technology terminal: terminal operating the smart card - terminal interfaceat 3V £ 10% and5V + 10 %
4FF: fourth form factor (format) of UICC
access conditions: set of security attributes associated with afile
ADM: access condition to an EF which is under the control of the authority which creates thisfile
application: set of security mechanisms, files, data and protocols (excluding transmission protocols)
NOTE: Anapplication can be afirst level application and/or a second level application.
application DF: entry point to an application
application protocol: set of procedures required by the application

bearer independent protocol: mechanism by which the terminal provides the UICC with access to the data bearers
supported by the terminal and the network

NOTE: Part of CAT.

card session: link between the card and the external world, using APDUSs, starting with the ATR and ending with a
subsequent reset or a deactivation of the card

NOTE: A card session may take place either over the electrical interface specified in the present document or
over the Smart Card functional interface specified in ETSI TS 102 600 [18].

CAT: Card Application Toolkit as specified in ETSI TS 102 223 [4].

channel session: link between the card and the external world during a card session on a given logical channel, starting
with the opening of the logical channel and ending with the closure of the logical channel or the termination of the card
session

class A operating conditions: terminal or a smart card operatingat 5V + 10 %
class B operating conditions: terminal or asmart card operating at 3V + 10 %
class C operating conditions: terminal or a smart card operating at 1,8 V + 10 %

current directory: latest MF, DF or ADF selected
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current EF: latest EF selected
current file: current EF, if an EF is selected, else the current directory
Data Object (DO): information coded as TLV object(s), i.e. consisting of a Tag, aLength and a Vaue part

Dedicated File (DF): file containing access conditions and, optionally, Elementary Files (EFs) or other Dedicated Files
(DFs)

directory: general term for MF, DF and ADF

Elementary File (EF): file containing access conditions and data and no other files
file: directory or an organized set of bytes or recordsin the UICC

fileidentifier: 2 bytes which address afilein the UICC

first level application: selectable application that isindicated in EFp,g under the MF

EXAMPLE: A USIM application.
function: contains a command and a response pair
GSM session: part of the card session dedicated to the GSM operation
ID-1 UICC: UICC having the format of an ID-1 card
NOTE: SeelSO/IEC 7816-1[9].
Lc: length of command data sent by the application layer in a case 3 or 4 Command
L e: maximum length of data expected by the application layer in response to a case 2 or 4 Command
Lr: length of data sent back to the terminal by the UICC in response to a case 2 or 4 Command

L uicc: exact length of data available in the UICC to be returned in response to the case 2 or 4 Command received by
the UICC

Master File (MF): unique mandatory file containing access conditions and optionally DFs and/or EFs
mini-UI CC: third form factor (format) of UICC

multi-application capable terminal: terminal that can support more than one first level application with possibly
separate user verification requirements for each application

multi-application card: card that can have more than one selectable application
multi-session card: card that supports more than one concurrent selectable application session during a card session

multi-verification capable UICC: card that can have more than one first level application and may support separate
user verification requirements for each application

normal USIM operation: relating to general, PIN related, 3G and or GSM security and subscription related procedures

padding: one or more bits appended to a message in order to cause the message to contain the required number of bits
or bytes

plug-in UICC: second form factor (format) of UICC
proactive UICC: UICC which is capable of issuing commands to the terminal
NOTE: Part of CAT.

proactive UICC session: sequence of related CAT commands and responses which starts with the status response
'91X X" (proactive command pending) and ends with a status response of '90 00" (normal ending of command) after
Terminal Response

NOTE: Part of CAT.
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record: string of bytes within an EF handled as a single entity

record number: number which identifies arecord within an EF

record pointer: pointer which addresses one record in an EF

second level application: application which can only be activated during the session of afirst level application

NOTE: A second level application may have an AID. This AID is not to be stored in EF(DIR) unlessitisalso a
first level application.

selectable application: application that is selectable by an AID according to the process described in
ISO/IEC 7816-4 [12] over the terminal-UICC interface

selectable application session: link between the application and the external world during a card session starting with
the application selection and ending with de-selection or termination of the card session

single verification capable UICC: card that only supports one user verification requirement for al first level
applications

state H: high state on the 1/0 line (Vcc)

stateL: low state on the I/O line (Gnd)

transport layer: layer responsible for transporting Secured Packets through the network
type 1 UICC: UICC which aways enters the negotiable mode after a warm reset

type 2 UICC: UICC which always enters the specific mode after a warm reset

USIM session: selectable application session for aUSIM application

3.2 Symbols

For the purposes of the present document, the following symbols apply:

Gnd Ground

te Fall time

tr Rise time

Vce Supply Voltage

A\ Input Voltage (high)
VL Input Voltage (low)
VoH Output Voltage (high)
VoL Output Voltage (low)
Vpp Programming Voltage

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AC Access Condition

ACK ACKnowledgement

ADF Application Dedicated File
AID Application [ Dentifier
ALW ALWays

AM Access Mode

AM_DO Access Mode-Data Object
APDU Application Protocol Data Unit
ARR Access Rule Reference
AT Authentication Template
ATR Answer To Reset

BCD Binary Coded Decimal
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BER Basic Encoding Rules

BER-TLV Basic Encoding Rules - Tag Length Value (object formatted according to Basic Encoding Rules)
BGT Block Guard Time

BIP Bearer Independent Protocol

BWT Block Waiting Time

C-APDU Command - Application Protocol Data Unit
CAT Card Application Toolkit

CCT Cryptographic Checksum Template

CLA CLAss

CLF ContactlL ess Front-end

CLK CLocK

CRT Control Reference Template

CSA Connection Security Association

CSA ID Connection Security Association Identity
CSAMAC Connection Security Association Message Authentication Code
CT Confidentiality Template

C-TPDU Command - Transfer Protocol Data Unit
CwiI Character Waiting Integer

CWT Character Waiting Time

DAD Destination Address

DER Distinguished Encoding Rule

DF Dedicated File

DO Data Object

DST Digital Signature Template

EDC Error Detection Code byte

EF Elementary File

EFpr Elementary File DIRectory

etu elementary time unit

eUICC embedded UICC

f frequency

FCP File Control Parameters

FFS For Further Study

Fi clock rate conversion factor

FID File IDentifier

GSM Global System for Mobile communications
/0 I nput/Output

IANA Internet Assigned Numbers Authority
[-block Information-block

ICC Integrated Circuit Card

ICCID Integrated Circuit Card Identification

ID IDentifier

IEC International Electrotechnical Commission
IFS Information Field Size

IFSC Information Field Size for the UICC
IFSD Information Field Size for the termina
INF INFormation field

INS INStruction

IP Internet Protocol

ISO International Organization for Standardization
LCSl Life Cycle Status Information

LEN LENgth

LRC Longitudinal Redundancy Check

LSB Least Significant Bit

MAC Message Authentication Code

ME Mobile Equipment

MF Master File

MSB Most Significant Bit

NAA Network Access Application

NAD Node ADdress byte

NEV NEVer

osl Open System Interconnection
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P1

P2

P3

PCB
PDC
PIN
PNG
PPS

PS

PS DO
R-APDU
R-block
RFU
RST
R-TPDU
SA
SAD
S-block
SC

SC DO
SCWS
SE
SEID
SFI
SIM

SM
SMS
SWP
TETRA
TLV
TPDU
UCA
Ucs2
UE
UIM
URI
URL
USIM
UTF
VPP
WI
WML
WTX
WWT

3.4

For the purposes of the present document, the following coding conventions apply:

20

Parameter 1

Parameter 2

Parameter 3

Protocol Control Byte

Personal Digital Cellular
Personal Identification Number
Portable Network Graphics
Protocol and Parameter Selection
PIN Status

PIN Status Data Object
Response - Application Protocol Data Unit
Receive-ready block

Reserved for Future Use

ReSeT

Response - Transfer Protocol Data Unit
Security Association

Source Address
Supervisory-Block

Security Condition

Security Condition_Data Object
Smart Card Web Server

Security Environment

Security Environment Identifier
Short (elementary) File Identifier
Subscriber Identity Module
Secure Messaging

Short Message Service

Single Wire Protocol

Terrestrial Trunked Radio

Tag Length Value

Transfer Protocol Data Unit
UICC Ciphering Algorithm
Universal Character Set 2

User Equipment

UICC Integrity Mechanism
Uniform Resource Identifier
Uniform Resource Locator
Universal Subscriber Identity Module

Universal Character Set Transformation Format
Programming power input, optional use by the card

Waiting time I nteger
Wireless Markup Language
Waiting Time exXtension
Work Waiting Time

Coding conventions
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e allengths are presented in bytes, unless otherwise stated. Each byte is represented by bits b8 to b1, where b8
isthe Most Significant Bit (MSB) and bl isthe Least Significant Bit (LSB). In each representation, the
leftmost bit isthe MSB.

In the UICC, al bytes specified as RFU shall be set to '00" and all bits specified as RFU shall be set to 0. If the GSM
and/or USIM application exists on a UICC or is built on a generic telecommunications card, then other values may
apply for the non-GSM or non-USIM applications. The values will be defined in the appropriate specifications for such
cards and applications. These bytes and bits shall not be interpreted by aterminal ina GSM or 3G session.

The coding of all data objects in the present document is according to ETSI TS 101 220 [3]. All data objects are
BER-TLV except if otherwise defined.
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4 Physical characteristics

4.0 UICC Form Factors

4.0.0 Generic requirements

Four physical types of UICCs are currently specified by the present document. These are the "ID-1 UICC", the "Plug-in
UICC", the "Mini-UICC" and the "4FF". At least one of the card sizes shall be supported by aterminal that is compliant
to the present document.

The physical characteristics of al types of UICCs shall be in accordance with ISO/IEC 7816-1 [9] and
ISO/IEC 7816-2 [10] unless otherwise specified by the present document. The following additional requirements shall
be applied to ensure correct operation in a Telecom environment.

4.0.1 ID-1 UICC
The physical characteristics of the ID-1 UICC shall conform to ISO/IEC 7816-1 [9] and I SO/IEC 7816-2 [10].

The terminal shall accept embossed ID-1 UICCs. The embossing shall be in accordance with 1SO/IEC 7811-1 [8] and
ISO/IEC 7811-3 [i.1]. The contacts of the ID-1 UICC shall be located on the front (embossed face, see
ISO/IEC 7810 [7]) of the card.

4.0.2 Plug-in UICC

The Plug-in UICC shall have awidth of 25 mm, a height of 15 mm, a thickness the same as an ID-1 UICC and a feature
for orientation.

Annex A of ISO/IEC 7816-2 [10] applies with the location of the reference points adapted to the smaller size. The three
reference points P1, P2 and P3 measure 7,5 mm, 3,3 mm and 20,8 mm, respectively, from 0. The valuesin figure 2 of
ISO/IEC 7816-2 [10] are replaced by the corresponding values of figure 4.1.

The physical characteristics of the Plug-in UICC (Plug-in card) are defined in the present document.
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Figure 4.1: Plug-in UICC

4.0.3 Mini-UICC

The Mini-UICC shall have awidth of 15 mm, a height of 12 mm, a thickness the same as an ID-1 UICC and a feature
for orientation.

Annex A of ISO/IEC 7816-2 [10] applies with the location of the reference points adapted to the smaller size below
figure 4.2. The valuesin figure 2 of ISO/IEC 7816-2 [10Q] are replaced by the corresponding values of figure 4.2.

The physical characteristics of the Mini-UICC are defined in the present document.
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Figure 4.2: Mini-UICC

4.04 A4FF
The 4FF shall have awidth of 12,3 mm £ 0,1 mm and a height of 8,8 mm £ 0,1 mm, with a thickness range of

0,67 mm + 0,03 mm/-0,07 mm.

Annex A of ISO/IEC 7816-2 [10] applies with the location of the reference points adapted to the smaller size defined
below in figure 4.3. The valuesin figure 2 of the ISO/IEC 7816-2 [10] are replaced by the corresponding val ues of

figure 4.3.

Optionaly, the 4FF may be supplied within a card whose width and length are compliant with the ID-1 UICC
dimensions but thickness compliant with 4FF. In that case, the 4FF shall be located from 18,22 mm from the top edge

of the card and 9,25 mm from the left edge of the card.
The physical characteristics of 4FF are defined in the present document.

The 4FF shall comply with all the characteristicsin ISO/IEC 7816-1 [9], except for bending and torsion properties,
which apply only to the ID1 form factor. The definition of bending and torsion properties for the 4FF is FFS.
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Figure 4.3: 4FF
4.1 ID-1 UICC
The contents of this clause have been moved to clause 4.0.1 of the present document.
4.2 Plug-in UICC
The contents of this clause have been moved to clause 4.0.2 of the present document.
4.3 Mini-UICC
The contents of this clause have been moved to clause 4.0.3 of the present document.
4.4 Environmental conditions for card operation and storage

4.4.0 Standard UICC environmental conditions

The standard temperature range for storage and full operational use shall be between -25 °C and +85 °C.
4.4.1 Specific UICC environmental conditions

4.41.0 Specific UICC environmental conditions indication

The support of specific UICC environmental conditionsis optional for the UICC.
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It is up to an application specification to specify the required specific environmental conditions to be supported by the
UICC. If an application specification does not specify particular specific UICC environmental conditions then the UICC
supports the standard environmental conditions for card operation and storage, as specified in the present document.

If the UICC supports specific environmental conditions, the indication mechanism, as specified in the present
document, shall be supported.

4411 Temperature range for specific UICC environmental conditions
The support of an extended temperature range is optional for the UICC.

The temperature ranges for full operational use and storage for specific UICC environmental conditions are defined in
table 4.1.

Table 4.1: Temperature range for full operational use and storage for
specific UICC environmental conditions

Temperature class range
A -40 °C to +85 °C ambient temperature range
B -40 °C to +105 °C ambient temperature range
C -40 °C to +125 °C ambient temperature range
4.4.1.2 High humidity

The support of the extended humidity condition is optional for the UICC.

A UICC supporting high humidity shall withstand the test conditions as described within JEDEC JESD22-A101C [23]
with 1 000 hour duration.

4.5 Contacts

45.1 Provision of contacts

4511 Terminal

Contacting elements in the terminal in positions C4 and C8 are optional. If present and not used, they shall either be
pulled to state L or present a high impedance to the UICC. If it is determined that the UICC is a multi-application
UICC, or if the terminal supports optional interfaces using these contacts, then these contacts may be used.

Contact C6 need not be provided for Plug-in/Mini-UICC/4FF cards or any card if the terminal does not support class A
operating conditions (see | SO/IEC 7816-3 [11]). Contact C6 shall be provided if the terminal supports the optional
interface defined in ETSI TS 102 613 [19].

If present and not used by an optional interface, C6 shall present a high impedance to the UICC or be connected to Gnd.

45.1.2 uicC

Contacts C4 and C8 need not be provided by the UICC. If provided, they shall not be connected internally in the UICC
if the UICC only contains a Telecom application and is not using these contacts for an additional interface. For 4FF,
these contacts may alternatively be connected to Gnd if the UICC is not using them for an additional interface.

Contact C6 shall not be bonded in the UICC for any function other than supplying Vpp or when the UICC supports the
optional interface defined in ETSI TS 102 613 [19].
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452 Contact activation and deactivation

4521 Contacts assigned by the present document

When using the interface defined in the present document, the terminal shall connect, activate and deactivate the UICC
through the contacts C1, C2, C3, C5, C7, in accordance with the operating procedures specified in
ISO/IEC 7816-3 [11].

The terminal may switch on and off the clock on contact CLK while the RST contact remainsin state L.

For any voltage level, monitored during the activation sequence, or during the deactivation sequence following normal
power-down, the order of the contact activation/deactivation shall be respected.

It is recommended that whenever possible, the deactivation sequence defined in ISO/IEC 7816-3 [11] should be
followed by the terminal on all occasions when the terminal is powered down.

If the UICC clock is already stopped and is not restarted, the terminal may deactivate all the contactsin any order,
provided that all signals reach low level before Vcc leaves high level. If the UICC clock is already stopped and is
restarted before the deactivation sequence, then the deactivation sequence specified in 1SO/IEC 7816-3 [11] shall be
followed.

When Vpp is connected to Vcc, as allowed in the present document for terminals supporting class A operation
conditions only, then Vpp shall be activated and deactivated with Vcc, at the time of the V cc activation/deactivation, as
specified in the sequences of 1 SO/IEC 7816-3 [11].

45.2.2 Optional contacts

The use of contacts C4 and C8 for the Inter-Chip USB interface is specified in ETSI TS 102 600 [18].

The use of contact C6 for the UICC-CLF interfaceis specified in ETSI TS 102 613 [19].

45.3 Inactive contacts

The voltages on contacts C1, C2, C3, C6 and C7 of theterminal shall beintherange 0V + 0,4V referenced to ground
(C5) when the terminal is switched off with the power source connected to the terminal and when the optional interface
defined in ETSI TS 102 613 [19] is not used. The measurement equipment shall have a resistance of 50 kQ when
measuring the voltage on C2, C3, C6 and C7. The resistance shall be 10 kQ2 when measuring the voltage on C1.

454 Contact pressure

The contact pressure shall be large enough to ensure reliable and continuous contact (e.g. to overcome oxidization and
to prevent interruption caused by vibration). The radius of any curvature of the contacting elements shall be greater than
or equal to 0,8 mm over the contact area.

Under no circumstances shall the contact force exceed 0,5 N per contact.

Care shall be taken to avoid undue point pressure to the area of the UICC opposite to the contact area. Such pressureis
potentially damaging to the components within the UICC.
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5 Electrical specifications of the UICC - Terminal
interface

5.0 General requirements

The electrical specification in the present document covers the supply voltage rangefrom4,5V to 55V, 2,7V t0 3,3V
and 1,62V to 1,98 V. For each state (V oy, V|, VL and Vo ), apositive current is defined as flowing out of the entity

(terminal or UICC) in that state. VVpp shall not be supported by the 3V and 1,8 V technology terminal or the 3V and
1,8 V technology UICC.

There are two states for the UICC while the power supply is on:

e theUICCisin operating state when it executes a command from any of itsinterfaces. This state also includes
transmission of the command from the terminal, executing the command and sending the response back to the
terminal;

e theUICCisinidle state at any other time. It shall retain al pertinent data during this state. In idle state, the
clock may be stopped according to clause 6.6.

The clock duty cycle shall be between 40 % and 60 % of the period during stable operation. A clock cycleis defined at
50 % of Vcc fromrising to rising edge or falling to falling edge. When switching clock frequencies terminals shall
ensure that no pulseis shorter than 80 nswhich is 40 % of the shortest allowed period.

When low impedance drivers are implemented on the 1/0 line, the 1/O electrical circuit design shall insure that potential
contention on the line will not result in any permanent damage of the terminal or the UICC. The terminal shall reduce
the short circuit current on the 1/0 line by the means of a seriesresistor, the value shall be in the range of 47 Q to

100 Q.

5.1 Class A operating conditions

5.1.1 Supply voltage Vcc (contact C1)

The terminal shall operate the UICC within the following limits.

Table 5.1: Electrical characteristics of Vcc under normal operating conditions

Symbol Minimum Maximum Unit
Vcce 4,5 5,5 \Y

The current consumption of the UICC shall not exceed the value described in clause 6.2.2 during the ATR (including
activation and deactivation).

When the UICC isin idle state (see below) the current consumption of the card shall not exceed 200 pA at 1 MHz and
25 °C. If clock stop mode is enabled, then the current consumption shall also not exceed 200 pA while the clock is
stopped.

The terminal shall source the maximum current requirements defined above. It shall aso be able to counteract spikesin
the current consumption of the card up to a maximum charge of 40 nAs and an amplitude of at most 200 mA, ensuring
that the supply voltage stays in the specified range.

NOTE: A possible solution would be to place a capacitor (e.g. 100 nF, ceramic) as close as possible to the
contacting elements.
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5.1.2 Reset (RST) (contact C2)

The terminal shall operate the UICC within the following limits.

Table 5.2: Electrical characteristics of RST under normal operating conditions

Symbol Conditions Minimum | Maximum | Unit
Vou loHmax = 120 HA Vcc - 0,7 Vcc V
(see note)
VoL lotLmax = -200 pA 0 (see note) 0,6 \%
tr te Cout=Ci, =30 pF 400 us
NOTE:  To allow for overshoot, the voltage on RST shall remain
between -0,3 V and Vcc + 0,3 V during dynamic operation.

5.1.3 Programming voltage Vpp (contact C6)

The UICC shall not require any programming voltage on Vpp. The terminal need not provide contact C6. If the terminal
provides contact C6, then, in the case the terminal supports an ID-1 UICC under class A operating conditions only, the
same voltage shall be supplied on Vpp as on Vcc, while in the case of Plug-in UICC/Mini-UICC/4FF the terminal need
not provide any voltage on C6. Contact C6 may be connected to Vcc in any terminal supporting only class A operating
conditions but shall not be connected to ground.

5.1.4  Clock CLK (contact C3)

The terminal shall support 1 MHz to 5 MHz. The termina shall supply the clock. When only the interface specified in
the present document is activated, no "internal clock” shall be used in the UICC.

The duty cycle shall be between 40 % and 60 % of the period during stable operation.

The terminal shall operate the UICC within the following limits.

Table 5.3: Electrical characteristics of CLK under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Vou lonmax = 120 HA 0,7 x Vcc Vcc (see note) \
Voo loLmax = ~200 pA 0 (see note) 0,5 \
tr tr Cout = Ci, =30 pF 9 % of period with a

maximum of 0,5 ps

NOTE: To allow for overshoot the voltage on CLK shall remain between -0,3 V and
Vce + 0,3 V during dynamic operation.
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5.1.5 I/O (contact C7)

Table 5.4 defines the electrical characteristics of the I/O (contact C7). The values given in the table allow the derivation
of the values of the pull-up resistor in the terminal and the impedance of the drivers and receiversin the terminal and
UICC.

Table 5.4: Electrical characteristics of /0O under normal operating conditions

Symbol Conditions Minimum Maximum Unit

Viy limax = ¥20 YA (see note 2) 0,7 x Vcc Vee +0,3 \

A limax = 1 MA -0,3 0,15 x Vce v

Vo (see note 1) lonmax = H20HA 3,8 Vce \
(see note 3)

VoL loLmax = -1 MA 0 (see note 3) 0,4 \Y,

Rt Cout = Ci, =30 pF 1 us

100 ns
(see note 4)

NOTE 1: Itis assumed that a pull-up resistor is used in the interface device (recommended
value: 20 kQ).

NOTE 2: During static conditions (idle state) only the positive value can apply. Under dynamic
operating conditions (transmission) short-term voltage spikes on the 1/O line may
cause a current reversal.

NOTE 3: To allow for overshoot the voltage on I/O shall remain between -0,3 V and Vcc + 0,3V
during dynamic operation.

NOTE 4: This value applies when the low impedance buffer is selected.

5.2 Class B operating conditions

5.2.1 Supply voltage Vcc (contact C1)

The terminal shall operate the UICC within the following limits.

Table 5.5: Electrical characteristics of Vcc under normal operating conditions

Symbol Minimum Maximum Unit
Vcc 2,7 3,3 \Y

When the UICC isin idle state, the current consumption shall not exceed 200 pA at 1 MHz at +25 °C. When the UICC
isin clock stop mode and no other interface is active, the current consumption shall not exceed the following limit:

. UICCsindicating that they require an increased idle current in clock-stop-mode by "UICC increased idle
current"; 200 pA at +25 °C.

. Other UICCs: 100 pA at +25 °C.

The terminal shall be capable of sourcing the maximum current as defined in table 6.4. It shall also be able to counteract
spikesin the current consumption of the card up to a maximum charge of 12 nAs with and an amplitude of at most
60 mA, ensuring that the supply voltage stays in the specified range.
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Table 5.6: Electrical characteristics of RESET (RST) under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Vou lonmax = 120 HA 0,8 x Vcc Vcc (see note) \Y,
VoL loLmax = -200 LA 0 (see note) 0,2 x Vcc \Y,
tg te Cin = Cout =30 pF 400 us
NOTE: To allow for overshoot the voltage on RST should remain between -0,3 V and Vcc + 0,3 V
during dynamic operations.

5.2.3 Clock CLK (contact C3)

The terminal shall support 1 MHz to 5 MHz. The termina shall supply the clock. When only the interface specified in
the present document is activated, no "internal clock” shall be used in the UICC.

The duty cycle shall be between 40 % and 60 % of the period during stable operation.

The terminal shall operate the UICC within the following limits.

Table 5.7: Electrical characteristics of Clock (CLK) under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Vou lonmax = 120 LA 0,7 xVce Vcc (see note) \%
Voo lotmax = ~20 HA 0 (see note) 0,2 xVce \%
tr tr Cin = Cyut =30 pF 50 ns
NOTE: To allow for overshoot the voltage on CLK should remain between -0,3 V and Vcc + 0,3 V
during dynamic operations.

5.2.4 I/O (contact C7)

Table 5.8 defines the electrical characteristics of the I/O (contact C7). The values given in the table allow the derivation
of the values of the pull-up resistor in the terminal and the impedance of the drivers and receiversin the terminal and

UICC.

Table 5.8: Electrical characteristics of /0O under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Viy limax = ¥20 YA (see note 2) 0,7 xVce Vee +0,3 \
Vi lmax = T1 MA -0,3 0,2 xVcc \%
Vou lonmax = 120 LA 0,7 x Vce Vcc (see note 3) \
(see note 1)

VoL loLmax = -1 MA 0 (see note 3) 0,4 \Y
tr tr Cin = Cqut =30 pF 1 us

100 ns

(see note 4)

NOTE 1: Itis assumed that a pull-up resistor is used on the interface device (recommended value:
20 kQ).

NOTE 2: During static conditions (idle state) only the positive value can apply. Under dynamic operating
conditions (transmissions) short-term voltage spikes on the 1/O line may cause a current
reversal.

NOTE 3: To allow for overshoot the voltage on 1/O shall remain between -0,3 V and Vcc + 0,3 V during
dynamic operation.

NOTE 4: This value applies when the low impedance buffer is selected.
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5.3 Class C operating conditions
5.3.1 Supply voltage Vcc (contact C1)

The terminal shall operate the UICC within the following limits.

Table 5.9: Electrical characteristics of Vcc under normal operating conditions

Symbol Minimum Maximum Unit
Vcc 1,62 1,98 \Y

When the UICC isin idle state, the current consumption shall not exceed 200 pA at 1 MHz at +25 °C. When the UICC
isin clock stop mode and no other interface is active, the current consumption shall not exceed the following limit:

. UICCsindicating that they require an increased idle current in clock-stop-mode by "UICC increased idle
current"; 200 pA at +25 °C.

. Other UICCs: 100 pA at +25 °C.

The terminal shall be capable of sourcing the maximum current as defined in table 6.4. It shall also be able to counteract
spikesin the current consumption of the card up to a maximum charge of 12 nAs with an amplitude of at most 60 mA,
ensuring that the supply voltage staysin the specified range.

5.3.2 Reset (RST) (contact C2)

The terminal shall operate the UICC within the following limits.

Table 5.10: Electrical characteristics of RESET (RST) under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Vou lonmax = 120 WA 0,8 x Vce Vcc (see note) \%
VoL loLmax = -200 LA 0 (see note) 0,2 x Vcc \%
tr te Ci,=C,ut =30 pF 400 Us
NOTE:  To allow for overshoot the voltage on RST should remain between -0,3 V and Vcc + 0,3 V
during dynamic operations.

5.3.3 Clock CLK (contact C3)

The terminal shall support 1 MHz to 5 MHz. The terminal shall supply the clock. When only the interface specified in
the present document is activated, no "internal clock" shall be used in the UICC.

The duty cycle shall be between 40 % and 60 % of the period during stable operation.

The terminal shall operate the UICC within the following limits.

Table 5.11: Electrical characteristics of Clock (CLK) under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Vou lonmax = 120 HA 0,7 x Vcc Vcc (see note) \Y,
VoL loLmax = ~20 HA 0 (see note) 0,2 x Vcc \Y,
tg te Cin=Cout =30 pF 50 ns
NOTE: To allow for overshoot the voltage on CLK should remain between -0,3 V and Vcc + 0,3V
during dynamic operations.
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Table 5.12 defines the electrical characteristics of the I/0O (contact C7). The values given in the table allow the

derivation of the values of the pull-up resistor in the termina and the impedance of the drivers and receiversin the

termina and UICC.

Table 5.12: Electrical characteristics of /0 under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Viy limax = ¥20 YA (see note 2) 0,7 x Vce Vee +0,3 \
Vi limax = T1 MA -0,3 0,2 xVce \
Vou lonmax = 120 LA 0,7 x Vce Vcc (see note 3) \
(see note 1)
VoL loLmax = -1 MA 0 (see note 3) 0,3 \
tr te Cin=Cqut =30 pF 1 us
100 ns
(see note 4)

NOTE 1: Itis assumed that a pull-up resistor is used on the interface device (recommended value:
20 kQ).

NOTE 2: During static conditions (idle state) only the positive value can apply. Under dynamic operating
conditions (transmissions) short-term voltage spikes on the 1/O line may cause a current
reversal.

NOTE 3: To allow for overshoot the voltage on I/O shall remain between -0,3 V and Vcc + 0,3 V during
dynamic operation.

NOTE 4: This value applies when the low impedance buffer is selected.

6 Initial communication establishment procedures

6.1 UICC activation and deactivation

The terminal shall activate and deactivate the contacts of the UICC according to clause 4.5.2. During activation supply
voltage switching, as defined in clause 6.2, shall take place prior to any further activity not related to the supply voltage
switching.

6.2 Supply voltage switching

6.2.0

The terminal shall initially activate the UICC with the lowest voltage class available, i.e. the class providing the lowest
voltage. If no ATR isreceived, the UICC shall be deactivated and activated with the next higher class, if supported by
theterminal. If an ATR isreceived at the first applied voltage class, the contents of the ATR shall be analysed by the
terminal. If the operating class used by the terminal is not supported by the UICC, then:

UICC activation voltage

- if the terminal supports any of the voltage classesindicated in the ATR, the terminal shall deactivate the UICC
and activate it with a supply voltage class indicated by the UICC;

- if the terminal does not support any of the voltage classesindicated in the ATR, the terminal shall not send any
APDU to the UICC. The terminal may deactivate the UICC.

If the ATR is corrupted, the terminal shall reset the UICCr at least 3 times using the same operating class before
rejecting the UICC. In case of 3 consecutive corrupted ATRS, the terminal may activate the UICC with the next higher
class. The terminal’s behaviour isrestricted, and shall only use the next higher voltage class in the retry attempt in this
case.
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Supply voltage classes

The supply voltage class shall be indicated in the ATR by the UICC (Ta,, i > 2).

6.2.2

Table 6.1: Supply voltage classes indicated in ATR

Symbol Minimum Maximum Unit Class Encoding (Binary)
Vce 4,5 5,5 v A XX XXX1
Vcc 2,7 3,3 V B XX XX1x
Vce 1,62 1,98 \Y% C XX X1XX
Vcc RFU RFU V D XX 1xxx
Vcc RFU RFU V E X1 XXxXX
NOTE: Class A, B and C values are according to ISO/IEC 7816-3 [11]. Class D is a
further evolution of values specified in ISO/IEC 7816-3 [11]. It is possible to
support one class or a range of classes. In the latter case, the support shall be
consecutive e.g. AB, BC. A combination like AC is not allowed.

Power consumption of the UICC during ATR

The maximum power consumption of the UICC during ATR shall not exceed the minimum power supplied by the
terminal during a UICC session as defined in clause 6.2.3.

6.2.3

Application related electrical parameters

The power consumption of the UICC after ATR is restricted to the valuesindicated in table 6.4.

The Terminal shall be able to provide more current if one of the following conditions is met:

During the power negotiation procedure (as described in clause 14.5.5), aTERMINAL CAPABILITY
command is issued by the terminal indicating a higher value for the maximum available power supply of the
terminal. In this case the UICC may draw the indicated power until power-down.

After an application indicating a higher application power consumption is selected by the terminal. An
application is considered selected when the access condition is successfully verified. If no access conditionis
required for the application, the application is considered selected when an application related command is
executed within the selected application. Selecting the application and performing a STATUS command is not
considered to be the execution of an application command for these purposes. If the application power
consumption indicated in the response to the SELECT or STATUS command is higher than the value
indicated by the terminal in the TERMINAL CAPABILITY command, the terminal should deselect the
application.

The Inter-Chip USB interface is activated by the terminal.

The terminal retrieves the application power consumption requirements by selecting the application. It then gets back
the application power consumption indication in the response of the SELECT command. It may as well issue a
STATUS command within the application and get thisinformation in the response of the command.

Table 6.2: Void

Table 6.3: Maximum power consumption of the UICC during the UICC session

Symbol Voltage Class |Maximum for |Maximum for Unit
Release 12 pre-Release
and higher 12
Icc A 60 60 mA
Icc B 50 50 mA
Icc C 60 30 mA
Icc D RFU RFU mA
Icc E RFU RFU mA

Applications may specify their own maximum power consumption values, up to the maximum specified in table 6.3.
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If an application does not indicate its consumption, the terminal shall assume the maximum application power
consumption is as specified in table 6.4 or within the limit given in the TERMINAL CAPABILITY command.

The minimum power supply that the terminal shall be able to supply to the UICC during application session at
maximum clock speed is specified in table 6.4.

Table 6.4: Minimum power supply by the terminal during the UICC session

Symbol Voltage Class Minimum Unit
Icc A 10 mA
Icc B 10 mA
Icc C 10 mA
Icc D RFU mA
Icc E RFU mA

6.3 Answer To Reset content

6.3.0 Introduction

The ATR isthefirst string of bytes sent from the UICC to the terminal after areset has been performed. The ATR is
defined in ISO/IEC 7816-3 [11].

The terminal shall be able to receive interface characters for transmission protocolsother than T=0and T =1,
historical bytes and a check byte, evenif only T=0and T = 1 are used by the terminal.

T = 15 global interface parameters shall be returned by the UICC.

NOTE: ATRsarelistedinannex D of the present document.

6.3.1 Coding of historical bytes

The historical bytesindicate to the external world how to use the card. The information carried by the historical bytes of
the UICC follows ISO/IEC 7816-4 [12].

The category indicator is the first byte sent by the UICC. Its value shall be ‘80" which means that the historical bytes are
coded in COMPACT-TLV data objects.

The first information sent by the card shall be the "card data service" data object. This data object is introduced by
tag '31". The second information sent by the card shall be the "card capabilities’ data object. This dataobject is
introduced by tag '73". The other data objects are optional.

6.3.2 Speed enhancement

The terminal and the UICC shall at least support (F,D) = (512,8) and (512,16) in addition to (372,1), the default val ues.
However, other values may also be supported. If the terminal requests PPS using val ues other than those above then the
PPS procedure shall be initiated accordingly. The value of the transmission factors F and D is given by the UICC in
TA; of the ATR.

To enable higher transmission speeds than the speeds allowed in ISO/IEC 7816-3 [11], table 6.5 includes an additional
value for the D transmission factor that UICCs and terminals may choose to support:

. this additional DI value shall be associated to FI = 1001.

Table 6.5: Additional Di definition

DI 0111
Di 64
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When this additional Di value is supported, the interface shall meet the additional requirements below, regardless of the
operating conditions used.

Table 6.6: Complement to the I/O characteristics under normal operating
conditions when DI = 0111 is supported

Symbol Conditions Minimum Maximum Unit

ts t Ciy = Cou =30 pF 400 ns

NOTE: To support the additional requirement above, the value of the pull-up resistor that is used on
the interface device should be about 10 kQ.

6.3.3 Global Interface bytes

The global interface bytes are present after T = 15 indication in the ATR. The presence of global interface bytesis
optional and the presence isindicated in the tDi (i > 1) indicating T = 15. The content and coding of the first tAi (i > 2)
after T = 15 isdefined in ISO/IEC 7816-3 [11]. The content and coding of thefirst tBi (i > 2) after T = 15 isdefined in
the present document.

Table 6.7: Coding of the first tB; (i > 2) after T = 15 of the ATR

b8 b7 b6 b5 b4 b3 b2 bl Meaning

0 0 0 0 0 0 0 0 [No additional global interface parameters supported

1 - - 1 - - - - |Low Impedance drivers and protocol available on the I/O line
available (see clause 7.2.1)

1 1 - - - - - - |Inter-Chip USB UICC-Terminal interface supported as defined
in ETSI TS 102 600 [18]

1 - 1 - - - - - |UICC-CLF interface supported as defined in ETSI
TS 102 613 [19]

1 - - - 1 - - - |Secure Channel supported as defined in ETSI TS 102 484 [20]

1 - - - 1 1 - - |Secured APDU - Platform to Platform required as defined in
ETSI TS 102 484 [20]

1 - - - - - 1 - |eUICC-related functions supported

NOTE: Any other value is RFU.

6.4 PPS procedure

The terminal and the UICC shall support the PPS procedure in order to use transmission parameters other than the
default values. The alternative parameters are indicated in the ATR. The interpretation of these parametersis according
to ISO/IEC 7816-3 [11] and to thefirst tBi (i > 2) after T = 15inthe ATR as defined in table 6.7 in clause 6.3.3. For
PPS1 the terminal shall select a value within the range indicated by the UICC as defined in ISO/IEC 7816-3 [11] and
complemented in clause 6.3.2. For PPS2 the terminal shall select avalue in accordance with the indication in the first
tBi (i > 2) after T = 15. PPS2 shall only be used if thefirst tBi (i > 2) after T = 15 is present in the ATR. The coding for
PPS2 isidentical to that of the first tBi (i > 2) after T = 15. The val ue selected depends upon the features supported by
the terminal. The content of PPS2 is coded the same way asthe first tBi (i > 2) after T = 15. A terminal not supporting
any of the featuresindicated in the first tBi (i > 2) after T = 15 need not to support PPS2 in the PPS procedure.

When the terminal does not support or cannot interpret the values indicated by the card in character TAL of the ATR, it
shall initiate at least one PPS procedure indicating in (Fi, Di) the highest speed the terminal supports before issuing PPS
using the default values (372,1).
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6.5 Reset procedures

6.5.1 Cold reset

Cold reset isthe first reset occurring after activation of the contacts. The cold reset is performed according to of
ISO/IEC 7816-3 [11] and the UICC shall enter the negotiable mode. After a cold reset, the security status shall be reset.

6.5.2 Warm reset

Warm reset is any reset which is not a cold reset. The warm reset is performed according to of 1SO/IEC 7816-3 [11] and
the UICC shall enter either the negotiable or the specific mode. If the UICC enters the specific mode, it shall present the
same protocol and interface parameters (Fi, Di) asin the session prior to the warm reset. The UICC shall respond with
an identical ATR after every warm reset issued within the same session regardless of what application was active. After
awarm reset, the security status shall be reset.

6.5.3 Reaction to resets

A UICC complying with the present document shall either bea"Type 1 UICC" or a"Type 2 UICC".

Figure 6.1 illustrates how the respective types of a UICC react to the cold or warm reset.
Warm Reset (Type 1 UICC)

] I
Warm Reset (Type 1 UICC
Cold Reset ‘ ] (Typ )

(Type 1 UICC)

Startofa Y "TT7~ Specific
card session Mode

- -~

Cold Reset
(Type 2 UICC)

Warm Reset (Type 2 UICC)
Warm Reset (Type 2 UICC)

NOTE: See annex | for details.
Figure 6.1: Reaction to resets

6.6 Clock stop mode

The UICC shall support the clock stop procedure as defined in this clause. The clock stop modeisindicated in
tA; (i>2)inT =15inthe ATR, see ISO/IEC 7816-3 [11]. For aUICC supporting only class A operating conditions,

clock stop mode "not allowed" may be indicated, see clause 6.3. If the UICC supports any other operating conditions
even together with class A, clock stop mode shall be supported and the indication shall be set accordingly. The terminal
shall follow thisindication independently of operating conditions indicated by the card.

The terminal shall wait at least 1 860 clock cycles after having received the last character, including the guard time
(2 etu), of the response before it switches off the clock (if it is allowed to do so). It shall wait at |east 744 clock cycles
before it sends the first command after having started the clock.

6.7 Bit/character duration and sampling time

The bit/character duration and sampling time specified in ISO/IEC 7816-3 [11] are valid for all communications.
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6.8 Error handling

If mandatory ATR characters (as defined in the present document) are not present inthe ATR then it is up to the
terminal to decide if a UICC has been activated or not, e.g. it is a card supporting an application not based on the
present document.

If, from the terminal point of view, a UICC has been activated and the terminal has received an ATR with protocol
errors then the terminal shall perform a Reset. ATR protocol errors are defined as where the ATR has indicated the
presence of certain characters but they are not present. If mandatory UICC ATR characters (as specified in the present
document) are absent and not indicated to be present then the terminal may consider this from an error handling point of
view to be an ATR protocol error. The terminal shall not reject the UICC until at least three consecutive ATRs with
protocol errors are received.

During the transmission of the ATR, the error detection and character repetition procedure specified in clause 7.2.2.4, is
optional for the terminal. For the subsequent transmission on the basis of T = 0 this procedure is mandatory for the
terminal.

For the UICC the error detection and character repetition procedure is mandatory for all communicationsusing T = 0.

6.9 Compatibility

Terminals operating under class A operating conditions only and that are compliant to the electrical parameters defined
in clause 5.1 shall operate with a3 V Technology smart card according to the present document.

For compatibility with existing terminas, UICCsthat are used in applications where the supply voltage class indication
is based on the STATUS response procedure (see clause 6.2.3) shall support this procedure in addition to the supply
voltage classindication in the ATR as defined in the present document.

In case the UICC does not support any supply voltage indication, the UICC shall be treated asa 5V only card by the
terminal.

7 Transmission protocols

7.0 Introduction

Clause 7 defines the transmission protocols used to exchange data between the terminal and the UICC. The structure
and processing of commands initiated by the terminal for transmission control and for specific control in asynchronous
half duplex transmission protocols will be described.

Two different protocols are defined, the character based protocol T = 0 and the block based protocol T = 1.

Both protocols T =0 and T = 1 are mandatory for the terminal. The UICC shall support either T=0or T = 1 or both
protocols. The protocols shall be supported as specified in the present document.

The protocol starts after either the answer to reset or a successful PPS exchange. Other parameters provided in the ATR
and relevant to a specific protocol are defined in the respective parts of this clause.

The protocol applies alayering principle of the OSI-reference model. Four layers are considered. The layers are:
. the physical layer. The contained definitionsarevalidfor T=0and T = 1;
e thedatalink layer, which consists of:
- a character component;
- ablock component;

- block identification;
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- send blocks;
- detect transmission and sequence errors,
- handle errors;
- synchronize the protocol;
e thetransport layer, which defines the transmission of application-oriented messages specific to each protocol;

e theapplication layer, which defines the exchange of messages according to an application protocol that is
common to both protocols.

Terminal uICC
Application Layer Application Layer
CAT Layer CAT Layer
Transport Layer Transport Layer
Data link Layer Data link Layer
Physical Layer Physical Layer
A A

Figure 7.1: Layers

7.1 Physical layer

Both protocols T =0 and T = 1 shall use the physical layer and character frame as defined in clause 7.2.1.

7.2 Data link layer

7.2.0 Introduction

This clause describes the timing, specific options and error handling for the protocols T=0and T = 1.

ETSI



Release 15 39 ETSI TS 102 221 V15.0.0 (2018-07)

7.2.1 Character frame

7.2.1.0 Structure, coding and timing
A character that is transmitted over the |/O line is embedded in a character frame.

Before the transmission of a character, the 1/0O line shall be in state H. Depending upon the convention used, the logical
'1'in acharacter is either represented by state H on the 1/0O line, direct convention, or state L on the I/O line, inverse
convention.

A character consists of 10 consecutive bits (see figure 7.2):
e ldarthitinstatelL;
. 8 bits, which comprise the data byte;
. 1 even parity checking bit.

The parity bit is set, in away, that there is an even number of bits set to 1" including the parity bit in the character
frame.

Thetimeoriginisfixed as the mean between the last observation of state H and the first observation of state L. The
receiver shall confirm the existence of a start bit before 0,7 etu (receiver time). Then the subsequent bits shall be
received at intervals of (n+ 0,5 £ 0,2) etu (n being the rank of the bit). The start bit is bit 1.

Within a character, the time from the leading edge of the start bit to the trailing edge of the nth bitis (n + 0,2) etu.

Theinterval between the leading edges of the start bits of two consecutive characters comprises the character duration
(10 £ 0,2) etu, plus aguardtime. Under error free transmission, during the guardtime both the UICC and the terminal
shall bein reception mode (I/O line in state H), unless specified otherwise.

Start Parity Start

l(—Sdata bits —>\l, l
H JR—

110 Guardtime —‘
L

10+ 0,2 etu
Character Duration

Figure 7.2: Character frame

The data shall always be passed over the I/0 line with the most significant byte first. The order of bits within abyte
(that is, whether the least significant or most significant bit is transferred first) is specified in character TS returned in
the answer to reset (see ISO/IEC 7816-3 [11]).

7.21.1 Low impedance /O line behaviour

If the low impedance driver on the /O line has been selected, as the result of a successful PPS exchange, the following
protocol on the I/O line applies.

The transmission state is defined as the period starting from the start bit of the first character to the end of the guardtime
of the last character to transmit. During the transmission state the transmitter shall drive the I/O line to the desired level
using the low impedance driver, with the exception of the error indication period, e.g. character guardtime of T = 0.

After reception of the last character in a command or response sequence when the communication direction is changed,
the entity that isin turn to transmit, terminal or UICC, shall drive the I/O line to the high level using the low impedance
driver during the interface inactivity period During clock stop the terminal shall drive the I/O line to high state.

The interface inactivity period ends when the transmission of a new command or its response starts.
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7.2.2  Transmission protocol T =0

7.2.2.0 Introduction
The T = 0isahalf-duplex asynchronous character based transmission protocol.

All commands using the protocol T = 0 areinitiated from the terminal by sending a five byte header, which informs the
UICC what to do. The terminal will always act as master and the UICC as adave. The direction of the transmission is
assumed to be known to both the UICC and the terminal .

7221 Timing and specific options for characters in T =0
The minimum interval between the leading edge of the start bits of two consecutive characters shall be at least 12 etu.

The maximum interval between the start leading edge of any character sent by the UICC and the start |eading edge of
the previous character sent either by the UICC or the terminal isthe WWT. The value of the WWT shall not exceed
960 x WI x Fi/f. WI isan integer received in the specific interface byte TC2. If no TC2 isavailable, default value of WI
is 10. The clock rate conversion factor, Fi, and the baud rate conversion factor Di, may beindicated in TAL. If TAlis
absent the default values 372 and 1 respectively are used.

If the WWT is exceeded, the terminal shall initiate a deactivation within 960 etu.

7.2.2.2 Command header

A command is aways initiated by the terminal which sends an instruction to the UICC in the form of afive byte-header
called the command header. The command header comprises five consecutive bytes, CLA, INS, P1, P2, and P3.

These bytes together with any data to be sent with the command form the Command-Transport Protocol Data Unit
(C-TPDU) for T = 0. The mapping of the C-APDU onto the C-TPDU is described in clause 7.3.

The terminal transmits the header to the UICC and waits for a procedure byte or a status byte.
7.2.2.3 Command processing

7.2.2.3.0 General description

When the UICC has received the command header, a response containing a procedure byte or a status byte shall be sent
to the terminal. Both the terminal and the UICC shall be able to keep track of the direction of the data flow and who has
the accessto the I/O-line.

7.2.2.3.1 Procedure bytes
The procedure byte indicates to the terminal what action it shall take next.

Procedure bytes are used to keep up the communication between the terminal and the UICC. They shall not be
transmitted to the application layer.

The coding of the procedure byte and the action that shall be taken by the terminal is shown in table 7.1.
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Table 7.1: Procedure byte coding

Byte Value Action
Equal to INS byte All remaining data bytes shall be transferred by the terminal, or the
terminal shall be ready to receive all remaining data bytes from the
ACK UICC.
Equal to complement of INS byte |The next data byte shall be transferred by the terminal, or the terminal
(INS) shall be ready to receive the next data byte from the UICC.
'60' The NULL-byte requests no further data transfer and the terminal shall
NULL only wait for a character conveying a procedure byte. This behaviour
provides additional work waiting time as defined in this clause.
'61' The terminal shall wait for a second procedure byte then send a
GET RESPONSE command header to the UICC with a maximum
length of 'XX', where 'XX' is the value of the second procedure byte
Swi1 (SW2).
'6C' The terminal shall wait for a second procedure byte then immediately
repeat the previous command header to the UICC using a length of
'XX', where 'XX' is the value of the second procedure byte (SW2).

After these actions, the terminal shall wait for a further procedure byte or status word.

7.2.2.3.2 Status bytes

The status bytes SW1 SW2 form an end sequence indicating the status of the UICC at the end of a command. A normal
ending of acommand isindicating by SW1 SW2 =90 00'.

Table 7.2: Status byte coding

Byte Value Action
SW1 '6X" or '9X' The terminal shall wait for a further status word (SW2).
(except '60', '61', and '6C") The terminal shall return the status words (together with any

appropriate data) to the application layer and shall wait for
another C-APDU.

7224 Error detection and correction

The error detection and correction procedure is mandatory for T = 0 protocol except for the terminal during the
ATR-procedure.

An error, from the receiver's point of view, is defined by an incorrect parity. The error isindicated on the I/O line,
which isset to state L at (10,5 + 0,2) etu after the leading edge of the start bit for the character. The I/O line shall bein
state L for a maximum of 2 etu and a minimum of 1 etu. The transmitter shall check the I/O line for parity error
indication at (11 + 0,2) etu starting from the leading edge of the start bit, in the character being transmitted.

If the UICC or terminal as receiver detects a parity error in a character just received, it shall set the I/O lineto state L at
(10,5 % 0,2) etu after the leading edge of the start bit for the character for a maximum of 2 etu to indicate the error to the
sender (seefigure 7.2).

If the transmitter detects an error indication at (11 £ 0,2) etu starting from the leading edge of the start bit, in the
character being transmitted, the character shall be sent again after a minimum delay of 2 etu.
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7.2.3  Transmission protocol T =1

7.2.3.0 Introduction

TheT =1 protocol is a half-duplex asynchronous block based transmission protocol. The protocol may be initiated as
follows:

. after an ATR dueto acold reset;
. after an ATR due to a warm reset;
. after a successful PPS exchange.

The communication starts with a block sent by the terminal to the UICC. The right to send a block keeps alternating
between the terminal and the UICC. A block isthe smallest data unit, which can be sent and can contain either
application data or transmission control data. A check of the received data might be performed before further processing
of the received data.

7.23.1 Timing and specific options for blocks sentwith T =1

7.2.3.1.0 Introduction

This clause defines options regarding timing, information field sizes and error detection parameters for blocks sent with
T=1

7.2.3.1.1 Information field size

The IFSC defines the maximum length of the information field of blocks that can be received by the UICC. The default
value of the IFSC is 32 bytes another value may be indicated in TA3 of the ATR.

The IFSD defines the maximum length of the information field of blocks that the terminal can receive. IFSD hasa
default value of 32 bytes and may be adjusted during the card session. The maximum value of the IFSD is 254 bytes.

7.2.3.1.2 Character waiting integer
CWI is used to calculate CWT and shall bein the range from 0 to 5. The value is set in bits b4 to b1 in TB3.

7.2.3.1.3 Character waiting time

CWT isdefined as the maximum delay between the leading edges of two consecutive characters in the block.

T < QW

Figure 7.3: Character waiting time
The value of CWT may be cal culated from the following equation: CWT = (11 + 2CW) etu.

7.2.3.14 Block waiting time

BWT isdefined as the maximum delay between the leading edge of the last character of the block received by the card
and the leading edge of the first character of the next block sent by the card.

<- Last character of a block sent by the
term nal

First character of next block sent by the U CC -> [ T T T T 1. 1T 1]
BWI'

Figure 7.4: Block waiting time
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BWT isused to detect an unresponsive card.

7.2.3.1.5 Block guard time

BGT is defined as the minimum delay between the leading edge of two consecutive characters sent in opposite
directions. The value of BGT shall be 22 etu.

<- Last character of a block sent by the
term nal

First character of next block sent by the U CC -> [ T T T T 1T 1T 1]
| BGT

Figure 7.5: Block guard time

The delay between the last character of ablock received by the UICC and the first character of the next block sent from
the UICC shall bein theinterval:

e  BGT <delay <BWT.

7.2.3.1.6 Waiting time extension

WTX isaparameter used to ask for more time to process a command.

7.2.3.1.7 Error detection code

The parameter tCi in the ATR is used to define which error detection code to use. LRC shall be used (b1 = 0). All other
bitsin tCi are RFU and shall be set to 0.

7.2.3.2 Block frame structure

7.2.3.2.0 Overall structure

The protocol consists of blocks, which are transmitted between the terminal and the UICC. Each block has the
following structure.

Table 7.3: Block frame structure

Prologue field Information field Epilogue field
NAD PCB LEN INF EDC
1 byte 1 byte 1 byte 0 byte to 254 bytes 1 byte

The prologue field and the epilogue field are mandatory. The Information field is optional.
7.2.3.2.1 Prologue field

7.2.3.2.1.0 Field Structure

The prologue field is divided into the following three mandatory fields:
. Node Address byte (NAD), 1 byte;
. Protocol Control Byte (PCB), 1 byte;

. Length (LEN), 1 byte.
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7.23211 Node address byte

The NAD-byte identifies the source and the intended destination of the block. The NAD may also be used to distinguish
between different logical connectionsif they coexist as well asto provide Vpp state control (bit b8 and b4). Since b8
and b4 are not used, they shall be coded as'0'". Below is the structure of the NAD-byte.

Table 7.4: Node address byte

b8

b7

| b6

b5

b4

b3

| b2 | b1l

Unused

DAD

Unused

SAD

In the first block sent from the terminal, alogical connection is set up based on the addressesin SAD and DAD.
Subsequent blocks with an NAD contai ning the same pair of addresses are associated with the same logical connection.

Only the default value SAD = DAD = 0 shall be supported. All other combinations are RFU.

7.2.3.21.2 Protocol Control Byte

All information needed to control the transmission is transferred in the protocol control byte PCB. The coding of the
PCB specifies the type of block. Inthe T = 1 protocol the following three different types of blocks are supported:

o Information block (I-block): which is used to transfer command and response APDUS;
. Receive-ready block (R-block): which is used to transfer acknowledgements;
. Supervisory block (S-block): which is used to send control information.

Tables 7.5 to 7.9 present the coding of the PCB for each block-type, starting with the I-block.

Table 7.5: Coding of PCB for an I-block

b8 b7 b6 b5 | b4 | b3 | b2 | b1l
Sequence Chaining,
0 number, more-data RFU
N(S) bit, M
Table 7.6: Coding of PCB for an R-block
b8 b7 b6 b5 b4 | b3 | b2 | bl
Sequence
1 0 0 number N(R) See table 7.7
Table 7.7: Bit b4 to b1 in the PCB for the R-block
b4 b3 b2 bl Value Meaning
0 0 0 0 '0' Error free
0 0 0 1 "1 EDC and/or parity error
0 0 1 0 '2' Other errors
X X X X X' Other values are RFU
Table 7.8: Coding of PCB for an S-block
b8 b7 b6 b5 | b4 | b3 | b2 | b1l
1 1 X See table 7.9
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Table 7.9: Bits b5 to b1 of PCB for an S-block

b5 | b4 [ b3 | b2 | bl Value Meaning
0 0 0 0 0 ‘0" Resynchronization
0 0 0 0 1 '1' Information field
0 0 0 1 0 '2' Abortion
0 0 0 1 1 '3 Extension of BWT
0 0 1 0 0 ‘4' Error on VPP State (see note)
X X X X X ‘X' Other values are RFU
NOTE:  Not used by UICCs and terminals conforming to the present document.

The coding of b6 indicates whether it is areguest (b6 = 0) or aresponse (b6 = 1).

7.2.3.21.3 Length

The length byte codes the number of bytesin the Information field of the block. The number of bytes in the information
field may vary in the range from 0 byte to 254 bytes, depending on the type of block.

The value LEN ="'00' indicates that the information field is absent and the value 'FF' is RFU.

7.2.3.2.1.4 Information field

Theinformation field, INF, is optional and it depends on the type of the block what the field will be used for.

Table 7.10: Information field

Type of block INF used for
I-block Transfer command and response APDUs.
R-block Not used.

Transfers non application related information:

¢ INF shall be present (single byte) to adjust IFS with WTX;

e INF shall be absent to signal error on VPP, or managing chain
abortion or resynchronization.

S-block

7.2.3.2.2 Epilogue field

The epilogue field contains the Error Detection Code-byte (EDC), which transfers the error detection code of the
transmitted block.

The LRC as defined in 1SO/IEC 7816-3 [11] shall be used.
7.2.3.2.3 Block notations

7.2.3.23.1 I-block
The I-blocks are denoted as follows:. [(N(S), M) where:
. N(S) is the send-sequence number of the block;

. M isthe more-data bit used in the chaining function.

7.2.3.2.3.2 R-block
The R-block is denoted as follows: R(N(R)), where:

o N(R) is the number of the expected I-block.
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7.2.3.2.3.3 S-block

S-blocks are always used in pairs. An S(request) is always followed by an S(response) block. The S-blocks are denoted
asfollows:

. S(RESY NCH request), arequest of a resynchronization;

. S(RESY NCH response), an acknowledge of the resynchronization;

. S(IFS reguest), an offering of a maximum size of the information field;

. S(IFS response), an acknowledge on the information field;

. S(ABORT request), arequest to abort the chain function;

. S(ABORT response), an acknowledge of the abortion of the chain function;
. S(WTX request), arequest for an extension of the waiting time;

e  S(WTX response), an acknowledge of the extension of the waiting time.

7.2.3.3 Error free operation
This clause describes the rules for error free operation with T = 1.
. Thefirst block sent to the UICC shall be either an I-block with N(S) = 0 or an S-block.

. If asender S sends [(Ng (S), 0), the block is acknowledged by the receiver R with an [(N, (S), M). The contents
of I(N, (9)) indicate data transfer data and that the receiver isready to receive the next block from the sender.

e If asender Ssendsan I(Ng(S), 1) it should be acknowledged by the receiver R with R(N,(R)), where

N(S) # N,(R), to indicate that the received block was correct and that the receiver is ready to receive the next
block.

e  The UICC might need more than BWT to process the previously received block, an S(WTX request) is sent by
the UICC. The terminal shall acknowledge with an S(WTX response). The new allocated time starts at the
leading edge of the last character of the S(WTX response).

. To change the value of IFSD, the terminal sends an S(IFS request). The request shall be acknowledged by the
UICC with an S(IFS response) with the same INF. The new IFSD is assumed to be valid as long as no new
S(IFS request) has been received by the UICC.

° When the receiver has received the number of characters asindicated in the value of the LEN and EDC the
receiver returns the right to send.

7.23.4 Error handling for T =1

7.2.3.4.0 General description
This clause contains a description of the rules used to control the error handling for the T = 1 protocol.
The block component of the data link layer shall be able to handle errors like:

o BWT time-out;

. receive an invalid block, i.e. ablock with parity errors, EDC error, invalid PCB, invalid length, lost
synchronization or failure to receive relevant (... response) after an (... request).
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Resynchronization of the protocol may be attempted at three consecutive levels. If one level is unsuccessful, then the
next level istried.
J For the terminal, the three levels are:
- Retransmission of blocks.
- Use of S(RESY NCH request).
- Card reset or desctivation.
J For the UICC, the three levels are:
- Retransmission of blocks.
- Use of S(RESY NCH response).

- Without action by the terminal, the UICC becomes unresponsive.

7.2.3.4.1 Protocol initialization

After an ATR due to aWarm reset or successful PPS procedure, the communication between the terminal and the UICC
can beinitiated. But if the terminal failsto receive an error-free block, in the beginning of the protocol, a maximum of
two more successive attempts to receive the block is allowed before resetting or a deactivation of the card takes place.

If the response on the first block sent by the terminal is not sent within BWT, the terminal shall send an R(0).

When the protocol has been initiated and the first block received by the UICC isinvalid, the UICC responses with an
R(0).

If theterminal failsto receive an error-free block during a card-session, a maximum of two further attemptsis alowed
before an S(RESY NCH request) is sent.

7.2.3.4.2 Block dependent errors

When an I-block has been sent and a BWT time-out occurs or an invalid block has been received (with the terminal), an
R-block is sent, which requests with its N(R) for the expected I-block with N(S) = N(R).

When an R-block was sent and an invalid block is received or BWT time-out, the R-block shall be resent.

When an (... request) has been sent and either aBWT time-out occurs (with the terminal) or the received responseis
not an (... response), the (... regquest) shall be resent. But if an (... response) has been sent and either an invalid
block isreceived or aBWT time-out occurs (with the terminal), an R-block shall be sent. The terminal shall not send an
S(IFS request) before the R-block acknowledging a reception of the previous I-block sent by the card.

When the UICC sends an S(IFS request) and receives an invaid block, the S(IFS regquest) shall be resent maximum one
extratime to receive an S(IFS response). After the second failure to receive an S(IFS response), the UICC shall stay in
reception mode.

7.2.35 Chaining

7.2.3.5.0 Chaining Mechanism

Chaining alows the terminal or the UICC to transfer information, which islonger than IFSC or IFSD. If information
longer than IFSC or IFSD is transferred, the information should be divided into pieces, each has alength < IFSC or
IFSD. Each piece should be sent in an I-block using the chaining function.

The value of the M-bit in the PCB byte of the I-block controls the chaining function according to:
. M = 0, the block is not chained to the next block;

° M =1, the block is chained to the next block, which shall be an |-block.
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When areceiver receives a more-data |-block, an R(N(R)) shall be sent. N(R) = N(S) of the expected I-block. At least
one chained block should follow.

A physical error, e.g. buffer overrun, in the UICC can cause an error in a chaining process. To abort achain an
S(ABORT request) can be sent by either the sender or the receiver. The request shall be answered with an S(ABORT
response). When the S(ABORT response) has been received an R-block may be sent to either the terminal or the UICC
to give back the right to send to either.

7.2.35.1 Rules for chaining

e  Whentheterminal isthe receiver, the terminal shall accept a sequence of chained I-blocks sent from the
UICC. The length of each block is< IFSD.

e  Whenthe UICC isthe receiver, the UICC shall accept a sequence of chained I-blocks sent from the terminal.
The length of each block shall be equal to the value of IFSC except for the last block whose length can be any
value in the range of 0 to IFSC.

. When the terminal is the sender, all I-blocks of achain shall have LEN = IFSC bytes except for the last, which
could have avauein the range of 0 to IFSC.

e  Whenthe UICC isthe sender, al I-blocks of achain shall have LEN < IFSD bytes per block.

. When the UICC is the receiver and receives block with LEN > IFSC, the block shall be rejected and
acknowledged with an R-block with bits b1 to b4 in the PCB having a value of 2.

For reasons of efficiency, it is not recommended to send empty I-blocks.

7.3 Transport layer

7.3.0 Introduction

This clause describes how the APDU are transported between the terminal and the UICC. For definition of the cases for
Datain APDUS see clause 7.4.
7.3.1 Transportation of an APDU using T =0

7.3.1.0 Introduction

This clause describes the mapping of C-APDUs and R-APDUsfor T = 0 protocol, the APDU exchange and the use of
the GET RESPONSE command for case 2 and case 4.

7.31.1 Mapping of APDUs to TPDUs

7.3.1.1.0 General behaviour

The mapping of the C-APDU onto the T = 0 command header is dependent upon the case of the command. The
mapping of the data (if present) and status returned by the UICC onto the R-APDU is dependent upon the length of the
data returned.

Procedure bytes '61X X" and '6CX X" are returned by the UICC to control exchanges between the transport layer of the
terminal and the UICC, and should never be returned to the application layer of the terminal. Command processing in
the UICC is not completeif it has returned procedure bytes '61X X" or '6CXX".
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Normal status on completion of processing a command isindicated if the UICC returns status words '9000' to the
transport layer of the terminal. The transport layer of the terminal shall discontinue processing of acommand (i.e. pass
the R-APDU to the application layer and wait for a further C-APDU from the application layer) on receipt of any status
words (but not on receipt of procedure bytes '61xx' and '6Cxx") from the UICC. For case 4 commands only, immediately
following successful transmission of command data to the UICC, the transport layer of the terminal shall continue
processing the command if warning status bytes ('62xx" or '63xx’, with the specific case of '6282' response for SEARCH
RECORD command being described in the corresponding section) or application related status bytes ('9xxx’ except
'9000") are received.

The following descriptions of the mapping of data and status returned by the UICC onto the R-APDU are for
information, and apply only after the UICC has completed processing of the command, successfully or otherwise, and
al data (if present) has been returned by the UICC under the control of '61X X" and '6CX X' procedure bytes. Detailed

use of the INS, INS, and '60' procedure bytesis not described.

The status returned by the UICC shall relate to the most recently received command. Where a GET RESPONSE
command is used to compl ete the processing of a case 2 or case 4 command, any status returned by the UICC after
receipt of the GET RESPONSE command shall relate to GET RESPONSE command, not to the case 2 or case 4
command which it completes.

7.3.1.1.1 Case 1
The C-APDU is mapped onto the C-TPDU by assigning the value '00' to the body part (P3 = '00").

Terminal UiCC
CLA INS P1 P2

Application Layer (C-APDU)

Transport layer (C-TPDU)

CLAINS P1 P2 P3="00'

Command Processing

Transport layer (R-TPDU) SW1||SW2 SW1||SW2
Application Layer (R-APDU) SW1||SW2
Figure 7.6

The flow of the exchange is as follows:
1) Thetransport layer of the terminal shall send the T = 0 command header to the UICC.

2)  Onreceipt of the command header the UICC, under normal or abnormal processing, shall return status to the
transport layer of the terminal.

The UICC shall analyse the T = 0 command header to determine whether it is processing a case 1 command or
acase 2 command requesting all data up to the maximum length available.

3) Onreceipt of status from the UICC, the transport layer of the terminal shall discontinue processing of the
command.

See annex C for details of the exchanges between the transport layer of the terminal and the UICC.

The status words returned to the transport layer of the terminal from the UICC after completion of processing of the
command are mapped onto the mandatory trailer of the R-APDU without change.

7.3.1.1.2 Case 2
The C-APDU is mapped onto the C-TPDU without any change.

Terminal UICC
CLAINS P1 P2 Le

Application Layer (C-APDU)

Transport layer (C-TPDU)

Transport layer (R-TPDU)
Application Layer (R-APDU)

CLA INS P1 P2 P3=Le

Command Processing

Le bytes of DATA||SW1||SW2

Le bytes of DATA||SW1[|SW2

Le bytes of DATA||SW1||SW2

Figure 7.7
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The flow of the exchange is as follows:
1) Thetransport layer of the terminal shall send the T = 0 command header to the UICC.
2)  Onreceipt of the command header the UICC:

@) under normal processing shall return data and status to the transport layer of the terminal. The UICC
shall use procedure bytes '6Cxx’ (and if required, procedure bytes '61xx’) to control the return of data
(see below); or

b)  under abnormal processing shall return status only to the transport layer of the terminal.

3) Onreceipt of the data (if present) and status from the UICC, the transport layer of the terminal shall
discontinue processing the command.

See annex C for details of the exchanges between the transport layer of the terminal and the UICC, including use of the
'61XX" and '6CX X" procedure bytes.

The R-TPDU is mapped onto the R-APDU without any change.

The data (if present) and status returned to the transport layer of the terminal from the UICC after completion of
processing of the command are mapped onto the R-APDU as follows:

. The datareturned (if present) is mapped onto the conditional body of the R-APDU. If no datais returned, the
conditional body of R-APDU isleft empty.

e  Thestatusreturned is mapped onto the mandatory trailer of the R-APDU without change.

7.3.1.1.3 Case 3
The C-APDU is mapped onto the C-TPDU without any change. Lc is avalue between 1 and 255.
Terminal uiCcC
Application Layer (C-APDU) CLA INS P1 P2 Lc [Lc bytes of DATA]
Transport layer (C-TPDU) CLA INS P1 P2 P3=Lc [Lc bytes of DATA] | = Command Processing
Transport layer (R-TPDU) SW1||SW2 €« SW1||SW2
Application Layer (R-APDU) SW1||SW2
Figure 7.8

The flow of the exchangeis as follows:
1) Thetransport layer of the terminal shall send the T = 0 command header to the UICC.
2)  Onreceipt of the command header, if the UICC:

a) returnsaprocedure byte, the transport layer of the terminal shall send the data portion of the conditional
body of the C-APDU to the UICC under the control of procedure bytes returned by the UICC; or

b) returns status, the transport layer of the terminal shall discontinue processing of the command.

3) If processing was not discontinued in step 2(b), the UICC shall return status following receipt of the
conditional body of the C-APDU and completion of processing the command.

4)  Onreceipt of status from the UICC, the transport layer of the terminal shall discontinue processing the
command.

See annex C for details of the exchanges between the transport layer of the terminal and the UICC.

The status words returned to the transport layer of the terminal from the UICC after completion of processing of the
command, or the status words returned by the UICC that caused the transport layer of the terminal to discontinue
processing of the command, are mapped onto the R-APDU without change.
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7.3.1.1.4 Case 4

The C-APDU is mapped onto the C-TPDU by cutting off the last byte (Le) of the body.

Application Layer (C-APDU) CLA INS P1 P2 Lc [Lc bytes of DATA] Le

Terminal UICC

Transport layer (C-TPDU) CLA INS P1 P2 P3=Lc [Lc bytes of DATA] > Command Processing
SW1||SW2 (61XX, XX = Luicc) € SW1||SW2 (61XX)
Get Response, P3 = Luicc 4 Supply of Response Data
Transport layer (R-TPDU) Luicc byte of DATA||SW1||SW2 €« Luicc byte of
DATA||SW1||SW2
Application Layer (R-APDU) Luicc byte of DATA||SW1||SW2
Figure 7.9

The flow of the exchange is as follows:

1)

2)

3)

4)

5)

The transport layer of the terminal shall send the T = 0 command header to the UICC.
On receipt of the command header, if the UICC:

a) returns aprocedure byte, the transport layer of the terminal shall send the data portion of the conditional
body of the C-APDU to the UICC under the control of procedure bytes returned by the UICC; or

b) returns status, the transport layer of the terminal shall discontinue processing of the command.

If processing was not discontinued in step 2(b), following receipt of the conditional body of the C-APDU, the
uiCC:

a) under normal processing, shall return procedure bytes '61xx' to the transport layer of the terminal
requesting the transport layer of the terminal to issue a GET RESPONSE command to retrieve the data
from the UICC; or

b)  under abnormal processing, shall return status only to the transport layer of the terminal.
On receipt of the procedure bytes or status returned in step 3, if the UICC:

a) returned '61xx' procedure bytes asin step 3(a), the transport layer of the terminal shall send a GET
RESPONSE command header to the UICC with P3 set to a value less than or equal to the value
contained in the 'xx' byte of '61xx" procedure bytes; or

b) returned status asin step 3(b) that indicates a warning ('62xx" or '63xx’, with the specific case of '6282'
response for SEARCH RECORD command being described in the corresponding section), or whichis
application related ('9xxx" but not '9000"), the transport layer of the terminal shall send a GET
RESPONSE command with Le ='00’; or

c) returned status asin step 3(b) other than that described in step 4(b), the transport layer of the terminal
shall discontinue processing of the command.

If processing was not discontinued in step 4(c), the GET RESPONSE command shall be processed according
to the rules for case 2 commands.

Thefirst R-TPDU from the UICC indicates that the UICC performed the command correct and that the UICC has more
data of length Luicc bytesto transfer. The first R-TPDU is mapped without any changes onto the R-APDU.

See annex C for details of the exchanges between the transport layer of the terminal and the UICC, including use of the
'61X X" and '6CX X" procedure bytes.
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7.3.1.1.5 Use of procedure bytes '61xx' and '6Cxx'

7.3.1.1.5.0 Overall description

The UICC returns procedure bytes '61xx ‘and '6Cxx’ to the transport layer of the terminal to indicate to it the manner in
which it should retrieve the data requested by the command currently being processed. These procedure bytes are only
used when processing case 2 and 4 commandsusing T = 0.

Procedure bytes '61xx" instruct the transport layer of the terminal to issue a GET RESPONSE command to the UICC.
P3 of the GET RESPONSE command header is set to 'xx".

Procedure bytes '6Cxx" instruct the transport layer of the terminal to immediately resend the previous command header
setting P3 = "xx'.

Usage of these procedure bytes during error free processing with case 2 and 4 commandsis as defined in
clauses 7.3.1.1.5.1 and 7.3.1.1.5.2. In the case of an error, the UICC may return status indicating error or warning
conditions instead of the '61xx’ or '6Cxx' response.

7.3.1.15.1 Case 2 commands

1) If the UICC receives acase 2 command header and Le ='00" (with Luicc < 256 bytes) or Le > Luicc, it shall
return:

a) procedure bytes '6C Luicc' instructing the transport layer of the terminal to immediately resend the
command header with P3 = Luicc; or

b) statusindicating awarning or error condition (but not SW1 SW2 ='90 00").

2) If the UICC receives acase 2 command header and Le ='00' (with Luicc = 256 bytes) or Le = Luicc, it shall
return:

a) dataof length Le (= Luicc) under the control of the INS, INS, or '60' procedure bytes followed by the
associated status; or

b)  procedure bytes '61xx' instructing the transport layer of the terminal to issue a GET RESPONSE
command with a maximum length of 'xx’, 'xx" being less than L uicc (this could happen if the card buffer
sizeissmaller than Luicc); or

¢) atusindicating awarning or error condition (but not SW1 SW2 ='90 00").

3) If the UICC receives acase 2 command header and Le < Luicc it shall return:

a) dataof length Le under the control of the INS, INS, or ‘60" procedure bytes followed by procedure bytes
'61xx" instructing the transport layer of the terminal to issue a GET RESPONSE command with a
maximum length of 'xx'; or

b) statusindicating awarning or error condition (but not SW1 SW2 ='90 00").

7.3.1.1.5.2 Case 4 commands
If the UICC receives a case 4 command, after processing the data sent with the C-APDU, it shall return:

a)  procedure bytes '61 xx' instructing the transport layer of the terminal to issue a GET RESPONSE command
with a maximum length of 'xx’; or

b) statusindicating a warning or error condition (but not SW1 SW2 ='90 00").

The GET RESPONSE command so issued is then treated as described for case 2 commands.
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7.3.2  Transportation of a APDU using T =1

7.3.2.0 General mechanism

A C-APDU is sent from the application layer of the terminal to the transport layer of the terminal. The transport layer
maps the C-APDU onto the INF of an I-block without change. The I-block is sent to the UICC. The Response data (if
present) and the status are returned from the UICC to the transport layer of the terminal in the INF of an I-block. If the
UICC returns a status which indicates:

. awarning ('62XX" or '63XX");
. an application condition ("9XXX"); or
. a successful execution of the command (*9000);

then it shall also return data (if available) associated with the processing of the command. No data shall be returned with
any other status.

The contents of the INF of the I-block are mapped onto the R-APDU without change and returned to the application
layer of the terminal. The transportation of APDU messages with T = 1 is mapped to the information of an I-block
according to the four different cases described below. Each caseis described in detail in clauses 7.3.2.1t0 7.3.2.4.

7.3.2.1 Case 1

C-APDU is mapped to the INF of the I-block without any changes:

Terminal UIiCC
Application Layer (C-APDU) CLA INS P1 P2
Transport layer (C-TPDU, INF) CLAINS P1 P2 > Command Processing
Transport layer (R-TPDU, INF) SW1||SW2 €« SW1||SW2
Application Layer (R-APDU) SW1||SW2
Figure 7.10

The response received from the INF in the I-block is mapped unchanged to the R-APDU.

7.3.2.2 Case 2
The C-APDU is mapped to the INF of an I-block without any changes.
Terminal uicc
Application Layer (C-APDU) CLAINS P1P2Le
Transport layer (C-TPDU, INF) CLAINSP1P2Le > Command Processing
Transport layer (R-TPDU, INF) Lr bytes of DATA||SW1||SW2 €« Lr bytes of DATA|[SW1[|SW2
Application Layer (R-APDU) Lr bytes of DATA||SW1||SW2
Figure 7.11

The R-APDU consists of either the INF of the I-block or the concatenation of the INF of successive |-blocks all
received in the same response, which all shall be chained.
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7.3.2.3 Case 3

The C-APDU is mapped without any changesto either an INF or is concatenated onto several successive I-blocks,
which al shall be chained.

Terminal vicC
Application Layer (C-APDU) CLA INS P1 P2 Lc [Lc bytes of DATA]
Transport layer (C-TPDU, INF) | CLA INS P1 P2 Lc [Lc bytes of DATA] | = Command Processing
Transport layer (R-TPDU, INF) SW1||SW2 €« SW1||SW2
Application Layer (R-APDU) SW1||SW2
Figure 7.12

The INF of the I-block is mapped to the R-APDU without any changes.

7.3.2.4 Case 4

The C-APDU is mapped without any changes to either an INF or is concatenated onto several successive I-blocks,
which al shall be chained.

Terminal uUiCC
Application Layer (C-APDU) CLA INS P1 P2 Lc [Lc bytes of DATA] Le
Transport layer (C-TPDU, INF) | CLAINS P1 P2 Lc [Lc bytes of DATA] Le > Command Processing
Transport layer (R-TPDU, INF) Lr bytes of DATA||SW1||SW2 € |Lr bytes of DATA|[SW1][SW2
Application Layer (R-APDU) Lr bytes of DATA[|SW1||SW2
Figure 7.13

The response consists of either the INF of an I-block received in the response or the concatenation of INF of successive
I-blocks in response, which all shall be chained.

7.4 Application layer

7.4.0 Overall description

The application protocol consists of an ordered set of exchanges between the application layer and the transport layer of
the terminal. Application protocols are defined in subsequent parts of the present document.

Each step in an application layer exchange consists of a command-response pair, where the application layer of the
terminal sends a command to the UICC viathe transport layer of the terminal, and the UICC processesit and sends a
response to application layer of terminal using the transport layer of the UICC and the transport layer of terminal. Each
specific command (C-APDU) has a specific response (R-APDU). The commands and responses are called command
messages and response messages. The structure of the C-APDU can be found in clause 10.2. The structure of the
R-APDU can be found in clause 10.2.

Both command and response messages may contain data. Thus, four cases shall be managed by the transmission
protocols via the transport layer, as shown in table 7.11.

Table 7.11: Definition of cases for data in APDUs

Case Command data Response data
1 Absent Absent
2 Absent Present
3 Present Absent
4 Present Present
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7.4.1 Exchange of APDUs

Figure 7.14 shows the principle exchange of command/response pairs.

Terminal uiCC
C-APDU >
€« R-APDU
C-APDU >
€« R-APDU
Figure 7.14

7.4.2 CAT layer

7.4.2.0 Overview
The CAT layer uses application status words to indicate:
. the availability of a proactive command for the terminal ("91XX");

. the usage of response data to an envelope command by the terminal (nominal '9000", warning ‘62X X" or
'63X X", checking error '6FXX");

e thetemporary unavailability of the CAT to handle an envelope command (9300, see clause 14.6.6.

7.4.2.1 Proactive command

Where the status word SW1-SW2 is equal to '9000', the card can reply '91X X" to indicate that a proactive command is
pending. The terminal usesthe FETCH C-APDU to get the pending proactive command. The terminal sendsto the
UICC the response of the proactive command execution with the TERMINAL RESPONSE C-APDU.

Even if the command to which the card replied with '91 X X' was sent on alogical channel different from the basic
channel, the terminal shall send the FETCH and TERMINAL RESPONSE commands on the basic channel.

The mechanism, described hereafter for a case 4 C-APDU, is independent from the transport protocol.

Terminal UICC
C-APDU CLA INS P1 P2 Lc [Lc DATA] Le > Command Processing
R-APDU Luicc DATA||SW1="91"||SW2="XX' €« Luicc DATA||SW1="91'[|SW2="XX'
Any C-APDU/R-APDU
C-APDU = FETCH CLA='80' INS='12' P1 P2 Le='XX' > 4 Command Processing
R-APDU Le DATA=Proactive Command € Le DATA=Proactive Command
[[SW1="90'||]SW2="00' [[SW1="90'||]SW2="00'
Any C-APDU/R-APDU
C-APDU = CLA='80"INS="14' P1 P2 Lc [Lc > Command Processin
TERMINAL RESPONSE DATA] 9
R-APDU SW1||SW2 €« SW1j|sw2'
Figure 7.15
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7.4.2.2 ENVELOPE Commands

The ENVELOPE C-APDU is used to transmit data to the CAT as specified inin ETSI TS 102 223 [4]. For some
command data, the card may send back response data.

Thiscommand is case 3 or 4 and is described hereafter for the different options.

Case 3: negative acknowledgement
Terminal UiCC
_ CLA INS='C2' P1 P2 .
C-APDU = ENVELOPE Lc [Lc DATA] Le=00 > Command Processing
R-APDU SW1="6F'||SW2="XX' L 3 SW1="6F'||SW2="XX'

Figure 7.16

The terminal shall consider the status word received as a negative acknowledgement when the status word present in the
R-APDU is'6FXX".

Case 4. positive acknowledgement

Terminal UICC
CLA INS='C2' P1 P2
Lc [Lc DATA] Le=00

R-APDU Luicc DATA||SW1='90||SW2='00' | € | Luicc DATA||SW1='90"|SW2='00"

C-APDU = ENVELOPE

7

Command Processing

Figure 7.16a

The terminal shall consider the data field received as a positive acknowledgement when the status word present in the
R-APDU is'9000'.

Case 4: negative acknowledgement
Terminal uicC
C-APDU = ENVELOPE E(I:‘?LLNSXITCAZ]IEelzgg > Command Processing
R-APDU iswisszor aalowz=xe | € | jswi=aror ealswz=xx

Figure 7.16b

The terminal shall consider the data field received as a negative acknowledgement when the status word present in the
R-APDU iseither '62X X" or '63X X".

7.4.3  Application execution

When a Network Access Application (NAA) is selected on alogical channel, the UICC-Terminal interface should also
enable execution of commands for other applicationsin order to minimize the impacts on service provisioning to the
user. Terminals shall set the time-out before terminating a command being processed by the UICC to avalue of at least
what is specified in table 7.12.

Table 7.12: Minimum time-out value for execution of commands

Case Time-out
The terminal indicates a maximum available power supply in 20 seconds
the terminal power supply of TERMINAL CAPABILITY
command that is greater than or equal to the UICC Maximum
Power Consumption as indicated in EF ;.

The terminal is not able to supply the UICC Maximum Power T_OP value from
Consumption as indicated in EF;pc. EFumpC
UICC Maximum Power Consumption (EF,,,s¢) iS not present Not specified
on the UICC.
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Application providers are advised to give appropriate warnings to the user before starting an operation that may impact
user experience.

8 Application and file structure

8.1 UICC application structure

An example of organization of applicationsin the UICC islisted in figure 8.1.

MF
EFpir
ADF1 —
ADF2
EFp_ DFreLEcoM EFiccp
| | |
EF1 EF2 EFx
ADF2 ADF1
| |
| | | | | | | |
EF1 EF2 DF1 EFy EF1 EF2 DF1 EFz
|
| | |
EF3 EF4 EF3 EF4 EF5

Figure 8.1: Example of an application structure

The present document does not impose any restrictions on the location of applications. All applications are uniquely
identified by application identifiers that are obtained from EF . These application identifiers are used to select the

application.

EFpir EFpLs EFcoip @nd EFyy, o are al mandatory and reside directly under the Master File. See clause 13 for detalls.

DF g ecom IS Optional. If present it resides under the MF and use the reserved FID '7F 10". DF;¢ ooy CONtains
application independent information.

8.2 File types

8.2.0 Introduction

Clause 8.2 defines the file types that apply to applications complying to the present document.

8.2.1 Dedicated files

A Dedicated File (DF) alows for afunctional grouping of files. It can be the parent of DFs and/or Efs. DFs are
referenced by file identifiers.
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An Application DF (ADF) is a particular DF that contains @l the DFs and Efs of an application.
8.2.2 Elementary files

8.2.2.1 Transparent EF

An EF with atransparent structure consists of a sequence of bytes. When reading or updating, the sequence of bytesto
be acted upon is referenced by arelative address (offset), which indicates the start position (in bytes), and the number of
bytesto be read or updated. The first byte of atransparent EF has the relative address '00 00'. The datalength is
indicated in the SELECT response of the EF.

8.2.2.2 Linear fixed EF

An EF with linear fixed structure consists of a sequence of records all having the same (fixed) length. Thefirst record is
record number 1. The length of arecord as well as this value multiplied by the number of records are indicated in the
SELECT response of the EF.

Record 1
Record 2

Record n

Figure 8.2: Structure of a linear fixed file

There are several methods to access records within an EF of thistype:
. absolutely using the record number;

. when the record pointer isnot set it shall be possible to perform an action on the first or the last record by
using the NEXT or PREVIOUS mode;

e when the record pointer is set it shall be possible to perform an action on this record, the next record (unless
the record pointer is set to the last record) or the previous record (unless the record pointer is set to the first
record);

. by identifying arecord using pattern search.

If an action following selection of arecord is aborted (e.g. due to an unsuccessful execution of a command), then the
record pointer shall remain set at the record at which it was set prior to the action.

It isnot possible, at present, to have more than 254 records in afile of this type, and each record cannot be greater than
255 bytes.

8.2.2.3 Cyclic EF

Cyclic files are used for storing records in chronological order. When all records have been used for storage, then the
next storage of data shall overwrite the oldest information.

An EF with a cyclic structure consists of a fixed number of records with the same (fixed) length. In thisfile structure
thereisalink between the last record (n) and the first record. When the record pointer is set to the last record n, then the
next record isrecord 1. Similarly, when the record pointer is set to record 1, then the previous record is record n. The
last updated record containing the newest data is record number 1, and the oldest datais held in record number n.

ETSI



Release 15 59 ETSI TS 102 221 V15.0.0 (2018-07)

Record 1
Record 2

Record n

Figure 8.3: Structure of a cyclic file

For update operations only PREVIOUS record shall be used. For reading operations, the methods of addressing are
Next, Previous, Current and Record Number.

If an action following selection of arecord is aborted (e.g. due to an unsuccessful execution of a command), then the
record pointer shall remain set at the record at which it was set prior to the action.

It isnot possible, at present, to have more than 254 recordsin afile of thistype, and each record cannot be greater than
254 bytes.

8.2.2.4 BER-TLV structure EF

A BER-TLV structure EF is seen at the interface as a set of data objects accessible by commands for handling data
objects. The type of data objectsin the EF isBER-TLV. A tag can only appear oncein an EF.

8.3 File referencing

A Fileldentifier (FID) is used to address or identify a specific file. The FID consists of two bytes and shall be coded in
hexadecimal notation.

FIDs shall be subject to the following conditions:
. the FID shall be assigned at the time of creation of the file concerned;
. no two files under the same parent shall have the same ID;

e theimmediate children of the current DF, the parent DF or the immediate children of the parent DF shall not
have the same FID.

A path is a concatenation of FIDs. The path starts from MF or the current DF, and ends with the identifier of the file
itself. The order of the FIDsis aways in the direction from father to child.

A Short File Identifier (SFI) is coded as 5 bits valued in the range from 1 to 30. No two files under the same parent shall
have the same SFI.

A DF nameis coded on 1 to 16 bytes. The DF name isthe AID and shall be unique within a card.

The reserved FID "7FFF can be used as a FID for the ADF of the current active application on agiven logical channel.

8.4 Methods for selecting a file

8.4.0 Default state after UICC activation and ATR

After the UICC activation and the Answer To Reset (ATR), the Master File (MF) isimplicitly selected and becomes the
current directory. Each file may then be selected by using the SELECT function, using one of the 3 file referencing
methods defined in clauses 8.4.1 t0 8.4.3.
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8.4.1

Selecting a DF, an ADF or the MF sets the current directory. After such a selection thereis no current EF. Selecting an
EF setsthe current EF and the current directory remains the DF, ADF or MF, which is the parent of this EF. The current
EF isaways a child of the current directory. Only the ADF of the current application can be selected by FID.

Any application specific command shall only be operable if it is specific to the Current Directory.

The following files may be selected, by File Identifier (FID) referencing, from the last selected file:

Figure 8.4 is an example of the logical structure for an application conforming to the present document.

60

SELECT by File Identifier referencing

any file which isan immediate child of the current directory;

any DF which is an immediate child of the parent of the current DF;

the parent of the current directory;
the current DF;
the ADF of the current active application;

the MF.

MF

EF-DIR

T

EF1 DF1

EF2

ADF1

ETSI TS 102 221 V15.0.0 (2018-07)

DF3

EF3

ﬁ

DF5

EF4

EF7

DF4

FH

EF5

EF6

Figure 8.4: Example of a logical structure

ETSI




Release 15

61

ETSI TS 102 221 V15.0.0 (2018-07)

Table 8.1 gives all the valid selections for an application complying to the present document for the logical structurein
figure 8.4, if the FID is used. Reselection of the last selected fileis also allowed but not shown. In this example, it is
considered that the current application (ADF1) has been previously selected by DF name. Therefore ADF1can be

selected by using the FID '7FFF'.

Table 8.1:

File selection

Last selected file

Valid selections

MF
DF1
ADF1
DF3
DF4
DF5
EF1
EF2
EF3
EF4
EF5
EF6
EF7

ADF1, DF1, EF1, EF-DIR
MF, ADF1, EF2,

MF, DF3, DF4, EF3

MF, ADF1, DF4, DF5, EF4
MF, ADF1, DF3, EF5, EF6
MF, ADF1, DF3, EF7

MF, ADF1, DF1, EF-DIR
MF, ADF1, DF1

MF, ADF1, DF3, DF4

MF, ADF1, DF3, DF4, DF5,
MF, ADF1, DF3, DF4, EF6
MF, ADF1, DF3, DF4, EF5
MF, ADF1, DF3, DF5

8.4.2

SELECT by path referencing

A file, DF or EF, may be referenced by path, as defined in clause 8.3. Table 8.2 contains examples of selection by path
from figure 8.4. In this example, it is considered that the current application (ADF1) has been previously selected by DF

name. The implicit FID of ADF1 '7FFF isused in table 8.2 (see clause 8.3).

Table 8.2: Examples of file selection by path

Last selected DF Beginning of the path Example selections
any MF 'EF1', 'EF-DIR', 'DF1', 'DF1||EF2'
any MF '"7TFFF||DF3', '7FFF||DF3||EF4',
'"7FFF||DF3||DF5', '7FFF||DF3||DF5||EF7
'7TFFF||DF4', '7FFF || DF4||EF5',
'"7FFF||DF4||EFS6,
'"TFFF||EF3'

DF1 Current DF '‘EF2'

DF3 Current DF 'DF5', 'DF5||EF7', 'EF4'

DF4 Current DF 'EF5', 'EF6'

DF5 Current DF '‘EFT

In the case of "select by path from MF", the terminal may use the special file-id '7FFF' (see clause 8.3) at the beginning
of the path. It indicates that the path begins at the ADF of the current active application on thislogica channel.

The following restrictions apply:

. In the case of "select by path from MF", the terminal shall not use the file identity of the MF (i.e. '3F0Q") at the

beginning of the path.

o In the case of "select by path from current DF", the terminal shall not use the specia file-ID "7FFF' at the

beginning of the path.

o In the case of "select by path from MF" or "select by path from current DF", the terminal shall not use the file
identity of the current DF.

. In the case of "select by path from MF" or "select by path from current DF"*, the terminal shall not use an

empty data field.

ETSI



Release 15 62 ETSI TS 102 221 V15.0.0 (2018-07)

8.4.3 Short File Identifier (SFI)

Any EF within aDF can be implicitly selected without giving a SELECT command by applying one of the following
commands at the DF or ADF level and giving a Short File Identifier (SFI) as a part of the command:

. READ BINARY;

. UPDATE BINARY;

. READ RECORD;

. UPDATE RECORD;

. INCREASE;

. SEARCH RECORD;
. RETRIEVE DATA,; or
. SET DATA.

Support of SFI for a specific fileisindicated if the FCP of the file containsa TLV DO with tag '88'. If the lengthis O it
indicates that the file does not support referencing by SFI. If the TLV DO is not present in the FCP it indicates that the
5 least significant bits of the FID are used as SFI.

When the READ RECORD command contains avalid SFI, it sets the file as the current EF and resets the current record
pointer. Subsequent records are read with the READ RECORD command without SFI.

When the UPDATE RECORD command contains a valid SFI, it sets the file as the current EF and resets the current
record pointer. Subsequent records are updated with the UPDATE RECORD command without SFI.

When the INCREASE command contains avalid SFI, it sets the file as the current EF and resets the current record
pointer. Subsequent records are increased with the INCREA SE command without SFI.

When the SEARCH RECORD command contains avalid SFI, it sets the file as the current EF and resets the current
record pointer. Subsequent records are searched with the SEARCH RECORD command without SFI.

When the RETRIEVE DATA command contains avalid SFI, it setsthe file as the current EF and resets the current tag
pointer. If segmentation over several APDUs is used to retrieve long structures, subsequent RETRIEVE DATA
commands shall be used without SFI.

When the SET DATA command contains avalid SF, it sets the file as the current EF and resets the current tag pointer.
If segmentation over several APDUs is used to set long structures, subsequent SET DATA commands shall be used
without SFI.

8.5 Application characteristics

8.5.0  Application selection types
An application may be either explicitly or implicitly referenced.
An application is activated by explicit selecting it with the AID. This sets the application's ADF as the current ADF.

A current ADF can be referenced by FID with the implicit reference value '7FFF'.
8.5.1 Explicit application selection

8.5.1.1 SELECT by DF name

A selectable application, represented in the UICC by the AID, shall be referenced by a DF name coded on 1 byte to
16 bytes. Each name shall be unique within a UICC. A DF name can be used in the SELECT command to select a
selectable application.
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8.5.1.2 SELECT by partial DF name

A selectable application can a so be selected using a partial DF name (when P1 = '04") using the P2 parameters first or
only occurrence, next, previous or last as defined in I SO/IEC 7816-4 [12]. In this case, the DF name is right truncated.

If several applications starting with the same byte content in the AID are present on the card, the application selected is
depending upon the value specified in P2. If the "last" option isindicated in P2, the selected application isthe last active
application matching the partial DF name, even if it was during a previous card session.

Selection of an application using a partial DF name is optiona for mono application cards, but a multi application card
shall support it. The card shall indicate the support of this feature in the "card service data" and the "card capabilities"
compact-TLV objects of the ATR historical bytes as specified in ISO/IEC 7816-4 [12].

The interpretation of next, previous and first isto be specified by the application. The application that is selected using
these parameters shall match the partial DF name provided in the SELECT command. If the UICC does not support
selection with partial DF name, the UICC shall respond with an appropriate response (e.g. command parameters not
supported '6A86").

8.5.2  Application session activation

The application session is initiated when the terminal sends a SELECT command, with the application's AID, indicating
in the command parameters that the application shall be activated.

An application may need an initialization procedure to be performed after its activation. This procedure is outside the
scope of the present document but shall be described in the application specification. The procedure is used to bring the
terminal and the application in the UICC to a well-defined state.

After having selected the application the UICC eval uates the security environment for this application. The SE is set
according to the verification requirements for the application see table 9.1.

The verification status of the application PIN is updated according to the application's session activation procedure, as
specified by the application.

The terminal may send to the UICC a specific STATUS command indicating that the initialization procedure of the
application has been successfully executed.

There can only be one active selectable application session on agiven logical channel. Therefore, in order to activate a
new selectable application session in parallel to another, a new logical channel shall be opened.

A selectable application session may take place on several channel sessions.

8.5.3 Application session termination

An application may have a session termination procedure to be performed before the application is terminated. This
procedure shall be described in the application specification. Before this procedure is executed, the terminal may send
to the UICC a specific STATUS command indicating that the termination procedure of the application will start. After
this termination procedure has been executed the terminal and the application are in a well-defined state.

An application session is then terminated if any of the following events occur on each logical channel that the
application session has been activated on:

. Implicitly; if aSELECT by DF name command with an AID different from the currently active application is
performed by the UICC, indicating in the command parameters that this new application shall be activated.

. Explicitly; if the application is reselected using the SELECT by DF name command with the AID
corresponding to the currently active application, and indicating in the command parameters that the
application shall be closed; The current directory, current EF and current application are the same as after the
ATR on logical channel zero.

o If the logical channdl is closed.
An application session is also terminated when the terminal performs a reset of the UICC.

The verification status of the application PIN is updated according to the application's session termination procedure, as
specified by the application.
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8.5.4  Application session reset

An applicationisreset if the application is reselected using the SELECT by DF name command with the AID
corresponding to the currently active application, indicating in the command parameters that the application shall be
activated.

Reset initializes the application session activation procedure. The security status of the application is updated according
to the application's session activation procedure, as specified by the application.

8.5.5 Void

8.6 Reservation of file Ids
The following FIDs are reserved by the present document:
. ADF:
- Operational use (implicit FID for the current ADF):
] "TFFF'.
e  Dedicated Files:
- Administrative use:
= "TF4X', 'BF1X', '5F2X".
- Operational use:

*  7F10 (DFyg ecom);
"7TF20' (DFggy);
“7TF21' (DFpcgig00); @d
"TF23' (DF . o) are reserved for 3GPP, 3rd Generation Partnership Project;

* '7F11' (DF_p) isreserved for assignment in the present document;

= '7TF22' (DFg,,) isreserved for ANSI, American National Standards Institute, USA;

*  TF24' (DF; a/pia-136) 1S Teserved for TIA, Telecommunications Industry Association, USA;
*  TF25' (DFq a/pa.95) isreserved for 3GPP2, 3rd Generation Partnership Project 2;

= '7F26' (DFcsua) isreserved for GSMA, GSM Association;

L] "TF2X', where X ranges from '6' to 'F' are reserved for future assignments.

- For information:

= '7F31' (DFpgy) isused in the iDEN specification by Motorola, Inc, USA;

L] "7F80' (DFpp) is used in the PDC specification by ARIB, Association of Radio Industries and
Businesses, Japan;

= '7TF90' (DF;gra) isused by TETRA Association, Terrestrial Trunked Radio.

If aDF isreserved for an organization, it is responsible for al content inside this DF and requests for allocation of DF
or EF identifiers under the DFs shall be made to the responsible organization. The same should be done for DFs used by
an organization.

. Elementary files:

- Administrative use:
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= '6F XX'inthe DFs'7F 4X"; '4F XX'in the DFs'5F 1X', '5F2X".

= '6F 1X'inthe DFs'7F 10', '7F 20", '7F 21;

*  4F1X'indl 2" evel DFs;

= '2FEX'inthe MF '3F 00" '2F07' EFqy, oL asses (SPecified in ETSI TS 102 671 [27]).

- Operational use:
= '6F 2X', '6F 3X', '6F 4X"in '7F 10" and '7F 2X";
L] '4F YX', where Y ranges from '2' to 'F'in all 2nd |evel DFs;
] '2F05', '2F06' and '2F 1X'in the MF '3F 00'.
- Operational use |SO/IEC 7816-4 [12]:
= '2F00 EFpg, 2F01' EF g in the MF '3FO00.

In al the above, X ranges, unless otherwise stated, from'0' to 'F.

8.7 Logical channels

Logical channels are defined in 1ISO/IEC 7816-4 [12]. The present document supports the first (i.e. CLA byte coded as
in table 10.3) and the further (i.e. CLA byte coded asin table 10.4a) interindustry values for the CLA byte as defined in
ISO/IEC 7816-4 [12], which support up to 19 logical channelsin addition to the basic logical channel 0. Channel O is
always available and open throughout the card session.

A UICC which supports logical channelsindicatesit inthe ATR, together with the assignment methods and maximum
number of logical channelsit supports. The UICC supporting logical channels shall support:

. at least one channel in addition to the basic channel; and
. logical channel number assignment by the UICC.

Command interdependencies on one logical channel are independent of command interdependencies on another logical
channel.

Thereis no interleaving of commands and their responses across logical channels; between the receipt of the command
APDU and the sending of the response APDU to that command, only one logical channel is active.

In order to be accessed from several logical channels at the same time, a given file (EF, DF, ADF) shall be indicated as
"shareable” in its file descriptor.

Applications are responsible for keeping data consistency (in the card and the terminal) when accessing the same file
from different logical channels.

NOTE: Specia attention should be given to cyclic files, e.g. when thefileisread in one channel and updated in
another.

A logical channel isopened by usingaMANAGE CHANNEL command, in which the card assighs a channel number
and returns it in the response.

Thelogica channel remains open until it isexplicitly closed by aMANAGE CHANNEL command, or if the UICC is
deactivated.

When the open function is performed from the basic channel, then after a successful open, the MF shall be implicitly
selected as the current DF. When the open function is performed from alogical channel which is not the basic one, then
after a successful open, the current DF of the logical channel from which the command was issued shall be selected as
the current DF. In both cases, no current EF is selected in the new logical channel.
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Parameters of the Characteristics of the new channel
MANAGE CHANNEL Current DF ADF of current active application
command (referred to by the special '7FFF' file-ID)
CLA =00 )
(from the basic channel) MF Undefined

CLA =00 The same current DF as the one ADF the application active in the logical channel

(from the non-basic where the open channel is performed where the open channel was performed
channel)

Once a new channel is opened, the current DF and the current EF are independent per each logical channel.

If the MANAGE CHANNEL command is performed on a DF or ADF that is not shareable, the card shall respond with
an appropriate error message. The response shall indicate that the command is not alowed. No new channel is opened.

8.8 Shareable versus not-shareable files

A file (EF, DF or ADF) can be accessed (selected, read, updated, deleted, deactivated, activated, increased, searched,
etc.) concurrently by different applications:

. by terminal applications through different logical channels,
. by UICC-based applications such as remote file management and toolkit applications.

The outcome of concurrent access is determined by the shareable/not-shareabl e bit in the file descriptor byte in the FCP
of the accessed file as follows:

. If afileisindicated as shareable, then applications may perform authorized operations on the file
independently of whether or not the file is the current file of any other application.

. If afileisindicated as not-shareable and is the current file of one application, then another application cannot
perform any operation on the file regardless of authorization.

A consequence of the first rule isthat if changesto a shareable file are permitted by the fil€'s security conditions, then
the file can be changed by one application whileit is currently selected and being used by a second application.
Descriptions of individual commands include the details of behaviour interaction in the shareable case.

A consequence of the second ruleis that an application acquires exclusive access to a not-shareabl e file by successfully
selecting it. Access by any other application, including an attempt to select the file, shall return the status word '6985'
(Conditions of use not satisfied).

For the purpose of this clause, concurrent access to afile by two executing instances of asingle applicationis
considered to be accessed by two different applications.

For shareable files, file access shall be managed independently for each accessing application. In particular, a
record-based file and aBER-TLV structure file shall have different pointers for each accessing application.

8.9 Secure channels

Secure channels are defined in ETSI TS 102 484 [20]. There are two types of APDU based secure channel: Application
to Application APDU secure channels and Platform to Platform APDU secure channels.

Support of secure channelsis optional for the Terminal and the UICC. The support by the UICC isindicated in the
ATR.

A secure channel is a special secured version of alogical channel. A secure channel is created by first opening alogical
channel, and then securing the channel using the MANAGE SECURE CHANNEL command. Logical channel O cannot
be a secure channel for application to application secure channel.

A Platform to Platform APDU secure channel shall only be allowed on logical channel 0. Logical channel use shall be
allowed within a Platform to Platform secure channel. All commands other than MANAGE SECURE CHANNEL,
TRANSACT DATA and GET RESPONSE are secured by using a Platform to Platform secure channel, including
proactive commands.
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For the application-to-application secure channel, a UICC application shall be selected by one of the following
mechanisms:

. a UICC application becomes explicitly selected before the MANAGE SECURE CHANNEL - Establish SA -
Master SA command; or

. a UICC application becomes implicitly selected upon successful completion of aMANAGE SECURE
CHANNEL - Establish SA - Master SA command.

9 Security features

9.0 Introduction

Every application that conforms to the present document may define security features in addition to the mandatory
features defined in this clause.

9.1 Supported security features

A terminal that conforms to the present document and is designed for a multi-application UICC shall recognize the
security attribute tags specified in the present document.

A single application termina conforming to the present document shall support one of the access rules format specified
in the present document. The application specifies which format is used.

A multi-application capable terminal that is designed to support a multi-verification capable UICC shall, from the
security context point of view, support the usage of the level 1 verification requirements (PIN) and the level 2
verification requirements (PIN2). The coding is defined in table 9.3. The terminal shall, in addition, support the usage of
auniversal PIN as defined in the present document.

A multi-verification capable UICC conforming to the present document shall, from the security context point of view,
support more than one level 1 user verification requirement (PIN). The specific key reference for the level 1 PIN is
specified by each application in accordance with table 9.3. In addition, the application may specify alevel 2 user
verification requirement (PIN2). A multi-verification capable UICC shall support the use of a universal PIN.

A multi-verification capable UICC shall support access rules defined in security attributes indicated in tag '8B'

(i.e. referenced to expanded format).

A single verification capable UICC shall, from the security context point of view, support one level 1 user verification
requirement (PIN) as defined in table 9.3. In addition the application may specify alevel 2 user verification requirement
as a second application verification requirement (PIN2). A single verification capable UICC may contain one or more
selectable applicationsif there are no security aspects to be considered between the different selectable applications.
From the security point of view only onelevel 1 verification requirement (PIN) is assigned to all ADFS/DFs and fileson
the UICC. In addition, alevel 2 user verification requirement (PIN2) may be assigned for each application. From the
security and access rules point of view the UICC is seen as a single application card. The coding of the level 1 and

level 2 user verification requirement shall be according to table 9.3.

9.2 Security architecture

9.2.0 Overview and basic rules

An application on a UICC conforming to the present document shall specify alevel 1 key reference as the user
verification (PIN). In addition the application may specify alevel 2 key reference as a second user verification
requirement (PIN2). The coding of the level 1 and level 2 user verification requirement shall be according to table 9.3.
In addition, an application may specify the usage of a universal PIN as a replacement for the application PIN.

In order to perform commands other than SELECT and STATUS/GET RESPONSE, the security condition for thefile
shall be met. A security condition data object contains the conditions to be met in order to perform certain commands
on a selected ADF/DF/EF.
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If the UICC cannot determine the access condition for the requested access to afile, then the requested access to this
file shall not be granted and the card shall return an error status word '6982' (Security status not satisfied).
The security architecture consists of the following parts:

. Security attributes: a set of accessrules.

. Accessrules: consist of an access mode and one or more security conditions.

e  Access Mode (AM): indicates to which operations (commands) the security condition applies.

. Security Condition (SC): contains references to the applicable key references (PINS).

Clauses 9.2.1 to 9.2.7 define the parts constituting the security architecture.

9.2.1 Security attributes

The security attributes are attached to an ADF/DF/EF and they are part of the FCP. The security attributes are indicated
in the FCP using tag '8B', tag '8C' or tag 'AB' depending upon the format used, see ISO/IEC 7816-4 [12].

9.2.2 Access mode

The access mode byte/data object (AM byte/AM_DO) defines for which group/type of command(s) the security
condition apply. The interpretation of the AM byte/AM_DO isfile dependent (i.e. different for a DF/ADF and an EF),
see ISO/IEC 7816-4 [12]. The command type/group is defined and coded according to ISO/IEC 7816-4 [12].

For instructions not belonging to a group as defined in 1SO/IEC 7816-4 [12] the access rights can be indicated using
AM_DO tags'81' to '8F'. The value of the tag defining the AM_DO indicates what description of the command existsin
the definition list to follow in the value part of the data object. The coding of bit b4 to bl inthe AM_DO tag is defined
in ISO/IEC 7816-4 [12].

The security conditions for bits not set to '1' in the AM byte are set to NEVer by defaullt.

9.2.3 Security condition

The Security Condition (SC) indicates which security related procedures (user PIN verification) shall be satisfied before
acommand may be performed on afile. The SC is coded according to ISO/IEC 7816-4 [12].

9.2.4 Access rules

The access rule defines the security conditions for access to afile for each command/command group indicated in the
AM-byte/AM_DO. The security condition isindicated in the SC-byte(s)/SC_DO(s) following the AM-byte/AM_DO.
The accessrule is coded by using one or more AM-bytess AM_Dos each followed by one or more security conditions
that are to be satisfied for the appropriate access.

The access rules may be coded in a compact or an expanded format. Furthermore, it is possible to combine one or more
SCsto one AM such that at least one SC (the OR relation) shall be fulfilled before the command can be executed. It is
possible to combine the SC such that more than one SC has to be fulfilled (the AND relation).

An access rule is a set of requirement(s) that shall be met in order to perform operations on afile. An accessrule
contains one or more security attributes, the AM byte/AM_DO in the attribute indicates what commands can be
performed and the SC byte/SC_DO indicates what SC shall be met to be able to perform the commands indicated in the
AM byte/AM_DO. The content of each AM byte (in compact format) or AM_DO (in expanded format) shall be unique
within the same accessrule. SC_Dos OR and AND relations shall contain at least two access conditions. The terminal
shall ignore an AM/SC combination which is syntactically incorrect or with unknown instructions.
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The CRT tagsfor SC_Dos are defined in ISO/IEC 7816-4 [12]. The SC required to perform commands indicated in the
AM byte/AM_DO may be a simple condition or alogical OR or AND condition of several SC_Dos. The constructed
TLV object containing AM bytesAM_Dos and SC bytes/SC_Dosisan accessrule. An access rule can beindicated in
the FCP in one of the following ways:

. Tag '8C' Security attributes: Compact format.
e  Tag'AB' Security attributes: Expanded format.

e  Tag'8B' Security attributes: Referenced to expanded format.

9.2.5 Compact format

The compact format isindicated by tag '‘8C' in the FCP. In the compact format an access rule consists of an AM byte
and one or more SC bytes as defined in ISO/IEC 7816-4 [12].

The AM byte conveys two types of information. The interpretation of the AM byte itself (coded on b8), and the number
of SC bytes following, thisis equal to the number of bits set to 1" in bits b7 to b1 in the AM byte. If b8 in the AM byte
isset to ‘0 the interpretation of bitsb7 to bl is as defined in ISO/IEC 7816-4 [12]. If b8 in the AM byteisset to '1' the
usage of bits b7 to b4 is proprietary.

When multiple sets of an AM byte and one or more corresponding SC bytes are present in the value field they present
an OR condition.

EXAMPLE 1. Theaccessrule for READ always for an EF is coded using the compact format as follows.

Tag L AM sC
'8C' '02' 01 '00'

EXAMPLE 2:  Theaccessrule for UPDATE user PIN verification and READ always for an EF is coded using the
compact format as follows.

Tag L AM SC SC
'8C' '03' '03' ‘10’ ‘00’

9.2.6 Expanded format

The expanded format isindicated by tag 'AB' in the FCP. This tag indicates a constructed data object. In the expanded
format an access rule consists of one AM_DO followed by a sequence of SC_Dos. The contents of the AM_DO is
defined by the tag that it is indicated with, see ISO/IEC 7816-4 [12]. Tag '80" indicates that the AM_DO contains an
AM byte. The sequence of SC_Dos following the AM_DO isrelevant for all commands specified inthe AM_DO. The
different SC_Dos can form an OR or an AND condition as defined in ISO/IEC 7816-4 [12]. The information following
tag 'AB' in the FCP can contain alot of dataif the rule is complex. Thisinformation is part of the FCP that is
transmitted over the interface in the response to a SELECT or a STATUS command. The structure of the security
attribute in expanded format is as follows.

Tag | length | AM_DOtag |AM DO | SC DOtag |SC DO | AM_DOtag |AM_DO | SC_DOtag |SC_DO

'AB' See ISO/IEC See ISO/IEC See ISO/IEC See ISO/IEC
7816-4 [12] 7816-4 [12] 7816-4 [12] 7816-4 [12]

An example using the expanded format coding is given in annex E.

9.2.7 Access rule referencing

Access rules may be shared between filesin the UICC by referencing. Thisis accomplished by storing the security
attributes in the expanded format in alinear fixed file, the Access Rule Reference(EF, ) in the UICC. The structure of

the EF, gy fileisas follows.
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Record Number (ARR) Record Content (Access Rule)
‘01’ AM_DO||sc_bo, |l sc_bo,llAM_Dol| sC_DO,l|SC_DO, ....
'02' AM_DOI|sc_bo,|lAM_DOl| SC_DO|| SC_DO ...

The referenced format is indicated in the FCP following tag '8B'. The accessrule is stored in afile, EF .. Thisfileisa
linear fixed file. Referencing is based on the following two methods:

. File ID and record number (File ID, record number).
. File D, SE ID and record number (File ID, SE 1D, record number).

The second possibility allows the usage of different access rulesin different security environments. When referencing
EF,rr iSbased on the file ID, the rules for the location of the access rules are as follows:

. For an EF, if the EF(ARR) file with thefile ID indicated in tag '8B' cannot be found in the current DF, the
parent DF shall be searched for EF(ARR). This process shall continue until the EF(ARR) isfound or until an
ADF or the MF is reached.

o For aDF, if the EF(ARR) file with the file ID indicated in tag '8B' cannot be found in the parent DF, the
grandparent DF shall be searched for EF(ARR). This process shall continue until the EF(ARR) is found or
until an ADF or the MF is reached.

. For the MF or an ADF, the EF(ARR) file with the file ID indicated in tag ‘8B’ shall be searched under the MF.

NOTE: There may be severa EF,y, containing access rules under the same DF. They are distinguished and
referred to by their respective file-Ids.

The structure of the accessrule referencing DO is as follows.

Tag Length Value
'sB' |'03' File ID, record number
'8B" |'02'+nx'02' File ID, SE Id,,;, Record number X, SE Id,,, Record number Y, etc.

Each record in Ef - contains a sequence of AM_Dos followed by SC_Dos. The content of the record isthe rule that
applies for access to the selected file. The content of a sample EF, o, file is given in annex F. The option with the SE 1D
referencing shall be used in an application where several security environments exist.

9.3 Security environment

9.3.0 Description

The security environment is a mechanism to specify for the card system the security functions that are available to
provide protection to commands for a specific application of the card according to | SO/IEC 7816-4 [12]. The security
environment for a multi-application UICC is defined as a container for each activated application on the UICC. In case
of asingle application card the security environment is valid for the whole UICC. In the referenced format it is possible
to indicate different access rules as a function of the SE that isin use.
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9.3.1 Definition of the security environment

In case the referenced format contains SEID as the referencing method the terminal shall evaluate the SEID and
perform the appropriate user verification accordingly.

The following properties are mapped to SE01 and SEQO.

SE ID Properties

‘00’ (The global Application PIN is disabled AND the Universal PIN is disabled) OR (The global
Application PIN is disabled AND the Universal PIN is enabled and used)
‘o1 The global Application PIN is enabled OR (the global Application PIN is disabled AND the
Universal PIN is enabled but not used)

The above requirements are derived from table 9.1. A multi-application capability UICC shall support the use of SEQ0
and SEO1 in order to allow application verification requirement to be replaced by the Universal PIN. A
multi-application capability terminal shall support SEID referencing in EF, .

Table 9.1: PIN mapping into SE

Universal PIN status

PIN to verify E NE
E APPL_PIN APPL_PIN
SEO1 SEO1
Universal_PIN NO PIN
APPL_PIN status \E UuUP SE00 SE00
DUUP NO PIN NO PIN
SEO1 SEO0
Key: UUP: Use Universal PIN (usage qualifier set to '08").
DUUP: Do not Use Universal PIN (usage qualifier set to '00".
E: Enabled
NE: Not Enabled

The Security Environment when no application is active on agiven logical channel (SE_No_Active_Application) is set
asfollows: all application PINs assigned on the UICC are considered as APPL_PIN; if at least one of the application
PINsis disabled, the SE is SE#00 except for the case where the Universal PIN is enabled but the default usage qualifier
(seeclause 9.5.2) is set to "do not use” as defined in table 9.1 (DUUP). This Security Environment is valid under the
MF and under its child DFSEfs as long as no application is active.

The Security Environment when an application is active on a given logical channel (SE_Active_Application) is
determined asin table 9.1 with the APPL_PIN being the Application PIN of the active application. This Security
Environment is valid under the ADF/MF and their child DFS/Efs.

9.3.2 Logical Channels and Security Environment

A UICC supporting logical channels has the security environment set during the application activation and is valid for
the logical channel on which the application is activated. The security environment remains the same on thislogical
channel until anew application is selected or the status of the PIN status DO has changed, i.e. the application or
universal PIN status has been changed from disabled to enabled or vice versa.

The security environment of an application running on alogical channel isinherited when a new channel is opened
from the non-basic channel. It is evaluated as after the ATR and set asthe SE_No_Active_Application when the new
channel is opened from the basic channel.

Any command issued on alogical channel affecting the SE setting only affects the SE on the channel where the
command was issued and other channels with inherited security from this channel. The SE change on a channel with
inherited security also changes the SE on the channel from which the security status was inherited.
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9.4 PIN definitions

9.4.0 Introduction

Clause 9.4 defines the types of PIN that shall exist on a UICC, namely the Universal PIN and the application PIN, as
well as other types of access conditions needed by the UICC/an application.

94.1 Universal PIN

A Universal PIN isaPIN that is used in a multi-application environment to allow several applications to share one
common PIN. The Universal PIN isaglobal access condition that has been assigned a key reference value '11'. This key
reference value shall not be used for anything else but to indicate the Universal PIN.

In order to give accessto several applications on a multi-application UICC, aterminal conforming to the present
document shall support the usage of the Universal PIN. A multi-application UICC according to the present document
shall support the usage of a Universal PIN.

If an application allows the use of the Universal PIN as replacement PIN, the Universal PIN shall be part of the access
condition for this application on a multi-application UICC that complies to the present document. In case of asingle
verification capable UICC the Universal PIN shall not be used.

The Universal PIN does not belong to any application, e.g. its verification status cannot be reset by the application
activation or termination procedures.

9.4.2  Application PIN

An application PIN isaPIN that uses a global key reference (defined aslevel 1intable 9.2) asdefined intable 9.3. The
application PIN allows access to any file on the UICC where it isreferenced in the accessrules. i.e. this PIN has global
access rights with respect to files. It becomes an application PIN based on where it is assigned, and it belongsto the
corresponding application Security Environment. An application, from the security context point of view, may consist
of one or more ADFS/DFs. In this case the ADFs/DFs are seen as one application from the security and access rules
point of view. All operations performed on a PIN (enable/disable/replace) covering severa ADFs/DFs affects the
applications where the PIN is used and the access rules where the corresponding key referenceis used.

9.4.3 Local PIN

A local PIN isaPIN that usesalocal key reference which is only valid within the ADF/DF whereit isindicated in the
FCP. It means that 2 ADFs can use the same local key reference number with two different values and two different
status (enabled, disabled, verified, blocked), one for each ADF. The verification status of alocal PIN is maintained
when performing file selection. A local PIN shall be indicated in the FCP of child DFs. A local PIN isdefined aslevel 2
in table 9.2 and coded as defined in table 9.3. A local PIN referenced in an ADF or a DF, whichis not DF ¢ gy does

not give access to DF ¢ ecom-

An ADF shall use one application PIN and zero, one or more local PIN(s). An ADF using at least one local PIN shall
have one local PIN paired with application PIN. Table 9.3 indicates how application PINs and local PINs shall be paired
(the global key reference '01' is paired with the local key reference '81', the global key reference '02' is paired with the
local key reference '82, etc.). If replacement of the application PIN by the Universal PIN is authorized, the ADF shall
also use the Universal PIN.

A local PIN can be assigned to any DF. In this case, a key reference indicating a second application PIN as defined in
table 9.3 shall be used.

9.4.4 PINs and logical channels

The PIN status of the Universal PIN and of application PINsisglobal inthe UICC. The PIN status of local PINs exists
within the ADF/DF where it is specified.
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The PIN status of the Universal PIN, application PINs, and local PIN isindependent from the logical channels. This
means that when a PIN isverified in one logical channel, it isalso verified in al other channels. Also when aPIN is
enabled in onelogical channel itisenabled in all other channels.

9.5 PIN and key reference relationship

9.5.0 Introduction

Clause 9.5 describes the relationship between the user verification requirement (PIN) and referencing to aPIN in the
VERIFY, CHANGE, DISABLE/ENABLE VERIFICATION and UNBLOCK commands.

9.5.1  Access condition mapping

Access condition mapping, using SC_Dos, is done using the expanded format with the entries coded as CRT values,
i.e. tag ‘A4’ isused. The CRT isaconstructed TLV DO containing a usage qualifier TLV DO (tag '95") and aKey
reference TLV DO (tag '83)).

The access condition groups are defined according to table 9.2. Each group is divided into several key references. The
usage of akey reference shall be in accordance with the group definition in table 9.2.

Table 9.2: Access condition level coding

Level Access condition
0 ALWays
1 User Verification (PIN)
2 (see note 1)
3to4 Reserved for Future Use
5t06 (see note 2)
7 NEVer

NOTE 1: This level is reserved for a second level of user verification
(PIN2) that may be defined by an application.

NOTE 2: Allocation of these levels and the respective requirements for
their fulfilment are the responsibility of the appropriate
administrative authority.

Thelevelsindicated in table 9.2 are used in the present document to refer to a specific group of access conditions.

A key reference shall only be assigned for the purpose asit is defined in table 9.3, e.g. alevel 1 key reference is always
to be used for an application or a set of applications that share the same access conditions. A level 2 key referenceis
only valid within the ADF/DF where it isindicated.

Table 9.3: PIN mapping into key references

Value
Usage i
CRT Tag | Len Ke_l}/ Ref Len | value Qualifier Len val Access condition | Level
ag
Tag
'90' '00' - - - - - - ALW 0
‘A4’ '06' '83' ‘o1 ‘o1 '95' '01' '08' |PIN Appl 1 1
‘A4’ '06' '83' ‘o1 '02' '95' '01' '08' |PIN Appl 2
‘A4’ '06' '83' ‘o1 '03' '95' '01' '08' |PIN Appl 3
‘A4’ '06' '83' '01' '04' '95' '01' '08' |PIN Appl 4
‘A4’ '06' '83' '01' '05' '95' '01' '08' |PIN Appl 5 1
‘A4’ '06' '83' '01' '06' '95' '01' '08' |PIN Appl 6
‘A4’ '06' '83' '01' '07' '95' '01' '08' |PIN Appl 7
‘A4’ '06' '83' ‘o1 '08' '95' ‘o1 '08' |PIN Appl 8
'XX' '06' '83' '01' '09' '95' '01' '08' |RFU
‘A4’ '06' '83' ‘o1 '0A' '95' ‘o1 '08' |ADM1 5
‘A4’ '06' '83' '01' '0B' '95' '01' '08' |ADM2
‘A4’ '06' '83' '01' 'oC' '95' '01' '08' |ADM3
‘A4’ '06' '83' '01' ‘0D’ '95' '01' '08' |ADM4
‘A4’ '06' '83' '01' 'OE’ '95' '01' '08' |ADM5
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Value
Usage .
CRT Tag | Len Ke_l}/ Ref Len |value | Qualifier Len val Access condition | Level
ag
Tag
‘A4’ '06' '83' '01' '11' '95' '01' '08' |PIN Universal PIN 1
'XX' '06' '83' '01' ['12-1F' '95' '01' '08' |RFU (Global) 3
‘A4’ '06' ‘83" '01' ‘81’ ‘95’ ‘01’ ‘08" |Second PIN Appl 1 2
‘A4’ '06' ‘83" '01' ‘82 '‘95' '01' '08" |Second PIN Appl 2
‘A4’ '06' ‘83" '01' '83' '95' '01' '08" |Second PIN Appl 3
‘A4’ '06' '83' '01' '84' '95' '01' '08' |Second PIN Appl 4
‘A4’ '06' '83' '01' '85' '95' '01' '08' |Second PIN Appl 5 2
‘A4’ '06' '83' '01' '86' '95' '01' '08' |Second PIN Appl 6
‘A4’ '06' '83' '01' ‘87" '95' '01' '08' |Second PIN Appl 7
‘A4’ '06' ‘83" '01' '88' '95' '01' '08" |Second PIN Appl 8
‘A4 '06' ‘83" '01' ‘89’ '95' '01' '08' |RFU
‘A4’ '06' ‘83" ‘01 ‘8A '95' '01' '‘08' |ADM6 6
‘A4’ '06' ‘83" ‘01 ‘8B’ '95' '01' ‘08" |ADM7
‘A4’ '06' '83' '01' '8C' '95' '01' '08' |ADM8
‘A4’ '06' '83' '01' ‘8D’ '95' '01' '08' |ADM9
‘A4’ '06' '83' '01' '8E' '95' '01' '08' |ADM10
XX '06' '83' '01' ['90-9E' '95' '01' '08' |RFU (Local) 4
‘97" ‘00! - - - - - - NEV 7
NOTE: The CRT value 'XX' for RFU key references is specified at the time when the value is taken
into use.

A single verification capable UICC (from the security context point of view) shall use key reference '01' as PIN and key
reference '81' as PIN2. A multi-verification capable UICC shall use key referencesin the range of '01' to '08' as PIN and
may use key referencesin the range from '81' to '88' as PIN2. In addition a multi-verification capable UICC shall
support the use of key reference '11' as a universal PIN, see clause 9.3.1 for the definition of a universal PIN. Multiple
applications (from the security context point of view) on a UICC shall not share any key references except for key
reference '11', which is used as the universal PIN.

952 PIN status indication

The status of a PIN that is used by an application for user verification is stored in the PS Template DO and shall be
indicated in the FCP in aresponse to the SELECT or STATUS command issued at the application/DF level. The PIN
status information is indicated in the FCP in the PS template DO using tag 'C6'. The PS template DO conveys two types
of data, first the PS_DO indicated by tag '90' that indicates the status of the PIN(s) enabled/disabled. The PS DO is
followed by one or more key reference data objects indicated by tag '83'. The PIN status may be encoded over several
bytes. For each bit set to '1' the corresponding key reference (PIN) is enabled. The PS DO is coded using a bitmap list.
Bit b8 in the most significant byte correspondsto the first key reference indicated by tag '83' following the PS_DO.
Bits b7 to bl are mapped to consecutive key references indicated by tag '83'". A key reference data object may be
preceded by a usage qualifier data object. The usage qualifier data object indicated by tag '95' is mandatory for the
universal PIN (see clause 9.4.1) and optional for other PINs. This usage qualifier indicates whether an enabled PIN
needs to be verified for access. If thereis no usage qualifier, or if the associated data object is empty, in front of akey
reference, thisindicates that this key reference does not support this feature, and it shall always be verified if enabled.
The content of the PS_DO usage qualifier is defined in table 9.4. From table 9.4, the value to be used for user PIN
verification is'08'. The usage qualifier of the Universal PIN is defined in the context of an application and may have
different value in different applications.

The default usage qualifier of the Universal PIN after the ATR is set to "do not use" if all application PINs are enabled
or if at least one of the applications where the application PIN is disabled has the Universal PIN usage qualifier set to
"do not use". When no application is active on agiven logical channel, the Universal PIN usage qualifier is evaluated as
after the ATR.
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Table 9.4: Usage qualifier coding for PS_DO

b8 b7 b6 b5 b4 b3 b2 bl Meaning
0 0 0 0 0 0 0 0 [the verification requirement is not used for verification
1 - - - - - - - |- use verification (DST, CCT)

- use encipherment (CT)

- use external authentication (AT)

- 1 - - - - - - |- use computation (DST, CCT)

- use decipherment (CT)

- use internal authentication (AT)

- - 1 - - - - - |- use SM response (CCT, CT, DST)

- - - 1 - - - - |- use SM command (CCT, CT, DST)

- - - - 1 - - - |- use the PIN for verification (Key Reference data user
knowledge based)

- - - use user authentication, biometric based
- - - - - - X X |RFU (default = 00)

The PStemplate DO is constructed as indicated in tables 9.5 and 9.6.

Table 9.5: PS Template DO structure

PS
PS_DO \% Key-reference Key-reference
Template | L = L L |V L |V
DO Tag Tag PS-byte(s) tag tag
'C6' ‘90" '83' '01' '83' ‘01

Table 9.6: PS Template DO structure when PS_DO usage qualifier is used

PS Usage
Template | L P%DO L PS-the(s) Qualifier | L |V Key'rf;erence L |V Key'rte;e’ence L |v
DO Tag 9 y tag g g

'C6' 90’ '95' o1 83 01 83’ 01

10 Structure of commands and responses

10.1 Command APDU

10.1.0 Structure and case

Clause 10.1 states a generic structure of an Application Protocol Data Unit (APDU) that is used by the application
protocol on the top of the transmission protocol for sending a command to the card.

A command APDU consists of a header and a body part. The contents of the command APDU are depicted in table 10.1
where the header consists of the CLA, INS, P1 and P2 bytes that are mandatory for acommand APDU and an optional
body part that can contain the Lc, Dataand Le. Parameters are further explained in clauses 10.1.1 to 10.1.6.

Table 10.1: Contents of command APDU

Code Length Description Grouping
CLA 1 Class of instruction
INS 1 Instruction code Header
P1 1 Instruction parameter 1
P2 1 Instruction parameter 2
Lc Oorl Number of bytes in the command data field
Data Lc Command data string Body
Le Oorl Maximum number of data bytes expected in response of the command
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Four cases of C-APDU structure are possible as defined in table 10.2.

Table 10.2: Cases of C-APDUs

Case Structure
1 CLA INS P1 P2
2 CLAINS P1 P2 Le
3 CLA INS P1 P2 Lc Data
4 CLAINS P1 P2 Lc Data Le

10.1.1 Coding of Class Byte

The present document supports the CLA defined in table 10.3 and table 10.4a. In addition the command chaining, using
b5 in class byte, as defined in ISO/IEC 7816-4 [12] is not supported (b5=0) in the present document. If the card
supports the logical channel mechanism, the maximum number of available logical channelsisindicated in the card
capabilities data object of historical bytes of an ATR (refer to ISO/IEC 7816-4 [12]). If the card capabilities data object
ismissing, only the basic logical channel is supported.

An application on a UICC supporting logical channels utilizing secure messaging shall either exclude the class byte
from the signature calculation for the message verification or set it to a default value. The terminal may change the

logical channel on which the application is executed compared to the logical channel used for the secure messaging
verification signature.

Table 10.3 specifies the coding of the class byte for the standard logical channels. Bit b5 is always set to 0. Bits b4 and
b3 are used for indication of secure messaging format (see table 10.4a). Bits b2 and b1l indicate the logical channel used.
Logical channels are numbered from 0 to 3 (standard logical channels).

Table 10.3: Coding of class byte for standard logical channels

b8 b7 b6 b5 b4 b3 b2 bl Value Meaning
0 0 0 0 - - - - '0X' The coding is according to the first interindustry
values of CLA byte defined in ISO/IEC 7816-4 [12]
1 0 1 0 - - - - '‘AX' Coded as for '0X' unless stated otherwise
1 0 0 0 - - - - '8X' Structured as for '0X', coding and meaning is
defined in the present document
- - - - X X - - - Secure Messaging indication (see table 10.4)
- - - - - - X X - Logical channel number from 0 to 3 (see
clause 10.3)

Table 10.4: Coding of Secure Messaging Indication for standard logical channels

b4 b3 Meaning

0 0 |No SM used between terminal and card

0 1 |Proprietary SM format

1 X |Secure messaging according to ISO/IEC 7816-4 [12] used
1 0 |Command header not authenticated

1 1 |Command header authenticated

Table 10.4a specifies the coding of the class byte for the extended logical channels. Bit b6 indicates secure messaging
(see table 10.4b). Bit b5 is always set to 0. Bits b4 to b1 encode a number from zero to fifteen; this number plus four is
the logical channel number from four to nineteen (extended logical channels).
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Table 10.4a: Coding of class byte for extended logical channels

b8 b7 b6 b5 b4 b3 b2 bl Value Meaning
0 1 - 0 - - - - '01x0 |The coding is according to the further
xxxx'  |interindustry values of CLA byte defined in
ISO/IEC 7816-4 [12]
1 1 - 0 - - - - '"11x0  |Structured as for '01x0 xxxx', coding and
xxxx'  |meaning is defined in the present document
- - X 0 Secure Messaging indication (see table 10.4b)
- - - 0 X X X X Logical channel number from 4 to 19 (see
clause 10.3)

Table 10.4b: Coding of Secure Messaging Indication for extended logical channels

b6 Meaning
0 No SM used between terminal and card
1 |Command header not authenticated

By default no secure messaging is supported by the card(i.e. b4 = b3 =0 in table 10.3, and b6 = 0 in table 10.4a), unless
it is stated otherwise by an application.

10.1.2 Coding of Instruction Byte

Table 10.5 depicts coding of instruction byte of the commands.

Table 10.5: Coding of Instruction Byte of the Commands
for a telecom application

COMMAND CLA INS
Command APDUs
SELECT FILE '0X' or '4X' or '6X' ‘A4’
STATUS '8X' or 'CX' or 'EX' 'F2'
READ BINARY '0X' or '4X' or '6X' 'BO’
UPDATE BINARY '0X" or '4X' or '6X' 'D6’
READ RECORD '0X" or '4X' or '6X' ‘B2
UPDATE RECORD '0X' or '4X' or '6X' 'DC'
SEARCH RECORD '0X' or '4X' or '6X' ‘A2
INCREASE '8X' or 'CX' or 'EX' '32'
RETRIEVE DATA '8X' or 'CX' or 'EX' 'CB'
SET DATA '8X' or 'CX' or 'EX' 'DB'
VERIFY PIN '0X' or '4X' or '6X' '20'
CHANGE PIN '0X' or '4X' or '6X' '24'
DISABLE PIN '0X' or '4X' or '6X' '26'
ENABLE PIN '0X' or '4X' or '6X' '28'
UNBLOCK PIN '0X' or '4X' or '6X' '2C'
DEACTIVATE FILE '0X' or '4X" or '6X' '04'
ACTIVATE FILE '0X' or '4X' or '6X' '44'
AUTHENTICATE '0X' or '4X' or '6X" |'88','89'
GET CHALLENGE '0X' or '4X' or '6X' '84'
TERMINAL CAPABILITY '8X' or 'CX' or 'EX' AA
TERMINAL PROFILE '80' '10'
ENVELOPE '80' 'c2'
FETCH '80' '12'
TERMINAL RESPONSE '80' '14'
MANAGE CHANNEL '0X' or '4X' or '6X' '70'
MANAGE SECURE CHANNEL '0X' or '4X' or '6X' '73'
TRANSACT DATA '0X" or '4X' or '6X' '75'
SUSPEND UICC '80' '76'
GET IDENTITY '8X' or 'CX' or 'EX' '78'
Transmission oriented APDUs
applying to the above

commands

GET RESPONSE '0X' or '4X' or '6X' 'CO’
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NOTE: CLA coding related to transmission oriented APDUSs applying to commands not listed in the above table
(e.g. GlobalPlatform) falls outside of the scope of the present document.
10.1.3 Coding of parameter bytes

The value of the parameters P1 and P2 depends on the command. If the parameter is not used, the value is set to '00'.
Coding of the parameter bytesis presented in the command definition clauses.

10.1.4 Coding of Lc byte

The number of data bytes present in the data field of the command APDU is presented in the parameter Lc. Lcis
optional, in the command APDU, however if the Lc is present in the command APDU, datafield consists of Lc
subsequent bytes. The terminal may send from 1 byte to 255 bytes of command data.

10.1.5 Coding of data part

When present in a command or response APDU the structure of the data field is specific to each command.

10.1.6 Coding of Le byte

The maximum number of bytes expected in the data part of the response APDU is presented in the parameter Le, which
isoptional. This means that if the terminal does not expect any datain the response APDU Le is absent from the
command APDU. However, if Leis present in the command APDU, the datafield of the response APDU is expected to
consist of Le bytes.

Le set to '00" indicates that the terminal expects to receive at most the maximum number of bytes, i.e. 256, in the
response APDU. The UICC may return any number of bytes in the range 1 to 256.

10.2 Response APDU

10.2.0 Structure

The response APDU consists of an optional data field and a mandatory status part divided into two bytes, SW1 and
SW2. The number of bytes received in the response APDU is denoted Lt (Iength of the response data field). The
structure of the response APDU is shown in table 10.6.

Table 10.6: Contents of Response APDU

Code Length Description
Data Lr Response data string
Swi1 1 Status byte 1

SW2 1 Status byte 2

Coding of SW1 and SW2 is presented in clause 10.2.1.
10.2.1 Status conditions returned by the UICC

10.2.1.0 Introduction

Status of the card after processing of the command is coded in the status bytes SW1 and SW2. Clauses 10.2.1.1 to
10.2.1.6 specify the coding of the status bytes.
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10.2.1.1 Normal processing

Table 10.7: Status byte coding - normal processing

SW1 SW2 Description

‘90’ '00' |- Normal ending of the command

'91" 'XX' |- Normal ending of the command, with extra information from the
proactive UICC containing a command for the terminal. Length 'XX' of
the response data

'92' 'XX" |- Normal ending of the command, with extra information concerning an

ongoing data transfer session

10.2.1.2 Postponed processing

Table 10.8: Status byte coding - postponed processing

SW1 SW2 Error description
'93' '00" |- SIM Application Toolkit is busy. Command cannot be executed at
present, further normal commands are allowed

10.2.1.3 Warnings

Table 10.9: Status byte coding - warnings

SW1 | sw2 Description

'62' '00' |- Noinformation given, state of non-volatile memory unchanged

'62' '‘81' |- Part of returned data may be corrupted

'62' '82' |- End of file/record reached before reading Le bytes or unsuccessful search

'62' '83' |- Selected file invalidated

'62' '85' |- Selected file in termination state

'62' 'F1' |- More data available

'62' 'F2' |- More data available and proactive command pending

'62' 'F3' |- Response data available

'63' 'F1' |- More data expected

'63' 'F2' |- More data expected and proactive command pending

'63' 'CX' |- Command successful but after using an internal update retry routine 'X' times

- Verification failed, 'X' retries remaining (see note)
NOTE: For the VERIFY PIN command, SW1SW?2 indicates that the command was successful but

the PIN was not correct and there are 'X' retries left. For all other commands it indicates
the number of internal retries performed by the card to complete the command.

10.2.1.4 Execution errors

Table 10.10: Status byte coding - execution errors

SW1 SW2 Description

'64' '00" |- No information given, state of non-volatile memory unchanged
'65' '00" |- No information given, state of non-volatile memory changed
'65' '‘81' |- Memory problem
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10.2.1.5 Checking errors

10.2.1.5.0 Base checking errors

Table 10.11: Status byte coding - checking errors

SW1 | Sw2 Description

‘67" '00' |- Wrong length

'67' 'XX' |- The interpretation of this status word is command dependent, except for SW2 ='00'

'6B' '00' |- Wrong parameter(s) P1-P2

‘6D’ '00' |- Instruction code not supported or invalid

'6E' '00' |- Class not supported

'6F '00' |- Technical problem, no precise diagnosis

'6F' 'XX' |- The interpretation of this status word is command dependent, except for SW2 = '00'
10.2.1.5.1 Functions in CLA not supported

Table 10.12: Status byte coding - functions in CLA not supported

SW1 | sw2 Description

'68' ‘00" |- No information given

'68' '81' |- Logical channel not supported

'68' '82' |- Secure messaging not supported
10.2.1.5.2 Command not allowed

Table 10.13: Status byte coding - command not allowed

SW1 SW2 Description

'69' '00" |- No information given

'69' '81' |- Command incompatible with file structure

'69' '82' |- Security status not satisfied

'69' '83' |- Authentication/PIN method blocked

'69' '84' |- Referenced data invalidated

'69' '85' |- Conditions of use not satisfied

'69' '86' |- Command not allowed (no EF selected)

'69" '89" |- Command not allowed - secure channel - security not satisfied
10.2.1.5.3 Wrong parameters

Table 10.14: Status byte coding - wrong parameters

SW1 SW2 Description
'6A ‘80" |- Incorrect parameters in the data field
'BA' '81' |- Function not supported

'6A' '82' |- File not found

'6A '83' |- Record not found

'6A' '84' |- Not enough memory space

'6A' '‘86' |- Incorrect parameters P1 to P2

'6A' ‘87" |- Lcinconsistent with P1 to P2

'6A '88' |- Referenced data not found
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10.2.1.6 Application errors

Table 10.15: Status byte coding - application errors

SW1 SW2 Error description
'98' '50' |- INCREASE cannot be performed, max value reached
'98' '62' |- Authentication error, application specific
'98' '63' |- Security session or association expired
'98' '64' |- Minimum UICC suspension time is too long
NOTE:  Applications may define their own error codes.
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10.2.2 Status words of the commands

Table 10.16 shows for each command the possible status conditions returned (marked by an asterisk *).

Table 10.16: Commands and status words

ALILN3Al 139

O2IN dN3IdSNS

V1vad LOVSNVdL

T3INNVHO
3J4NO3S  FIOVNVIN

ALITIgvdvO
IVNINYG3L

v1lva 13s

V1iva 3IAgidL13d

TANNVHO IOVNVIN

3ISNOJS3Y
IVNINYG3L

HO134

3dOT3AN3

37140dd TVNINE3L

IONITIVHO 139

J1VOILNIHLINY

3714 FLVAILDV

3714 FILVAILOV3AA

NId XO01dNN

NId 379vN3

NId 37avsId

NId 3ONVHO

Nid AdI43A

3SVIHONI

dd0234d HOYV3S

dd0234d av3d

AdVNIF Av3d

dy023d 31vddn

AdVNIG 31vddn

SN1V1S

*

*

*

*

*

*

103713s

*

*

*
*
*

*

*

*

*

*

*

*

Splom sniels

90 00
91 XX
93 00
98 50
98 62
62 00
62 81
62 82
62 83
62 85
62 F1
62 F2
62 F3

63 F1

63 F2
63 CX
64 00
65 00
65 81
67 XX
68 00
68 81
68 82
69 00
69 81
69 82
69 83
69 84
69 85
69 86
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The responses '91 X X', and '93 00' can only be given by a UICC to aterminal supporting CAT (see ETSI TS 102 223 [4]).

The behaviour of the terminal when receiving the response APDU from the ENV EL OPE command with status word '6FX X", '62X X" and '63X X" is defined in clause 7.4.2.2.
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10.3  Logical channels

Commands referring to a certain logical channel carry the respective logical channel number in:

e thetwo least significant bits of the CLA byte defined in table 10.3. Logica channels are numbered from 0 to 3.
The basic logical channel (number 0) is permanently available.

. the four least significant bits of the CLA byte defined in table 10.4a. Logical channels are numbered from
410 19 (extended logical channels).

The MANAGE CHANNEL command shall be used to open and close alogical channel. The channel humber is
assigned by the UICC.

11 Commands

11.1 Generic commands

11.1.0 Introduction

Clause 11.1 lists the basic command and response APDU formats that are used by applicationsresiding on aUICC. It is
up to each application to determine which commands it uses. If an application does not support a command, it shall
return the appropriate status word, see clause 10.2.

11.1.1 SELECT

11.1.1.1 Functional description

This function selects a file according to the methods described in clause 8.4. After a successful selection the record
pointer and the current tag pointer are undefined.

Input:
. File ID, application ID, path or empty.
Output:
J If the selected file isthe MF, a DF or an ADF:
- File ID, total file size, PIN status and other application specific data.
o If the selected file is an EF:

- FileID, file size, total file size, access conditions, invalidated/not invalidated indicator, structure of EF,
length of the records in case of linear fixed structure or cyclic structure and reserved and maximum file
sizein case of BER-TLV structure.

11.1.1.2 Command parameters and data

Code Value

CLA As specified in clause 10.1.1

INS As specified in clause 10.1.2
P1 Selection control, see table 11.1
P2 Selection control, see table 11.2
Lc Length of subsequent data field or empty

Data File ID, DF name, or path to file, according to P1
Le Empty, '00', or maximum length of data expected in response
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Table 11.1: Coding of P1

b8 b7 b6 b5 b4 b3 |b2 bl Meaning

0 0 0 0 0 0 0 0 |Select DF, EF or MF by file id

0 0 0 0 0 0 0 1 |Select child DF of the current DF

0 0 0 0 0 0 1 1 |Select parent DF of the current DF

0 0 0 0 0 1 0 0 |Selection by DF name (see note)

0 0 0 0 1 0 0 0 [Select by path from MF

0 0 0 0 1 0 0 1 |Select by path from current DF
NOTE: This is selection by AID.

Table 11.2: Coding of P2

b8 b7 b6 b5 b4 b3 b2 bl Meaning

- X X - - - - - |Application session control (see note 2)
- 0 0 - - - - - |- Activation/Reset

- 1 0 - - - - - |- Termination

0 - - 0 0 1 - - |Return FCP template

0 - - 0 1 1 No data returned

Selection by AID control

X

0 |- Firstor only occurrence
1 |- Lastoccurrence
0
1

- Next occurrence

- - - - - - - Previous occurrence
NOTE 1: Whether the FCP information is returned or not depends on the type of APDU.
NOTE 2: This only applies when P1 indicates SELECT by DF name.

X
0
- - - - - - 0
1
1

If P1 ="00" and the datafield is empty, then P2 shall be set to '0C' ('No data returned’). Then the MF is set as the Current
Directory.

To avoid ambiguities when P1 = '00', the following search order applies when selecting afile with aFile ID (FID) asa
parameter:

e  immediate children of the current DF;
. the parent DF;
e  theimmediate children of the parent DF.
When P1 #'04', bits b2 and b1 of P2 have no meaning and shall be set to 0.
When P1 ="04' (i.e. for selection by AID), aright truncated AID can be specified in the data field.

11.1.1.3 Response Data

11.1.1.3.0 Base coding
Byte(s) Description Length
1 FCP template tag = '62' 1
2 (to 3) Length of FCP template lor2
3to X+2 (or 4to X+3) |FCP template X

The response data contains the File Control Parameters (FCP) template of the selected file. The contents of the FCP
depend on the selected file. See below for the list of TLV that are returned in each case.

In order to retrieve the entire FCP template, Le should be set to '00'.

The value part of the FCP template data object consists of data objects, as shown in clause 11.1.1.3.1. It is mandatory
for data objects to be provided in the order given in the description of each response. New data objects can be added to
the end of the response data. The terminal shall ignore data objects with tags it does not support.
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11.1.1.3.1 Response for MF, DF or ADF

This clause liststhe TLVsin the order returned when an MF, DF or ADF is selected.

Table 11.3: Response for MF, DF, or ADF with FCP template

Description Tag Clause Status
File Descriptor '82' 11.1.1.43 M
File Identifier '83' 11.1.1.4.4 C1
DF name (AID) '84' 11.1.1.4.5 c2
Proprietary information ‘A5’ 11.1.1.4.6 C3
Life Cycle Status Integer '8A 11.1.1.4.9 M
Security attributes '8B', '8C' or 'AB' 11.1.1.4.7 C4
PIN Status Template DO 'C6' 11.1.1.4.10 M
Total file size ‘81 11.1.14.2 @)
M: Mandatory.
O: Optional.
Cl: The File identifier is mandatory for a DF or the MF. For an ADF the File
identifier is optional.
C2: DF name is mandatory for only ADF.
C3: Proprietary information is mandatory for the MF. For a DF/ADF the
Proprietary information is optional.
C4: Exactly one shall be present.
11.1.1.3.2 Response for an EF

This clause liststhe TLVsin the order returned when an EF is selected.

Table 11.4: Response for an EF with FCP template

Description Tag Clause Status
File Descriptor '82' 11.1.1.43 M
File Identifier '83' 11.1.1.4.4 M
Proprietary information ‘A5’ 11.1.1.4.6 (0]
Life Cycle Status Integer '8A 11.1.1.4.9 M
Security attributes '8B', '8C' or 'AB' 11.1.1.4.7 C1
File size '80' 11.1.14.1 M
Total file size '81' 11.1.1.4.2 O
Short File Identifier (SFI) '88' 11.1.1.4.8 Cc2
M: Mandatory.
O: Optional.
C1: Exactly one shall be present.
C2: See clause 11.1.1.4.8 for the coding and presence of tag '88'.
11.1.1.4 File control parameters
111141 File size

Byte(s) Description Value Length
1 Tag '80' 1
2 Length X, Xz2 1

3to X+2 Number of allocated data bytes in the file, excluding X

structural information

The most significant byte comesfirst in the value field.

For transparent EF, file sizeis the length of the body part of the EF, and for linear fixed or cyclic EF, it is the record
length multiplied by the number of records of the EF. For aBER-TLYV structure EF, file sizeis the memory used by the
alocated data objects.
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11.1.1.4.2 Total file size
Byte(s) Description Value Length
1 Tag ‘81" 1
2 Length X, X22 1
3to X+2 Number of allocated data bytes in the file, including X
structural information if any

The most significant byte comesfirst in the value field.

For an EF, the "total file size" represents the allocated memory for the content and the structural information (if any) of
this EF.

For aBER-TLV structure EF, the structural information shall include any administrative overhead that is required to
storethe TLV objectsinthefile. If areserved file size according to clause 11.1.1.4.6.6 is defined for the file, any
memory space, that is allocated for the file accordingly, but is currently not used, shall be included in the total file size.

For aDF, the "total file size" represents the sum of the "total file sizes' of all the Efs and DFs contained in this DF plus
the amount of available memory in this DF. The size of the structural information of the selected DF itself is not
included.

11.1.1.43 File Descriptor
Byte(s) Description Status Value Length

1 Tag M '82' 1
2 Length M '02' or '05' 1
3 File descriptor byte (see table 11.5) M 1
4 Data coding byte M ‘21 1
5106 Record length C '0001' to '00FF 2
7 Number of records C '01' to 'FE' 1

M: Mandatory.
C: These bytes are mandatory for linear fixed and cyclic files, otherwise they are not applicable.

. File descriptor.
Contents:  File descriptor specifies the file accessibility, and the file type and structure.

Coding:  Seetable 11.5.

Table 11.5: File descriptor byte

b8 b7 B6 b5 b4 b3 b2 bl Meaning
0 X - - - - - - File accessibility
0 0 - - - - - - |Not shareable file

0 1 - - - - - - |Shareable file

0 - X X X - - - File type
0 - 0 0 0 - - - |Working EF

0 - 0 0 1 - - - Internal EF

0 - 0 1 0 - - -

0 - 0 1 1 - - -

0 - 1 0 0 - - - |RFU

0 - 1 0 1 - - -

0 - 1 1 0 - - -

0 - 1 1 1 0 0 0 |DF or ADF

0 - - - - X X X EF structure
0 - Not all setto 1 0 0 0 [No information given

0 - - - - 0 0 1 |Transparent structure

0 - - - - 0 1 0 |Linear fixed structure

0 - - - 0 1 1

0 - - - - 1 0 0 |RFU

0 - - - - 1 0 1

0 - - - - 1 1 0 |Cyclic structure

0 - - - - 1 1 1 |RFU

ETSI



Release 15 88 ETSI TS 102 221 V15.0.0 (2018-07)
b8 b7 B6 b5 b4 b3 b2 bl Meaning
0 - 1 1 1 0 0 1 |BER-TLV structure
1 X X X X X X X |RFU

. Data coding byte.

Coding:
checked nor

o Record length.
Contents:

Coding:

used by the terminal.

The data coding byte is coded according to ISO/IEC 7816-4 [12]. The actual value shall not be

Record length specifies the length of arecord when arecord structured file has been selected.

The record length shall be present if arecord structured file (i.e. for linear fixed or cyclic files) is

selected. In this case it indicates the length the records on 2 bytes. Most significant byte comes
firstin the valuefield.

° Number of records.

Contents:.  Number of records specifies the number of recordsin arecord structured file.
Coding:  The number of records shall be present if arecord structured file (i.e. for linear fixed or cyclic
files) is selected. In this case it indicates the number of records on 1 byte.
11.1.1.4.4 File identifier
Byte(s) Description Value Length
1 Tag '83' 1
2 Length '02' 1
3to4 File identifier 2
11.1.1.4.5 DF name
Byte(s) Description Value Length
1 Tag '84' 1
2 Length 1=<X=16 1
3to 2+X DF name X

DF nameisastring of bytes, the AID, which is used to uniquely identify an application dedicated file in the card.

11.1.1.4.6

Proprietary information

11.1.1.4.6.0

Data object structure

Thisisaconstructed TLV object.

Byte(s) Description Length
1 Proprietary information constructed Tag = 'A5' 1
2 Length 1
3to 2+X Proprietary data, constructed X

Thefollowing TLV objects are defined for the proprietary template (tag ‘A5"). Additional private TLV objects (bits b7
and b8 of the first byte of the tag set to '1") may be present after the TLV objects defined in clause 11.1.1.4.6. For
example, a manufacturer, issuer, or application provider specific TLV object may be present. If more than one TLV

object with the same tag isindicated in this constructed TLV they shall be grouped together as the order in which they
appear is used to specify the usage.
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Description Tag Status Clause
UICC characteristics '80' C1 11.1.14.6.1
Application power consumption ‘81" C2 11.1.1.4.6.2
Minimum application clock frequency ‘82 C3 11.1.1.4.6.3
Amount of available memory '83' C4 11.1.1.4.6.4
File details '84' C5 11.1.1.4.6.5
Reserved file size '85' C5 11.1.1.4.6.6
Maximum file size '86' C6 11.1.1.4.6.7
Supported system commands ‘87" Cc7 11.1.1.4.6.8
Specific UICC environmental conditions '88' C8 11.1.1.4.6.9
Platform to Platform CAT Secured APDU ‘89" C9 11.1.1.4.6.10

C1: The UICC characteristics are mandatory for the MF.

C2: Application power consumption, is optional for ADFs. This TLV object shall not be present for
the MF, an EF or DF.

C3: This TLV object shall not be present for the MF, DF or an EF. For an ADF, it is optional.

C4: This TLV object shall not be present for a transparent, linear fixed or cyclic EF. It is
mandatory for BER-TLV structured Efs. For an ADF, DF or the MF, it is optional.

C5: This TLV object shall only be present for BER-TLV structured Efs, for which it is mandatory.

Cé6: This TLV object shall only be present for BER-TLV structured Efs, for which it is optional.

C7: This TLV object is mandatory for the MF and optional for any other DF.

C8: This TLV object shall be present for the MF only if the UICC supports specific UICC
environmental conditions. It shall not be present for an ADF, DF or an EF.

C9: This TLV object shall not be present for a DF, an ADF or an EF. For the MF, it is optional.

An application may supply more than one application power consumption or minimum application clock frequency
Data Object (DO).

11.1.1.4.6.1

UICC characteristics

Byte(s)

Description

Value Length

1 Tag

'80' 1

2

Length

o1

3

UICC characteristics byte (see table 11.6)

Table 11.6: UICC characteristics byte

b2

o
[y

Meaning

Clock stop allowed

No preferred level

High level preferred

Low level preferred

RFU

Clock stop not allowed

Never

Unless at high level

Unless at low level

Rk lo|o|Xx |k r|olo|X|]
vk |olk|o|Xx|k|o|k|o]X|S
.

.
' olo|lo|o|o|k k| |k|k

RFU

Supply voltage class A

x

Supply voltage class B

Supply voltage class C

RFU (shall be set

to 0)

If bit bl is coded '1', stopping the clock is allowed at high or low level. In this case bit b3 and b4 give information about
the preferred level (high or low, respectively) at which the clock may be stopped.

If bliscoded'0", the clock may be stopped only if the mandatory condition b3 ='1' (i.e. stop at high level) or b4 =1
(i.e. stop at low level) isfulfilled. If al 3 bitsare coded '0', then the clock shall not be stopped.

A supply voltage class, as defined in clause 6.2.1, is supported if the bit iscoded asa'l'. If the voltage classis not
supported the bit is coded as'0'.
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11.1.1.4.6.2 Application power consumption

The application power consumption isindicated by tag ‘81" within the constructed TLV object. The first byte indicates
the supply voltage at which the power consumption is measured. The coding of this byte is the same as for the supply
voltage classindication in the ATR, see table 6.1. Unused bits are set to RFU. The second byte indicates the power
consumption in mA. Bits b8 to b7 are RFU. Bits b6 to bl indicates the power consumption of the application in mA.
The power consumption is measured at the frequency indicated in the "Power consumption reference frequency” field
for the application, averaged over 1 ms or at the maximum clock frequency supported by the UICC if no indication is
given. The terminal shall ignore the application power consumption values '00' and 'FF'. A value higher than 3C shall
not be interpreted by the terminal and is not to be used. The terminal may still accept the application.

The terminal shall evaluate the power consumption value given in the response. If the power supply classindicated in

the response is not the currently used the terminal shall recalculate the value to the currently used supply voltage class.
The terminal shall accept the application if the recalculated value is within the specification limits set for the currently
used supply voltage class. The terminal may accept an application that exceeds the specified valueif it can support the
power consumption indicated by the application.

Byte(s) Description Value Length
1 Tag ‘81’ 1
2 Length '03' 1
3 Supply voltage class at which the power 1
consumption is measured
4 Application power consumption '01' to '3C' 1
5 Power consumption reference frequency '0A' to 'FF' 1

The power consumption reference frequency is coded in Hexadecimal format. The resolutionis0,1 MHz, i.e. '0A'"is
1 MHz and 'FE' is 25,4 MHz. The value 'FF' indicates that no reference frequency is indicated.

11.1.1.4.6.3 Minimum application clock frequency

The application minimum clock frequency isindicated by tag '82" within the constructed TLV object. ThisTLV object
indicates to the terminal the minimum clock frequency required by the application. It is up to the application to specify
avauethat isrequired for commands or procedures to be executed within the required time. An application may
indicate one or more application minimum clock frequencies if required. In case that more than one TLV object is
indicated it is up to the application to specify for what purpose the different values are used, i.e. the order of the TLV
objects within the constructed TLV isrelevant.

Byte(s) Description Value Length
1 Tag '82' 1
2 Length ‘01 1
3 Application minimum clock frequency '0A' to 'FF' 1

The minimum clock frequency is coded in Hexadecimal format. The resolution is0,1 MHz, i.e. '0A'is1 MHz and 'FE'
is25,4 MHz. If thisTLV object isnot present or the valueis 'FF', no minimum application clock frequency isindicated.

11.1.1.46.4 Amount of available memory

Amount of memory which is available for DFs or Efs creation under the selected DF (and ADFs under the MF) or for
creation of TLV objectsinaBER-TLV structured EF.

Byte(s) Description Value Length
1 Tag '83' 1
2 Length X, X22 1
3to 2+X Number of data bytes X

The most significant byte comesfirst in the value field.

For BER-TLV structured EF this value shall be the maximum amount of bytesthat is available in the EF for the next
TLV object to be created. This shall include the space required for the tag and the length field. If amaximum file sizeis
defined for thefile, it shall not be exceeded, if an object is created with the indicated available size.
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For example, if the amount of available memory is 100 bytes, it means that the terminal can storea TLV object with a
2 bytetag, 1 byte length, and 97 bytes of data.

11.1.1.4.6.5 File details

Indicator of the TLV coding supported by a BER TLV structured EF.

Byte(s) Description Value Length
1 Tag '84' 1
2 Length 1 1
3 File details value 1

. Coding of file access details value:

b8 b7 | B6 | b5 b4 b3 b2 bl Meaning
- - - - - - - 1 |DER coding only is supported
X X X X X X X - RFU

Additional bytes may be added to the value field in the future.

11.1.1.4.6.6 Reserved File size

Memory size which isreserved for this file and cannot be allocated by any other entity.

Byte(s) Description Value Length
1 Tag '85' 1
2 Length X, X22 1
3to 2+X Number of data bytes X

The most significant byte comesfirst in the value field.

The value shall include administrative overhead (if any) that is required to store TLV objects, but not the structural
information for the file itself. Thus the actually usable file size calculated according to clause 11.1.1.4.1 may be smaller.

If no memory isreserved for the file, the value of the "Reserved File size" object is set to zero.

11.1.1.4.6.7 Maximum file size

File size that shall not be exceeded.

Byte(s) Description Value Length
1 Tag '86' 1
2 Length X, X222 1
3to 2+X Number of data bytes X

The most significant byte comesfirst in the value field.

The value shall include administrative overhead (if any) that is required to store TLV objects, but not the structural
information for the file itself. Thus the actually usable file size calculated according to clause 11.1.1.4.1 may be smaller.

If no maximum file sizeis defined for the file, the maximum file size object is not present for afile, and all available
memory of the UICC may be allocated to that file.

11.1.1.4.6.8 Supported system commands
Byte(s) Description Value Length
1 Tag ‘87" 1
2 Length 1 1
3 Supported commands 1
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. Coding of Supported commands field:
b8 b7 B6 b5 b4 b3 b2 bl Meaning
- - - - - - - 1 |TERMINAL CAPABILITY is supported
- - - - - - - 0 |[TERMINAL CAPABILITY not supported
X X X X X X X - RFU

Additional bytes may be added to the value field in the future.

The UICC shall set theindication "TERMINAL CAPABILITY issupported” to request the terminal to indicate its
capabilities with respect to support of additional power consumption using the TERMINAL CAPABILITY command.

11.1.1.4.6.9

Specific UICC environmental conditions

ThisTLV object indicates to the terminal the specific environmental conditions that the UICC supports. This TLV
object is mandatory if the UICC supports specific UICC environmental conditions. It is up to the terminal whether to

evaluate this object and how to behave.

Byte(s) Description Value Length
1 Tag ‘88" 1
2 Length ‘o1 1
3 Specific UICC environmental conditions byte (see 1
table 11.7a)
Table 11.7a: Specific UICC environmental conditions byte
b8 b7 b6 b5 b4 b3 b2 bl Meaning
- - - - - X X X  |Temperature Class
0 0 0 |[Standard temperature range
- - - - - 0 0 1 |Temperature class A
- - - - - 0 1 0 [Temperature class B
- - - - 0 1 1 |Temperature class C
1 X X |RFU
- - - - X - - - |High humidity
- - - - 0 - - - |High humidity not supported
- - - - 1 - - - [High humidity supported
X X X X - - - - RFU
11.1.1.4.6.10 Platform to Platform CAT Secured APDU

ThisTLV indicatesto the terminal that the usage of a Platform to Platform CAT APDU secure channel is requested.

Byte(s) Description Value Length
1 Tag ‘89" 1
2 Length '01' 1
3 Platform to Platform CAT Secured APDU '01' 1
11.1.1.4.7 Security attributes
11.1.1.4.7.1 Compact format
Byte(s) Description Value Length
1 Tag '8C' 1
2 Length X 1
3 AM byte 1
4to (X+2) |SC bytes X-1
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The value of the AM byte isdefined in ISO/IEC 7816-4 [12]. The amount of SC bytes depends upon the value of the
AM byte. There shall be a SC byte present for each bit set to '1' in the AM byte except for b8. The value of the SC byte
is defined in ISO/IEC 7816-4 [12].

11.1.1.4.7.2 Expanded format
Byte(s) Description Value Length Comment
1 Tag '‘AB' 1
2 Length V 1
3 AM DO tag '8X' (see note 1) 1
4 Length X 1
5to (4+X) |AM_DO (see note 2) X .
5+X SC_DO tag (see note 2) 1 Secu;tlti/ Rule
6+X Length Y 1
(7+X) to SC_DO (see note 2) Y
(6+X+Y)

V+2- AM DO tag '8X' (see note 1) 1
(4+W+2)
V+2- Length W 1
(3tW+2)
+2- .
(2+%+22) o AM_DO (see note 2) w Security Rule
V+2-(2+2) #N
V+2-(1+Z) |SC_DO tag (see note 2) 1
V+2-Z Length Y 1
V+2-(Z-1) to |SC_DO (see note 2) z
V+2

NOTE 1: The value of 'X' is dependent on the usage of the AM_DO see ISO/IEC 7816-4 [12].
NOTE 2: The value of the AM_DO and the SC_DO is defined in ISO/IEC 7816-4 [12].

11.1.1.4.7.3 Referenced to expanded format

If the length of the data following tag '8B' = '03' the following definition applies.

Byte(s) Description Value Length
1 Tag ‘8B’ 1
2 Length 3 1
3to4 EF ogg File ID 2
5 EF ,gr Record number 1
If the length of the datafollowing tag '8B"is'02' + X x '02' the following definition applies.
Byte(s) Description Value Length
1 Tag '8B' 1
2 Length '02' + X x '02' 1
3to4 EF \gR File ID 2
X+4 SEID 1
X+5 EF ,gr Record number
NOTE:  For each increment of X a new set of SEID and an EF ,p5 Record numbers are
introduced.
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11.1.1.4.8 Short file identifier
Byte(s) Description Value Length
1 Tag '88' 1
2 Length '00' or '01' 1
3 Short file identifier Oorl

If the TLV is not present, the SFI value isthe 5 least significant bits (bits b5 to bl) of the file identifier.
If the TLV ispresent but empty (i.e. length is 0), the SFI is not supported for the selected file.

If the length of the TLV is 1, the SFI valueisindicated in the 5 most significant bits (bits b8 to b4) of the TLV value
field. In this case, bits b3 to bl shall be set to 0.

NOTE: If the SFI valueisidentical to the 5 least significant bits of the file identifier then it isimplementation
dependent if the TLV is not present or if the SFI valueisindicated inthe TLV.
11.1.1.4.9 Life cycle status integer
Byte(s) Description Value Length
1 Tag '8A' 1
2 Length 1 1
3 Life Cycle Status Integer, see table 11.7b 1
Table 11.7b: Coding of life cycle status integer
b8 b7 b6 b5 b4 b3 b2 bl Meaning
0 0 0 0 0 0 0 0 [No information given
0 0 0 0 0 0 0 1 |Creation state
0 0 0 0 0 0 1 1 |Initialization state
0 0 0 0 0 1 - 1 |Operational state - activated
0 0 0 0 0 1 - 0 |Operational state - deactivated
0 0 0 0 1 1 - - |Termination state
0 X X X X |Proprietary
Any other value RFU

11.1.1.4.10 PIN status template DO

ThisTLV object contains the PIN status information for a DF/ADF and which PINs are used for access to the DF/ADF
and its children. PIN isindicated in this data object using the key reference tag '83' as defined in ISO/IEC 7816-4 [12].
The content of the constructed PIN status TLV Data Object tag 'C6' depends on the length (see below).

Byte(s) Description Value Length
1 Tag 'C6' 1
2 Length 1
3 PS DO tag '90' 1
4 Length X 1
X+4 PS DO X
X+5 Usage qualifier DO tag (see note 2) '95' 1
X+6 Length '01' 1
X+7 Usage qualifier, see clause 9.5.2 1
X+8 Key reference tag '83' 1
X+9 Key reference length ‘01 1
X+10 Key reference value(PIN) see table 9.3 1
NOTE 1: There may be one or more key reference data objects, each possibly preceded by a
usage qualifier DO, following the PS_DO.
NOTE 2: This TLV DO is mandatory if the Key reference DO value is '11' indicating the Universal
PIN, otherwise it is optional.
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The usage qualifier DO indicatesif the key reference data object (PIN) following it is to be used for verification or not.
If this data object is present it shall precede the key reference data object it is associated with.

For the PS_DO coding see clause 9.5.2. For each hit set to '1' in the PS byte, the corresponding key reference in the PS
Template, DO is enabled. The number of key reference tags (tag '83") indicates how many different PINs are used for
access in the selected DF and its children.

11.1.2 STATUS

11.1.2.1 Functional description
This function returns information concerning the current directory or current application.

In addition, according to the application specification, it may be used to indicate to the application in the UICC that its
session activation procedure has been successfully executed or that its termination procedure will be executed.

NOTE: Theseindications may be used to synchronize the applicationsin the terminal and in the UICC.
Input:
. None.
Output:
. One of the following:
- FCP of the current directory.
- The DF name TLV Data Object of the currently selected application.
- No data returned.

11.1.2.2 Command parameters

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 Indication of application status (see table 11.8)
P2 See table 11.9
Le Empty, '00', or maximum length of data expected in response

Table 11.8: Coding of P1

b8 b7 b6 b5 b4 b3 |B2 bl Meaning

0 0 0 0 0 0 0 0 |No indication

0 0 0 0 0 0 0 1 |Current application is initialized in the terminal

0 0 0 0 0 0 1 0 [The terminal will initiate the termination of the current application

Table 11.9: Coding of P2

b8 b7 b6 b5 b4 b3 b2 b1 Meaning

0 0 0 0 0 0 0 0 |Response parameters and data are identical to the
response parameters and data of the SELECT
command

0 0 0 0 0 0 0 1 |The DF name TLV-object of the currently selected
application is returned
0 0 0 0 1 1 0 0 [No data returned

Any other value RFU
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11.1.3 READ BINARY

11.1.3.1 Functional description

This function reads a string of bytes from the current transparent EF. This function shall only be performed if the READ
access condition for this EF is satisfied.

Input:
. Relative address and the length of the string.
Output:

. String of bytes.

11.1.3.2 Command parameters

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2

P1 See table 11.10
P2 Offset low
Lc Not present
Data |Not present
Le Number of bytes to be read

Table 11.10: Coding of P1

b8 B7 b6 b5 b4 b3 b2 bl Meaning

0 X X X X X X X [b7 to bl is the offset to the first byte to read -
P2 is the low part of the offset

1 0 0 X X X X X [SFI referencing used, bl to b5 are the SFI
and P2 is the offset to the first byte to read

Response data:

Byte(s) Description Length
ltolLe Data read Le

11.1.4 UPDATE BINARY

11.1.4.1 Functional parameters

This function updates the current transparent EF with a string of bytes. This function shall only be performed if the
UPDATE access condition for this EF is satisfied. An update can be considered as a replacement of the string already
present in the EF by the string given in the update command.

Input:
. Relative address and the length of the string.
. String of bytes.

Output:

. None.
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11.1.4.2 Command parameters and data

Code Value

CLA  |As specified in clause 10.1.1

INS  |As specified in clause 10.1.2

Pl See table 11.10

P2 Offset low

Lc Length of the subsequent data field
Data |String of data to be updated

Le Not present

Coding of parameter P1 and P2 are identical to the coding of P1 and P2 in the READ BINARY command.
11.1.5 READ RECORD

11.15.1 Functional description

This function reads one compl ete record in the current linear fixed or cyclic EF. The record to be read is described by
the modes below. This function shall only be performed if the READ access condition for this EF is satisfied. The
record pointer shall not be changed by an unsuccessful READ RECORD function.

Four modes are defined:
CURRENT: The current record is read. The record pointer is not affected.
ABSOLUTE: Therecord given by the record number isread. The record pointer is not affected.

NEXT: The record pointer isincremented before the READ RECORD function is performed and the
pointed record is read. If the record pointer has not been previously set within the selected EF, then
READ RECORD (next) shall read the first record and set the record pointer to this record.

If the record pointer addresses the last record in alinear fixed EF, READ RECORD (next) shall
not cause the record pointer to be changed, and no data shall be read.

If the record pointer addresses the last record in a cyclic EF, READ RECORD (next) shall set the
record pointer to the first record in this EF and this record shall be read.

PREVIOUS:  Therecord pointer is decremented before the READ RECORD function is performed and the
pointed record is read. If the record pointer has not been previously set within the selected EF, then
READ RECORD (previous) shall read the last record and set the record pointer to this record.

If the record pointer addresses the first record in alinear fixed EF, READ RECORD (previous)
shall not cause the record pointer to be changed, and no data shall be read.

If the record pointer addresses the first record in a cyclic EF, READ RECORD (previous) shall set
the record pointer to the last record in this EF and this record shall be read.

Input:
. Mode, record number (absolute mode only) and the length of the record.
Output:

. The record.
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11.1.5.2 Command parameters

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2

P1 Record number
P2 Mode, see table 11.11
Lc Not present
Data  [Not present
Le Number of bytes to be read

Table 11.11: Coding of P2

b8 b7 b6 b5 b4 b3 b2 bl Meaning
0 0 0 0 0 - - - |Currently selected EF
X X X X X Short File identifier (from 1 to 30)

Next record

Previous record

Absolute/current mode, the record number is given in
P1 with P1="00" denoting the current record

1

.

1

1

1
oo
o|r ||
olr|o|:

For the modes "next" and "previous' P1 has no significance within the scope of the present document and shall be set to
'00' by the terminal.

Response data:

Byte(s) Description Length
ltolLe Data read Le

11.1.6 UPDATE RECORD

11.16.1 Functional description

This function updates one specific, complete record in the current linear fixed or cyclic EF. This function shall only be
performed if the UPDATE access condition for this EF is satisfied. The UPDATE can be considered as a replacement

of the relevant record data of the EF by the record data given in the command. The record pointer shall not be changed
by an unsuccessful UPDATE RECORD function.

The record to be updated is described by the modes below. Four modes are defined of which only PREVIOUS is
allowed for cyclic files:

CURRENT: The current record is updated. The record pointer is not affected.
ABSOLUTE: Therecord given by the record number is updated. The record pointer is not affected.

NEXT: The record pointer isincremented before the UPDATE RECORD function is performed and the
pointed record is updated. If the record pointer has not been previously set within the selected EF,
then UPDATE RECORD (next) shall set the record pointer to the first record in this EF and this
record shall be updated. If the record pointer addresses the last record in alinear fixed EF,
UPDATE RECORD (next) shall not cause the record pointer to be changed, and no record shall be
updated.

PREVIOUS:.  For alinear fixed EF the record pointer is decremented before the UPDATE RECORD functionis
performed and the pointed record is updated. If the record pointer has not been previoudy set
within the selected EF, then UPDATE RECORD (previous) shall set the record pointer to the last
record in this EF and this record shall be updated. If the record pointer addresses the first record in
alinear fixed EF, UPDATE RECORD (previous) shall not cause the record pointer to be changed,
and no record shall be updated.
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For acyclic EF the record containing the oldest datais updated, the record pointer is set to this
record and this record becomes record number 1.

Input:
. Mode, record number (absolute mode only) and the length of the record.
. The data used for updating the record.

Output:

° None.

11.1.6.2 Command parameters and data

Code Value

CLA  |As specified in clause 10.1.1

INS |As specified in clause 10.1.2

P1 Record number

P2 Mode, see table 11.11

Lc Length of the subsequent data field
Data |String of data to be updated

Le Not present

Coding of parameter P2 isidentical to the coding of P2 in READ RECORD command.

For the modes "next" and "previous' P1 has no significance and shall be set to '00' by the terminal.

11.1.7 SEARCH RECORD

11.1.7.1 Functional description

This function searches through alinear fixed or cyclic EF to find record(s) containing a specific pattern. This function
shall only be performed if the READ access condition for this EF is satisfied. The search starts:

. either at the first byte of the record(s) (simple search); or
e fromagiven offset in the record(s); or
. from the first occurrence of a given byte in the record(s).

The response is either empty or contains the, up to the Le specified number of, record number(s) of the records that
matches the search in the selected EF.

If one or more matches are found the record pointer shall be set to the first record where the search pattern was found.
Input:
. Search mode (simple/enhanced).

° Offset.
. Peattern.
Output:

. either none, if Le is empty or no matchesisfound; or
e at most the number of record(s) number(s) defined in Le.

If no match isfound, either status word '9000' or the warning status '6282' shall be returned. The terminal might not
send a GET RESPONSE command (see clause 7.3.1.1.4) after warning status '6282'.
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NOTE: Releasesearlier than Rel-13 allowed other status words.

11.1.7.2 Command parameters and data

Code Value
CLA  |As specified in clause 10.1.1
INS |As specified in clause 10.1.2
P1 Record number (‘00" indicates: current record)
P2 See table 11.12
Lc Length of the subsequent data field
Data |- Simple search: search string
- Enhanced search: search indication (2 bytes) followed by search string
- Proprietary search: proprietary data
Le Empty or maximum length of response data

Table 11.12: Coding of P2

b8 b7 b6 b5 b4 b3 b2 bl Meaning

0 0 0 0 0 - - - |Currently selected EF

X X X X X - - - Short File Identifier

1 1 1 1 1 - - - |RFU

- - - - - 0 X X |RFU (see note)

- - - - - 1 0 X |Simple search. Usage of P1 as a record number
- 1 0 0 |Start forward search from record indicated in P1

- - - - - 1 0 1 [Start backward search from record indicated in P1

- - - - - 1 1 0 [Enhanced search - see table 11.13

- - - - - 1 1 1 |Proprietary search

NOTE:  This value is reserved by ISO/IEC 7816-4 [12].

Table 11.13: Coding of the first byte of the search indication for enhanced search mode

b8 b7 b6 b5 b4 b3 b2 bl Meaning
0 0 0 0 0 - - - |The search starts in the record from the offset (absolute
position) given in the second byte of the search indication
0 0 0 0 1 - - - |The search starts in the record after the first occurrence of
the value contained in the second byte of the search
indication
- - - - - 0 X X [RFU (see note)
- - - - - 1 X X |Usage of value of P1 as a record number
- - - - - 1 0 0 |Start forward search form record indicated in P1
- - - - - 1 0 1 |Start backward search form record indicated in P1
- - - - - 1 1 0 [Start forward search from next record
- - - - - 1 1 1 |Start backward search form previous record
Any other value RFU
NOTE:  This value is reserved by ISO/IEC 7816-4 [12].

For the modes "forward search from next record" and "backward search from previous record", P1 has no significance
within the scope of the present document and shall be set to '00'.

Response data:
Byte(s) Description Length
OtolLe Record number(s) Le
NOTE: If Le is empty no record numbers will be returned.
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11.1.8 INCREASE

11.1.8.1 Functional description

This function adds the value given by the terminal to the value of the last increased/updated record of the current cyclic
EF, and stores the result into the oldest record. The record pointer is set to this record and this record becomes record
number 1. This function can only be used if this EF has an INCREA SE access condition assigned and this condition is
fulfilled. The INCREASE access condition is indicated in the access rules using AM_DO tag '84'. Tag '84' indicates that
the INS code for the INCREASE command is indicated as the value in the TLV object (instruction code '32"). The
INCREA SE command can only be used on files that refer to an access rule where this INS code is indicated as part of
therule.

The function does not perform the increase if the result would exceed the maximum val ue of the record (represented by
al bytes set to 'FF').

Input:
e  Valueto be added.
Output:
e  Valueof theincreased record.

° Value which has been added.

11.1.8.2 Command parameters and data

Code Value

CLA  |As specified in clause 10.1.1

INS |As specified in clause 10.1.2

Pl See table 11.14

P2 ‘00!

Lc Length of the subsequent data field
Data |Value to be added

Le Length of the response data

Table 11.14: Coding of P1

b8 b7 b6 b5 b4 b3 b2 bl Meaning

0 0 0 0 0 0 0 0 [Increase the currently selected EF

1 0 0 X X X X X [SFI referencing used, bl to b5 are the SFI
NOTE:  All other values are RFU.

In this command, Lc isrestricted to 0 < Lc¢ < 128 and the maximum record length is limited to 127 bytes.

Response data:
Byte(s) Description Length
1to X Value of the increased record X
X+ 1to X+ Lc |Value which has been added Lc
NOTE: X denotes the length of the record.
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11.1.9 VERIFY PIN

11.19.1 Functional description

11.1.9.1.1 PIN verification

This function initiates the comparison in the UICC of the PIN verification data sent from the terminal with the PIN
reference data stored in the card. The security status set as aresult of the verification is valid regardless on which
logical channel the verification is performed. The verification processis subject to the following conditions being
fulfilled:

. PIN is not disabled;
° PIN is not blocked.

If the access condition for afunction to be performed on the last selected fileis PIN, then a successful verification of the
relevant PIN is required prior to the use of the function on this file unless the PIN is disabled.

If the PIN presented is correct, the number of remaining PIN attempts for that PIN shall be reset to itsinitial value 3.

If the PIN presented is false, the number of remaining PIN attempts for that PIN shall be decremented, regardiess on
which logical channel the VERIFY PIN command was issued. The UICC shall return SW1 SW2 ='63C2' after the first
false PIN presentation. The UICC shall return SW1 SW2 ='63C1' after the second consecutive false PIN presentation,
not necessarily in the same card session. After the third consecutive false PIN presentation, not necessarily in the same
card session, the respective PIN shall be blocked and the UICC shall return SW1 SW2 ='63C0'. Any subsequent
VERIFY PIN command applied to this blocked PIN shall then return SW1 SW2 ='6983'. The access condition can
never be fulfilled until the UNBLOCK PIN function has been successfully performed on the respective PIN.

Input:
. Indication PIN.
Output:

° None.

11.1.9.1.2 PIN retry counter

The VERIFY PIN with empty datafield is used to retrieve the PIN retry counter from the UICC. Thisfunctionis
performed whether or not the relevant PIN is disabled or blocked (e.g. by 3 consecutive wrong PIN presentations).

The VERIFY PIN command is sent to the UICC with parameter P2 indicating the PIN for which the retry counter value
isto be retrieved with an empty datafield. The number of retries, if any, isindicated in the response by SW1
SW2 ='63CX', where X indicates the number of retries | eft.

A VERIFY PIN command with empty data field applied to a blocked PIN shall return SW1 SW2 ='63C0' or SW1
SW2 ='6983..

Input:

. Empty.
Output:

. None.

ETSI



Release 15 103 ETSI TS 102 221 V15.0.0 (2018-07)

11.1.9.2 Void

11.1.9.3 Command parameters

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 '00'
P2 Qualifier of the reference data, see table 11.15
Lc Empty or '08'
Data [EMPTY or PIN value
Le Not present

Table 11.15: Coding of P2

b8 b7 b6 b5 b4 b3 b2 bl Meaning
0 0 0 0 0 0 0 0 [Not supported

0 Global reference data (e.g. MF specific PIN)

1 - - - - - - - |Specific reference data (e.g. DF
specific/application dependent PIN)

- X X - - - - - 1'00' (other values are RFU)

- - - X X X X X |Reference data number

Thefive least significant bits of parameter P2 specify the PIN key reference number (see clause 9.5.1 for permissible
values).

Command data:

Byte(s) Description Length
1t08 PIN value 8

11.1.10 CHANGE PIN

11.1.10.1  Functional description

The Change PIN command is used to initiate the comparison of the verification data with the PIN, and then to
conditionally replace the existing PIN with the new PIN sent to the UICC in the command. Once successfully changed
on alogical channel, the new value isimmediately available to all channels.

This function assigns a new value to the relevant PIN subject to the following conditions being fulfilled:
J PIN is not disabled;
o PIN isnot blocked.

The old and new PIN shall be presented.

If the old PIN presented is correct, the number of remaining PIN attempts for that PIN shall be reset to itsinitial value 3
and the new value for the PIN becomes valid.

If the old PIN presented is false, the number of remaining PIN attempts for that PIN shall be decremented and the value
of the PIN is unchanged. After 3 consecutive false PIN presentations, not necessarily in the same card session, the
respective PIN shall be blocked and the access condition can never be fulfilled until the UNBLOCK PIN function has
been performed successfully on the respective PIN.

Input:

. Indication of PIN, old PIN, new PIN.
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Output:

. None.

11.1.10.2 Command parameters

Code Value
CLA  |As specified in clause 10.1.1
INS |As specified in clause 10.1.2
P1 ‘00!
P2 As specified for the VERIFY PIN command, see clause 11.1.9
Lc Length of the subsequent data field = '10'
Data [Old PIN value, new PIN value
Le Not present

NOTE: "Change PIN" is named "exchange reference data”’ in ISO/IEC 7816-4 [12].

Byte(s) Description Length
1to8 Old PIN value 8
9to 16 New PIN value 8

11.1.11 DISABLE PIN

11.1.11.1  Functional description

The Disable PIN command is used to switch off the requirement to compare the PIN verification data with the PIN
reference data. The command also allows an indication whether to use an aternative global key reference, if enabled, or
not when the application PIN is disabled. For universal PIN definition see clause 9.4.1. Usage of an aternative global
key reference for user verification isindicated in parameter P1. If an alternative global key referenceisused asa
replacement for the application PIN, the usage qualifier in the PS_DO template data object for the aternative globa key
referenceis set to 'use’' = '08'. The verification of the alternative global key reference shall be performed instead of the
application PIN verification to get access to the application.

The UICC shall perform avalidation of the SE after the successful execution of this command as the current SE may
have changed and this shall affect the accessto files.

NOTE 1: The access rules for the application have to cater for the case that an alternative global key reference
replaces the application PIN. It is the responsibility of the application to specify this.

The successful execution of this function has the effect that files protected by PIN are now accessible asif they were
marked "ALWAY S", except in the case where the alternative global key reference isto be used as a replacement for the
disabled PIN. In this case the access condition for files containing only areference to the disabled PIN is the alternative
global key reference. For files having more than one global key reference indicated in the access rules the access
conditionis"ALWAY S" after disabling on of the key references used in the access rules. The function DISABLE PIN
shall not be executed by the selected application when PIN is already disabled or blocked.

NOTE 2: Every application hasto specify whether this function is applicable to all PINs defined for the application.

If the PIN presented is correct, the number of remaining PIN attempts shall be reset to itsinitial value 3 and PIN shall
be disabled.

If the PIN presented is false, the number of remaining PIN attempts shall be decremented and PIN remains enabled.
After 3 consecutive false PIN presentations, not necessarily in the same card session, the PIN shall be blocked and the
access condition can never be fulfilled until the UNBLOCK PIN function has been successfully performed on PIN.

[ nput:
. PIN.
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Output:

. None.

11.1.11.2  Command parameters

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 See table 11.16
P2 As specified for the VERIFY PIN command, see clause 11.1.9
Lc Length of the subsequent data = '08'
Data _|PIN value
Le Not present

Table 11.16: Coding of P1

o
o0}
o
\‘
o
(o)}
o
(6)]
o
S

b3 b2 bl Meaning

0 0 0 0 0 0 0 [Verification data present in data field

0 0 1 |Reserved by ISO/IEC 7816-4 [12]

- Verification data present, and use reference
data number as verification replacement

- X X - - - - - |'00' (other values are RFU)

- - - X X X X X [Global key reference data number

|l (=] (@]

N (=]
o
o
o

The five least significant bits of parameter P2 specify the PIN key reference number (see clause 9.5.1 for permissible
values).

Command data:

Byte(s) Description Length
1t08 PIN value 8

11.1.12 ENABLE PIN

11.1.12.1  Functional description

The Enable PIN command is used to switch on the requirement to compare the PIN verification data with the PIN
reference data. It isthe reverse function of DISABLE PIN. If an aternative global key reference has been used asa
replacement for the application PIN, the usage of the alternative global key reference as a replacement shall be disabled
upon enabling the PIN for which the alternative global key reference has been a replacement (setting the usage qualifier
inthe PS_DO template data object for the aternative global key reference to do not use = '00).

The UICC shall perform avalidation of the SE after the successful execution of this command as the current SE may
have changed and this shall affect the accessto files.

The function ENABLE PIN shall not be executed by the selected application when PIN is already enabled or blocked.
Every application shall specify whether this function is applicable to al PINs defined for the application.

If the PIN presented is correct, the number of remaining PIN attempts shall be reset to itsinitial value 3 and PIN shall
be enabled.

If the PIN presented is false, the number of remaining PIN attempts shall be decremented and PIN remains disabled.
After 3 consecutive false PIN presentations, not necessarily in the same card session, PIN shall be blocked and may
optionally be set to "enabled". Once blocked, the PIN can only be unblocked using the UNBLOCK PIN function. If the
PIN isblocked and "disabled", the access condition shall remain granted. If the PIN is blocked and "enabled", the
access condition can never be fulfilled until the UNBLOCK PIN function has been successfully performed on PIN.
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Input:

. PIN.
Output:

. None.

11.1.12.2  Command parameters

Code Value
CLA |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 '00'
P2 As specified for the VERIFY PIN command, see clause 11.1.9
Lc Length of the subsequent data = '08'
Data _|PIN value
Le Not present

Command data:

Byte(s) Description Length
1to8 PIN value 8

11.1.13 UNBLOCK PIN

11.1.13.1  Functional description

11.1.13.1.1 PIN unblocking

Thisfunction is used to reset the PIN retry counter to itsinitial value and then to conditionally set a new PIN value.
This function may be performed whether or not the relevant PIN is blocked (e.g. by 3 consecutive wrong PIN
presentations). This unblocking process is subject to the following condition being fulfilled:

. UNBLOCK PIN is not blocked.

If the UNBLOCK PIN presented is correct, the value of the PIN, presented together with the UNBLOCK PIN, is
assigned to that PIN, the number of remaining UNBLOCK PIN attempts for that UNBLOCK PIN isreset to itsinitial
value 10 and the number of remaining PIN attempts for that PIN isreset to itsinitial value 3. After a successful
unblocking attempt the PIN is enabled and the relevant access condition level is satisfied the new PIN value is available
for al channels.

If the presented UNBLOCK PIN isfalse, the number of remaining UNBLOCK PIN attempts for that UNBLOCK PIN,
regardless on which logical channel the UNBLOCK PIN command was issued, shall be decremented. The UICC shall
return SW1 SW2 ='63C9, '63C8,, ..., '63C1' for up to the ninth consecutive false UNBLOCK PIN presentation, not
necessarily in the same card session. After the tenth consecutive false UNBLOCK PIN presentation, not necessarily in
the same card session, the respective UNBLOCK PIN shall be blocked and the UICC shall return SW1 SW2 ='63C0'.
Any subsequent UNBLOCK PIN command applied to this blocked UNBLOCK PIN shall then return

SW1 SW2 ='6983. A false UNBLOCK PIN shall have no effect on the status of the respective PIN itself.

Input:
. Indication PIN, the UNBLOCK PIN and the new PIN.
Output:

. None.
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11.1.13.1.2 UNBLOCK PIN retry counter

The UNBLOCK PIN command with empty data field is used to retrieve the UNBLOCK PIN retry counter from the
UICC. Thisfunction may be performed whether or not the relevant PIN is blocked (e.g. by 3 consecutive wrong PIN
presentations) and whether or not the UNBLOCK PIN is blocked.

The UNBLOCK PIN command is sent to the UICC with parameter P2 indicating the PIN for which the UNBLOCK
PIN retry counter value isto be retrieved with an empty datafield. The number of retries, if any, isindicated in the
response by SW1 SW2 ='63CX', where X indicates the number of retries left.

AnUNBLOCK PIN command with empty datafield applied to ablocked UNBLOCK PIN shall return
SW1 SW2 ="63C0' or SW1 SW2 ='6983..

Input:

. Empty.
Output:

. None.

11.1.13.2  Void

11.1.13.3 Command parameters

Code Value
CLA |As specified in clause 10.1.1
INS |As specified in clause 10.1.2
P1 '00'
P2 As specified for the VERIFY PIN command (see clause 11.1.9)
Lc Empty or '10'
Data |Empty or UNBLOCK PIN value, new PIN value
Le Not present

Command data:

Byte(s) Description Length
1t08 UNBLOCK PIN value 8
9to 16 New PIN value 8

11.1.14 DEACTIVATE FILE

11.1.14.1  Functional description

Thisfunction initiates a reversible deactivation of an EF. After a DEACTIVATE FILE function the respective flag in
thefile LCSI_DO shall be changed accordingly. This function shall only be performed if the DEACTIVATE FILE
access condition for the EF is satisfied.

In case of successful execution of the command, the EF on which the command was applied becomes the current EF.
After an unsuccessful execution, the current EF and current DF shall remain the same as prior to the execution.

A deactivated file shall no longer be available within the selected application for any function except for the SELECT
and the ACTIVATE FILE functions.

Input:

. File 1D, path or empty.
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11.1.14.2  Command parameters

Code Value

CLA  |As specified in clause 10.1.1

INS |As specified in clause 10.1.2

P1 selection control, see table 11.17

P2 00

Lc Length of subsequent data field or empty

Data |File ID or path to file, according to P1

Le Not present

Table 11.17: Coding of P1

b8 b7 b6 b5 b4 b3 |b2 bl Meaning

0 0 0 0 0 0 0 0 |Select EF by file id

0 0 0 0 1 0 0 0 [Select by path from MF

0 0 0 0 1 0 0 1 |Select by path from current DF
NOTE:  All other values are RFU.

If P1=P2="00"and the datafield is empty, then the command applies on the current EF.

11.1.15 ACTIVATE FILE

11.1.15.1  Functional description

This function reactivates a deactivated EF. After an ACTIVATE FILE function the respective flag in the file LCSI_DO
shall be changed accordingly. This function shall only be performed if the ACTIVATE FILE access condition for the

EF is satisfied.

In case of successful execution of the command, the EF on which the command was applied becomes the current EF.

After an unsuccessful execution, the current EF and current DF shall remain the same as prior the execution.

Input:

. File 1D, path or empty.

Output:

. None.

11.1.15.2  Command parameters

Code Value
CLA  |As specified in clause 10.1.1
INS |As specified in clause 10.1.2
P1 As specified for the DEACTIVATE command (see clause 11.1.14.2)
P2 00
Lc Length of subsequent data field or empty
Data |File ID or path to file, according to P1
Le Not present

If P1=P2="00" and the datafield is empty, then the command applies on the current EF.

ETSI



Release 15 109 ETSI TS 102 221 V15.0.0 (2018-07)

11.1.16 AUTHENTICATE

11.1.16.1  Functional description

An appropriate application shall be selected in the UICC before issuing this command. The function initiates the
computation of authentication data by the UICC using a challenge sent from the terminal and a secret stored in the
UICC. This command can be used with an EVEN or an ODD instruction (INS) code.

The EVEN instruction code can be used when the challenge data provided by the terminal isnot TLV encapsulated data
and the length of the challenge data provided by the terminal isless than 256 bytes.

The support of the ODD instruction code is application specific. It is used when challenge and response datais TLV
encapsulated regardless of their length. Terminals and UICCs that do not support applications requiring TLV format do
not have to support AUTHENTICATE command with ODD instruction code.

EVEN INS code
Input:
. Challenge data.
Output:
e  Authentication and ciphering data.
ODD INS code

The authentication data and the authentication response data are encapsulated in BER-TLV objects structured as defined
in clause 11.3 using tag '73' for BER-TLV structured data and tag '53' otherwise.

This command can chain successive blocks of authentication data, with a maximum size of 255 bytes each, required for
one authentication operation using P1 to indicate the first/next block. The terminal performs the segmentation of the
data, and the UICC the concatenation of the data. The first AUTHENTICATE APDU is sent with P1 indicating "First
block of authentication data". Following AUTHENTICATE APDUs are sent with P1 indicating "Next block of
authentication data". Aslong as the UICC has not received all segments of the authentication data it shall answer with
SW1 SW2 '63 F1'. When all segments of the authentication data are received, the UICC answer with SW1 SW2 '62 F3'.

The authentication response datais retrieved from the UICC using one or more separate AUTHENTICATE APDUs
with the same chaining mechanism as for the authentication data. The UICC performs the segmentation of the data, and
the terminal the concatenation of the response data. The first AUTHENTICATE APDU is sent with P1 indicating "First
block of authentication response data'. When the UICC receives this first AUTHENTICATE APDU with P1 indicating
"First block of authentication response data’, it shall perform the command and cal culate the authentication response.
Following AUTHENTICATE APDUs are sent with P1 indicating "Next block of authentication response data'. Aslong
asthe UICC has not sent all segments of the authentication response data it shall answer with SW1 SW2 '62 F1'. When
all segments of the authentication response data are sent, the UICC shall answer with SW1 SW2 '90 00'.

The terminal may issue an AUTHENTICATE APDU indicating "retransmit previous block of authentication data"' or
"retransmit previous block of authentication response data". Except for P1 the terminal shall use the same parameters as
in the previous command.

NOTE:  This mechanism avoids repeating of awhole chain, if a problem is detected by the terminal after a
substantial part of the segmented object was aready transmitted.

If P1 indicates "First block of authentication data' or "Next block of authentication data":
Input:

e  Authentication data encapsulated in aBER-TLV data object.
Output:

. None.
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If P1 indicates "First block of authentication response data" or "Next block of authentication response data'':
Input:

. None.
Output:

e Authentication response data encapsulated in aBER-TLV data object.

11.1.16.2 Command parameters and data

EVEN INS code:

Code Value

CLA  |As specified in clause 10.1.1

INS  |As specified in clause 10.1.2

P1 ‘00!

P2 See table 11.18

Lc Length of the subsequent data field
Data |Authentication related data

Le Length of the response data

NOTE 1: Parameter P1 ='00" indicates that no information on the algorithm is given. The algorithm isimplicitly
known in the context of the selected application.

Table 11.18: Coding of P2

b8 b7 b6 b5 b4 b3 b2 Bl Meaning

0 0 0 0 0 0 0 0 [No information given

0 Global reference data (e.g. MF specific KEY)
1 - - - - - - - |Specific reference data (e.g. DF

specific/application dependent KEY)
B X X - - - - - |'00" (other values are RFU)
- - - X X X X X [Reference data number

The five least significant bits of parameter P2 specify the PIN key reference number (see clause 9.5.1 for permissible
values).

NOTE 2: Parameter P2 ='00" indicates that no information on the key is given. The key isimplicitly known in the
context of the selected application.

Command data:

Byte(s) Description Length
ltolc Authentication related data (see note) Lc
NOTE: The command data shall be specified by each application specific document.

Response data (generic):
Byte(s) Description Length
ltole Authentication related data (see note) Le
NOTE: The response data shall be specified by each application specific document.

ODD INS code:
P1 indicates "First block of authentication data" or "Next block of authentication data":

Code Value
CLA  |As specified in clause 10.1.1
INS |As specified in clause 10.1.2
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Code Value

P1 See table 11.18a

P2 See table 11.18

Lc Length of the subsequent data field
Data |Authentication related data

Le Not present

Pl indicates "First block of authentication response data" or "Next block of authentication response data":

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 See table 11.18a
P2 See table 11.18
Lc Not present
Data  [Not present
Le Length of the response data
Table 11.18a: Coding of P1
b8 b7 b6 b5 b4 b3 b2 bl Meaning
0 0 0 0 0 [Parameter P1 = 'XXX0 0000' indicates that no information
on the algorithm is given. The algorithm is implicitly known
in the context of the selected application
X X X X X |Reserved for information on the algorithm to be used by
the authenticate command
1 0 0 - - - - - |First block of authentication data
0 0 0 - - - - - |Next block of authentication data
0 1 0 - - - - - |Retransmit previous block of authentication data
1 0 1 - - - - - |First block of authentication response data
0 0 1 - - - - - |Next block of authentication response data
0 1 1 - - - - - |Retransmit previous block of authentication response data
Command data:
Byte(s) Description Length
1toLc TLV encapsulated authentication related data, possibly Lc
segmented (see note)
NOTE: The command data shall be specified by each application specific document.

Response data (generic):

Byte(s) Description Length
ltolLe [TLV encapsulated authentication response related data, possibly segmented (see note) Le
NOTE: The response data shall be specified by each application specific document.

11.1.17 MANAGE CHANNEL

11.1.17.1

Functional description

This command opens and closes logical channels. The open function opens anew logical channel other than the basic
channel '0'. The UICC shall support channel number assignment by the UICC. If the TERMINAL CAPABILITY
command with the tag '81' (Extended logical channelsterminal support) is not sent by the terminal then the UICC shall
not open more than 3 logical channelsin addition to the basic channel. The UICC shall first assign channel numbersin
the range 1 to 3 before assigning the extended logical channels number (i.e. from 4 to 19). The close function explicitly
closes alogical channel. When a channel has been successfully closed, the channel can be reassigned. The basic logical

channel '0' is always available and cannot be closed.
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Input:

. None.
Output:

. None; or

e thechannel number of the logical channel assigned by the UICC.

11.1.17.2  Command parameters and data

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 Logical channel operation code, see table 11.19
P2 See table 11.20
Lc Not present
Data  [Not present
Le Not present or length of expected data

Table 11.19: Coding of P1

b8 b7 b6 b5 b4 b3 b2 b1 Meaning

0 0 0 0 0 0 0 0 [Open logical channel

1 0 0 0 0 0 0 0 [Close logical channel
NOTE:  All other values are RFU.

Table 11.20: Coding of P2

b8 | b7 [b6 | b5 [b4 | b3 | b2 [bl Meaning
If P1="00": Logical channel to be internally assigned by the UICC
If P1#'00": reserved

o
o
o
o
o
o
o
o

0 0 0 0 0 0 0 1 [Logical channel number 1
0 0 0 0 0 0 1 0 |Logical channel number 2
0 0 0 0 0 0 1 1 [Logical channel number 3
0 0 0 - - - - S

0 0 0 1 0 0 1 1 [Logical channel humber 19

NOTE 1: All other values are RFU.
NOTE 2: values '01', '02', '03, ... '13" are valid only with P1="80".

Response data:

Byte(s) Description Length
1 Logical channel number 1

Response data shall only be returned if the value of the parameters P1-P2 of the command is '0000".

11.1.18 GET CHALLENGE

11.1.18.1  Functional description

This function is used to create arandom number. The generated random number is associated with the logical channel
specified in the GET CHALLENGE command CLA. The maximum length of the random number returned by the
UICC is specified by the Le parameter in the command parameters data.

The quality of the random number generated by this command is determined by the application and is outside the scope
of the present document.
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The generated random number may be used internally by the UICC in procedures specified by the application. The
validity of the random number is at least for the next command, on the same logical channel, following the GET
CHALLENGE command if not specified differently by the application. The random number referenced is always the
latest generated on the logical channel specified in the CLA by the command referencing the usage of a generated

random number.
Input:

. None.
Output:

. Random number.

11.1.18.2 Command parameters and data

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 '00'
P2 '00'
Lc Not present
Data _|Not present
Le Maximum length of response data

Response data:

Byte(s) Description Length
ltolr Random number Lr

11.1.19 TERMINAL CAPABILITY

11.1.19.1  Functional description
This function is used to inform the UICC about terminal capability.

As aprecondition to all the provisionsin subsequent sub-clauses, this command shall not be issued by the terminal if
the Terminal capability mechanism is not indicated inside the supported system command field; see clause 11.1.1.4.6.8.

Input:
e  Terminal capabilities.
Output:

U None.
11.1.19.2 Command parameters and data

11.1.19.2.0 Base coding

Code Value

CLA  |As specified in clause 10.1.1

INS |As specified in clause 10.1.2

P1 ‘00!

P2 ‘00"

Lc Length of the subsequent data field
Data |Command data

Le Not present

Command data:

The command data are organized inside the constructed TLV object for terminal capability information:
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Byte(s) Description Length
1 Terminal capability constructed Tag = 'A9' 1
2 Length 1
3to 2+X Proprietary data, constructed X

Thefollowing TLV objects are defined for the terminal capability template (tag 'A9"). Additional private TLV objects
(bits b7 and b8 of the first byte of the tag set to 1) may be present after the TLV objects defined in this clause.

Description Tag Clause
Terminal power supply '80' 11.1.19.2.1
Extended logical channels terminal support '81' 11.1.19.2.2
Additional interface support ‘82’ 11.1.19.2.3
eUICC-related capabilities '83' 11.1.19.2.4

11.1.19.2.1 Terminal power supply

Terminals shall issue the TERMINAL CAPABILITY command with aterminal power supply TLV object during a new
card session before the first application selection.

The terminal power supply isindicated by tag ‘80" within the constructed TLV object. The first byte indicates the actual
used supply voltage class. The coding of this byte is the same as for the supply voltage classindication in the ATR, see
table 6.1. Unused bits are set to RFU. The second byte indicates the maximum available power supply in mA for the
actual used supply voltage class.

Byte(s) Description Value Length
1 Tag '80' 1
2 Length '03' 1
3 Actual used Supply voltage class 1
4 Maximum available power supply of the terminal '0A'" to '3C' 1
5 Actual used clock frequency '0A' to 'FF' 1

The actual used clock frequency is coded in Hexadecimal format. The resolution is0,1 MHz, i.e. '0A'is1 MHz and 'FE'
is 25,4 MHz. The value 'FF' indicates that no clock frequency is indicated.

For the Maximum available power supply of the terminal, it is advised that terminal only uses values corresponding to
10 mA, 30 mA and 60 mA.

11.1.19.2.2 Extended logical channels terminal support

Terminals supporting more logical channels than the standard logical channels shall indicate it to the UICC by issuing
the TERMINAL CAPABILITY command with an extended logical channels terminal support TLV object during a new
card session before the first application selection.

The present document only allows an extended logical channelsterminal support TLV with zero length. In order to
allow future extensions of this TLV, a UICC implemented according to the present document shall interpret any
extended logical channelsterminal support TLV asif it was sent with zero length.

The extended logical channels terminal support isindicated by tag ‘81" within the constructed TLV object.

Byte(s) Description Value Length
1 Tag ‘81 1
2 Length ‘00’ 1

11.1.19.2.3 Additional interfaces support

Terminals supporting an interface in addition to the interface defined in the present document and present in the list
below (e.g. the UICC-CLF interface as defined in ETSI TS 102 613 [19]) shall indicate it to the UICC by issuing the
TERMINAL CAPABILITY command with an additional interface support TLV object during a new card session
before the first application selection.
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In order to allow future extensions of this TLV, a UICC implemented according to the present document shall ignore
any additional bytesinthe TLV.

The additional interfaces support isindicated by tag '82' within the constructed TLV object.

Byte(s) Description Value Length
1 Tag '82' 1
2 Length ‘01 1
3 Additional interface, see table 11.20a 1

Table 11.20a: Coding of additional interfaces

b8 | b7 |b6 [b5 |b4 |b3 |b2 [bl Meaning

- - - - - - - 1 [UICC-CLF interface according to ETSI TS 102 613 [19] supported

0 |UICC-CLF interface according to ETSI TS 102 613 [19] not supported
RFU

11.1.19.2.4 Additional Terminal capability indications related to eUICC

Terminals supporting eUl CC functionality, as defined in ETSI TS 103 383 [30], shall indicate it to the UICC by issuing
the TERMINAL CAPABILITY command with an additional terminal capability indication related to eUICC TLV
object during a new card session before the first application selection.

In order to allow future extensions of this TLV, a UICC implemented according to the present document shall ignore
any additional bytesinthe TLV.

The terminal capability indications related to eUICC are indicated by tag ‘83" within the constructed TLV object.

Byte(s) Description Value Length
1 Tag '83' 1
2 Length ‘01 1
3 eUICC capabilities, see table 11.20b 1

Table 11.20b: Coding of eUICC capabilities

b8 [b7 | b6 |b5 [b4 |b3 |b2 [bl Meaning

- - - - - - - 1 [Local Profile management is supported

0 |Local Profile management is not supported
Profile Download is supported

Profile Download is not supported

- |Reserved

RFU

1 | O |
'

11.1.20 MANAGE SECURE CHANNEL

11.1.20.1
This command performs the functionality specified by ETSI TS 102 484 [20] to manage APDU based secure channels.

General functional description

P1 determines which sub procedure is required, the P2 parameter value meaning is specific to each P1 value. The
command and response data are encapsulated in BER-TLV objects structured as defined in clause 11.3 using tag '73' for
BER-TLV structured data and tag '53' otherwise.
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This command can chain successive blocks of command data, if present, with a maximum size of 255 bytes each,
required for one operation using P2 to indicate the first/next block. The terminal performs the segmentation of the data,
and the UICC the concatenation of the data. The first MANAGE SECURE CHANNEL APDU is sent with P2
indicating "First block of command data". Following MANAGE SECURE CHANNEL APDUs are sent with P2
indicating "Next block of command data". Aslong asthe UICC has not received all segments of the command data it
shall answer with SW1 SW2 '63 F1'. When all segments of the command data are received and if the command
produces a response, the UICC shall answer with SW1 SW2 '62 F3'.

The command response data is retrieved from the UICC using one or more separate MANAGE SECURE CHANNEL
APDUs with the same chaining mechanism as for the command data. The UICC performs the segmentation of the data,
and the terminal the concatenation of the response data. The firss MANAGE SECURE CHANNEL APDU is sent with
P2 indicating "First block of response data”. Following MANAGE SECURE CHANNEL APDUs are sent with P2
indicating "Next block of response data". Aslong as the UICC has not sent all segments of the response data it shall
answer with SW1 SW2 '62 F1'. When all segments of the response data are sent, the UICC shall answer with

SW1 SW2'90 00

The following P1 values are defined:

Table 11.21a: Coding of P1

b8 b7 b6 b5 b4 b3 b2 bl Meaning
- - - - - 0 0 0 [Retrieve UICC Endpoints

- - - - 0 0 0 1 |Establish SA - Master SA

- - - - 0 0 1 0 |Establish SA - Connection SA
- - - - 0 0 1 1 |Start Secure Channel

- - - - 0 1 0 0 [Terminate secure channel SA
- - - - All other values RFU

X X X X - | - [ - [ - [RFU (shall be setto 0)

Each sub procedure indicated by P1 is defined below.

The following P2 values are defined:

Table 11.21: Coding of P2

b8 b7 b6 b5 b4 b3 b2 bl Meaning

1 0 0 - - - - - |First block of command data

0 0 0 - - - - - [Next block of command data

0 1 0 - - - - - |Retransmit previous block of command data
1 0 1 - - - - - |First block of response data

0 0 1 - - - - - [Next block of response data

0 1 1 - - - - - |Retransmit previous block of response data
All other values - - - - - |RFU

- -] - X X X X X |RFU (shall be set to 0)

RFU bitsin P1 and P2 shall be ignored by the UICC.
11.1.20.2  Retrieve UICC Endpoints

11.1.20.2.0 Introduction

Clause 11.1.20.2 defines the MANAGE SECURE CHANNEL function and coding when P1 = 'Retrieve UICC
Endpoints’.

11.1.20.2.1 Functional description

This command allows the terminal to retrieve alist of secure channel endpoints from the UICC as defined in ETSI

TS 102 484 [20] and the maximum data container size available for the TRANSACT DATA command. In order to
retrieve the end point information P2 is set to "First block of response data" or in case of the response data longer than
255 bytes following blocks are retrieved be setting P2 to "Next block of response data’'.
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If thiscommand is sent via any existing secure channel, then the endpoints returned shall be the end points that are
currently available at the UICC end of this secure channel.

If there are endpoints available on the UICC, then an "Endpoint information” TLV shall be present for each available
endpoint.

If the remaining Response is greater than 255 Bytes then the next 255 bytes shall be returned and the SW1 SW2 shall be
set to "More data available”.

If the remaining Response is less than or equal to 255 bytes then all of the bytes shall be returned and SW1 SW2 shall
be set to "normal ending of command".

11.1.20.2.2 Command parameters and data
Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 ‘00
P2 See table 11.21
Lc Not Present
Data _|Not Present
Le Length of expected response data
Response data:

The UICC shall return the following data encapsulated in tag '73":

Table 11.22: Response Retrieve UICC endpoints

Description Tag Status
UICC_ID TLV '81' M
Endpoint information TLV '82' C
Endpoint information TLV '82' C
Endpoint information TLV '82' C

If no endpoints are available tag '82' is not returned. Multiple endpoints are indicated by multiple BER-TLV objects
using tag '82'.

e  Codingof UICC_ID TLV:

Byte(s) Description Value Length
1 Tag '81' 1
2 Length X 1
3to 3+X UICC_ID X

. Coding of UICC_ID:

- Thisshall be aunique value that identifies that UICC. This shall be the ICCID as defined for EF, 5.

. Endpoint information TLV:

ThisTLV contains the identity and type for an available endpoint.

Byte(s) Description Value Length
1 Tag ‘82" 1
2 Length 7+X 1
3 Endpoint type 1
4t07 Endpoint Secure channel capability 4
8109 Endpoint Port number 2
10 to 10+X |Endpoint identifier X

ETSI




Release 15

e  Coding of Endpoint type value:

118 ETSI TS 102 221 V15.0.0 (2018-07)

- '01' = "Platform level secure channel endpoint”.

- '02' ="Application level secure channel endpoint".

. Coding of Endpoint Secure channel capability value:

- Byte 1: Transport support

b8 b7 b6 b5 b4 b3 b2 bl Meaning
- - - - - - - 1 |Accessible via APDU interface
- - - - - - 1 Accessible via USB IP interface
- - - - - 1 - - Accessible via BIP IP interface
X X X X X - - - RFU

- Byte 2: Supported secure channel types

b8 b7 b6 b5 b4 b3 b2 bl Meaning
- - - - - - - 1 [TLS

- - - - - - 1 - |lpsec

- - - - 1 - |APDU secure channel

Proprietary type known to both parties

No information given

Two connection Sas supported concurrently

Three connection Sas supported concurrently

Four connection Sas supported concurrently

Secure channel required for all communication to this endpoint

RFU

b8 b7 b6 b5 b4 b3 b2 bl Meaning

- - - - - - - 1 |[Strong Preshared Keys - GBA

- - - - - - 1 Strong Preshared Keys - Proprietary Pre agreed keys
- - - - - 1 - - |Weak Preshared Keys - Proprietary Pre agreed keys
- - - - 1 - - - |Certificate exchange

RFU

- Byte 4 indicates the maximum data container size -thisis the maximum container size that can be
indicated in the Endpoint data container size BER-TLV inthe MANAGE SECURE CHANNEL - Start
Secure Channel for this endpoint. The coding is hexadecimal.

. Coding of the Endpoint Port Number:

- If the Endpoint Secure channel capability indicates support of TLS then the endpoint port number shall
be the hex coded val ue of the TCP port to be used else this shall be set to 'FFFF.

. Coding of the Endpoint identifier value:

- The endpoint identifier shall be the AlID value of the application that hosts the endpoint. See ETSI

TS101220[3].

11.1.20.3 Establish SA - Master SA

11.1.20.3.0 Introduction

Clause 11.1.20.3 defines the MANAGE SECURE CHANNEL function and coding when P1 = 'Establish SA - Master

SA'.
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11.1.20.3.1 Functional description
This command allows the terminal to establish a Master SA with the UICC as defined in ETSI TS 102 484 [20].

11.1.20.3.2 Command parameters and data

The command datais sent to the UICC using P2="80" and the response data is retrieved using P2='A0". The command
and response data is encapsulated using tag '73'.

If P2 issetto" First block of command data" or " Next block of command data".

Code Value
CLA |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2

P1 ‘01

P2 See table 11.21

Lc Length of subsequent data field
Data |As specified in table 11.23

Le Not Present

If P2issetto" First block of response data" or " Next block of response data’'.

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2

P1 '01'
P2 See table 11.21
Lc Not present
Data _ |Not present
Le Length of the response data

Command data:

Table 11.23: Coding of Data

Description Tag Status
Key Agreement Mechanism tag ‘87" M
Term label - Terminal_ID tag '83' M
Term label - Terminal_appli_ID tag '84' M
Term label - UICC _Identifier tag '85' M
Term label - UICC_appli_ID '86' M

e ThisBER-TLV data object contains the available Key Agreement Mechanisms. Coding of Key Agreement
Mechanism BER-TLV tag '87"

Byte(s) Description Value Length
1 Tag ‘87" 1
2 Length X 1
3to 3+X Available Key Agreement Mechanism X
NOTE: In the present document only the first byte is defined, see below.

. Coding of Byte 1- Supported key agreement methods:

b8 |b7 |B6 |b5 |[b4 |b3 |[b2 |bl Meaning

- - - - - - - 1 |Strong Preshared Keys - GBA

- - - - - - 1 - |Strong Preshared Keys - Proprietary Pre agreed keys
- - - - - 1 - - |Weak Preshared Keys - Proprietary Pre agreed keys
- - - - 1 - - - |Certificate exchange

X X X X - - - - |RFU
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Byte(s) Description Value Length
1 Tag '83' 1
2 Length X 1
3to 3+X Terminal_ID X

. Coding of Terminal_ID:

- This shall be a unique value that identifies that terminal. This may be the IMEI as defined in ETS
TS 124 008 [22].

. Coding of Term label - Terminal_appli_ID BER-TLV, tag '84".

Byte(s) Description Value Length
1 Tag '84' 1
2 Length X 1
3to 3+X Terminal_appli_ID X

. Coding of Terminal_appli_ID:

- This shall be avalue that identifies the application in that terminal that hosts the terminal endpoint. This

value shall uniquely identify an application within the terminal.

. Coding of Term label - UICC_Identifier BER-TLV, tag '85":

Byte(s) Description Value Length
1 Tag '85' 1
2 Length X 1
3to 3+X UICC_Identifier X

. Coding of UICC_ID:

- Thisshall be aunique value that identifies that UICC. This shall be the ICCID as defined for EF, 5.

. Coding of Term label - UICC_appli_ID BER-TLV, tag ‘86"

Byte(s) Description Value Length
1 Tag '86' 1
2 Length X 1
3to 3+X UICC appli_ID X

. Coding of UICC_appli_ID:

- This shall be the AID of the application in that UICC that hosts the UICC endpoint. See ETSI
TS101220[3].

Response data:

Table 11.24: Coding of Response Data

Description Tag Status
Key Agreement Mechanism tag ‘87" M
MSA_ID tag '88' M

ETSI




Release 15 121 ETSI TS 102 221 V15.0.0 (2018-07)

. Coding Key agreement mechanism to be used tag '87":

b8 |b7 |[b6 |b5 |b4 |b3 |[b2 |bl Meaning

- - - - - 1 |Strong Preshared Keys - GBA

- - - - - - 1 - |Strong Preshared Keys - Proprietary Pre agreed keys
- - 1 - - |Weak Preshared Keys - Proprietary Pre agreed keys
Certificate exchange

- - - - - |Pre shared key exists

X X X - - - - |RFU

Vol
'
'
'
=
'
'

e  Coding of MSA_ID BER-TLV, tag ‘88"
- Unique 16 byte Hex number that identifies a specific Master_SA. See ETS| TS 102 484 [20].

11.1.20.4 Establish SA - Connection SA

11.1.20.4.0 Introduction

This clause defines the MANAGE SECURE CHANNEL function and coding when

P1 ='Establish SA - Connection_SA'.

11.1.20.4.1 Functional description

This command allows the terminal to establish a Connection SA with the UICC asdefined in ETSI TS 102 484 [20].

11.1.20.4.2 Command parameters and data

The command datais sent to the UICC using P2="80" and the response data is retrieved using P2="A0'". The command
and response data is encapsul ated using tag '73'.

If P2 issetto "First block of command data" or "Next block of command data’':

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2

P1 '02'

P2 See table 11.21

Lc Length of subsequent data field
Data |As specified in table 11.23

Le Not present

If P2 issetto" First block of response data" or " Next block of response data'':

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2

P1 '02'
P2 See table 11.21
Lc Not present
Data  [Not present
Le Length of the response data

Command data:

Table 11.25: Coding of Data

Description Tag Status
Algorithm and integrity tag '89' M
MSA_ID tag '88' M
Tnonce tag ‘8A' M
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. Coding of Algorithm and Integrity BER-TLV, tag '89":
- Coding of Byte 1 - Supported Ciphering Algorithms TSCA:

b8 |b7 |b6 |b5 |b4 |b3 |b2 |bl Meaning
- - - - - - - 1 |3DES - outer CBC using 2 keys as defined in ETSI TS 102 225 [21]
- - - - - - 1 - |3DES - outer CBC using 3 keys as defined in ETSI TS 102 225 [21]
- - - - - 1 - - |128-bit AES in CBC mode as defined in ETSI TS 102 225 [21]
1 - - - - - - - |Proprietary algorithm (known to both parties)
- X | X | X | X - - - |RFU

- Coding of Byte 2 - Supported Integrity mechanisms TSIM:

b8 |b7 [b6 |b5 |b4 [b3 |b2 |bl Meaning

- - - - - - - 1 |CRC32 as defined in ETSI TS 102 225 [21]

- - - - - - 1 - |MAC algorithm 3 using block cipher DES and padding method 1 as
defined in ISO/IEC 9797-1 [31] without MAC truncation. See ETSI TS 102
484 [20]

- - - - - 1 - - |128-bit AES in CMAC mode as defined in ETSI TS 102 225 [21]

1 - - - - - - - |Proprietary mechanism (known to both parties)

- X X X X - - - |RFU

. Coding of MSA_ID BERTLYV, tag '88"

- Unique 16 byte Hex number that identifies a specific Master_SA. See ETSI TS 102 484 [20].
e  Coding of Thonce BER_TLV, tag '8A":

- Randomly generated 16 byte Tnonce in Hex. See ETSI TS 102 484 [20].

Response data:

Table 11.26: Coding of the response data

Description Tag Status
Algorithm and integrity BER-TLV '89' M
CSA_ID BER-TLV '8B' M
Unonce BER-TLV '8C' M
CSAMAC BER-TLV '8F' M

. Coding of Algorithm and Integrity BER-TLV, tag '89":
- Coding of Byte 1 - Ciphering Algorithm (UCA):

b8 | b7 [b6 |b5 |[b4 |b3 [b2 |bl Meaning

- - - - - - - 1 |3DES - outer CBC using 2 keys as defined in ETSI TS 102 225 [21]
- - - - - - 1 - |3DES - outer CBC using 3 keys as defined in ETSI TS 102 225 [21]
- - - - - 1 - - |128-bit AES in CBC mode as defined in ETSI TS 102 225 [21]

1 - - - - - - - |Proprietary algorithm (known to both parties)

- X X X X - - - |RFU

- Coding of Byte 2 - Integrity mechanism (UIM):

b8 |b7 |[b6 |b5 |b4 |b3 |[b2 |bl Meaning

- - - - - - - 1 |CRC32 as defined in ETSI TS 102 225 [21]

- - - - - - 1 - |MAC algorithm 3 using block cipher DES and padding method 1 as
defined in ISO/IEC 9797-1 [31] without MAC truncation. See ETSI TS 102
484 [20]

- - - - 1 - - |128-bit AES in CMAC mode as defined in ETSI TS 102 225 [21]

1 - - - - - - - |Proprietary mechanism (known to both parties)

- X X X X - - - |[RFU
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. Coding of CSA_ID BER-TLV, tag '8B":

- Unique 16 byte Hex number that identifies a specific Connection_SA. See ETSI TS 102 484 [20].
e  Coding of Unonce BER-TLV, tag '8C"

- Randomly generated 16 byte Unonce in Hex. See ETSI TS 102 484 [20].
U Coding of CSAMAC BER-TLV, tag '8F"

- 16 Byte hex value. See ETSI TS 102 484 [20].

11.1.20.5 Establish SA - Start Secure Channel

11.1.20.5.0 Introduction

This clause defines the MANAGE SECURE CHANNEL function and coding when P1 = 'Establish SA - Start Secure
Channel'.

11.1.20.5.1 Functional description

This command allows the terminal to secure alogical channel with the UICC as defined in ETSI TS 102 484 [20]. For a
platform to platform secure channel, this command shall only be used on logical channel 0. It contains the final part of
the authenticated handshake for the MANAGE SECURE CHANNEL - 'Establish SA - Connection_SA' command.

11.1.20.5.2 Command parameters and data

The command datais sent to the UICC using P2="80" and the response data is retrieved using P2="A0". The command
datais encapsulated using tag '73' and the response data is encapsulated using tag '53'.

If P2 issetto "First block of command data" or "Next block of command data’':

Code Value
CLA |As specified in clause 10.1.1
INS |As specified in clause 10.1.2
P1 '03'

P2 See table 11.21

Lc Length of subsequent data field
Data |As specified in table 11.23

Le Not present

If P2 isset to "First block of response data”' or "Next block of response data":

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2

P1 '03'
P2 See table 11.21
Lc Not present
Data  [Not present
Le Length of the response data

Command data:

Table 11.27: Coding of the data

Description Tag Status
Algorithm and integrity tag '89' M
CSA_ID tag '8B' M
SSCMAC tag '8D' M
Endpoint data container size tag '8E' M
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. Coding of Algorithm and Integrity BER-TLV, tag '89":
- Coding of Byte 1 - Ciphering Algorithm (UCA):

b8 | b7 [b6 |b5 |[b4 |b3 [b2 |bl Meaning
- - - - - - - 1 |3DES - outer CBC using 2 keys as defined in ETSI TS 102 225 [21]
- - - - - - 1 - |3DES - outer CBC using 3 keys as defined in ETSI TS 102 225 [21]
- - - - 1 - - |128-bit AES in CBC mode as defined in ETSI TS 102 225 [21]
1 - - - - - - - |Proprietary algorithm (known to both parties)
X X X X - - - |RFU

e  Only onebit shall be indicated.
- Coding of Byte 2 - Integrity mechanism (UIM):

b8 |b7 |b6 |b5 |[b4 |[b3 |[b2 |bl Meaning
- - - - - - - 1 |CRC32 as defined in ETSI TS 102 225 [21]
- - - - - - 1 - |MAC algorithm 3 using block cipher DES and padding method 1 as

defined in ISO/IEC 9797-1 [31] without MAC truncation.
See ETSI TS 102 484 [20]

- - - - - 1 - - |128-bit AES in CMAC mode as defined in ETSI TS 102 225 [21]

1 - - - - - - - |Proprietary mechanism (known to both parties)

- X X X X - - - |RFU

e Only onehit shall be indicated:
- Coding of CSA_ID BER-TLV, tag '8B":
" Unique 16 byte Hex number that identifies a specific Connection_SA. See ETSI TS 102 484 [20].
U Coding of SSCMAC BER-TLV, tag '8D":
- 16 Bytehex value. See ETSI TS 102 484 [20].
. Coding of the Endpoint data container size BER-TLV, tag '8E":

- Thisisthe length of the value part of the secure channel data TLV specified for the TRANSACT DATA
command. The data container size set by the terminal shall be less or equal to the value indicated in the
BER-TLV object returned with Tag '82' returned by the Retrieve UICC Endpoints command.

Response data:

The response data is encapsulated in BER-TLV using tag '53..

Table 11.28: Coding of the response data

b8 b7 b6 b5 b4 b3 b2 bl Meaning
X X - - - - - - Session number.
- - 0 0 0 0 0 0 |RFU

Inthe TRANSACT DATA command the session number shall be associated with the Endpoint data container size for
the secure channel started with this command.

11.1.20.6 Terminate Secure Channel SA

11.1.20.6.0 Introduction

This clause defines the MANAGE SECURE CHANNEL function and coding when P1 = "Terminate secure channel
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11.1.20.6.1 Functional description

This command allows the terminal to terminate one or several secure channel Security Association(s) with the UICC as
defined in ETS| TS 102 484 [20]. In case the MAC provided by the terminal isincorrect, the UICC shall indicate the
error by returning SW1 SW2 '98 62'. Attempts to terminate a non-existing Security Association shall be indicated with a
success status word. Failure to terminate one or more Security Association(s) shall be indicated with an error status

word.

11.1.20.6.2

The command datais sent to the UICC using P2="80" and the response data is retrieved using P2="A0". The command

Command parameters and data

and response data are encapsulated using tag '73'.

If P2 isset to "First block of command data" or "Next block of command data’':

Code Value
CLA |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2

P1 '04'

P2 See table 11.21

Lc Length of subsequent data field
Data |As specified in table 11.23

Le Not present

If P2 isset to "First block of response data”' or "Next block of response data":

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 |04
P2 See table 11.21
Lc Not present
Data  [Not present
Le Length of the response data
Command data:
Table 11.29: Coding of the data
Description Tag Status
Master_SA (MSA) ID tag '88' C
Connection SA (CSA) ID tag '8B' C
Connection_SA (CSA) ID tag ‘8B’ C

The command data shall contain either aMaster_SA TLV only or alist of Connection_SA TLVs associated to the same

MSA. The UICC may reject the command when issued with alist of unrelated CSAs.

. Coding of Master SA BER-TLV, tag '88".

Byte(s) Description Value Length
1 Tag '88' 1
2 Length 32 1
3 MSA_ID 16
19 MAC 16

Coding of MSA_1D:

The Master Security Association Identity MSA_ID asdefined in ETSI TS 102 484 [20].
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e  Coding of MAC:
- The MAC asdefined in ETSI TS 102 484 [20].

. Coding of Connection_SA BER-TLV, tag '8B":

Byte(s) Description Value Length
1 Tag '8B' 1
2 Length 32 1
3 CSA_ID 16
19 MAC 16

. Coding of CSA_ID:
- The Connection Security Association Identity CSA_ID asdefined in ETSI TS 102 484 [20].
e  Coding of MAC:
- The MAC asdefined in ETSI TS 102 484 [20].
Response data:

° None.

11.1.21 TRANSACT DATA

11.1.21.1  General functional description
This command transports large amounts of data on APDU based communication with different data formats.

This command is either a case 2 or case 3 command depending on P1 b3 as described below. It becomes a case 1
command when P1 b2 is set (session abort).

P1 defines the data transfer session number and is also used for requesting retransmission and for session abort. The
session number allows up to four transfer sessions to be interleaved.

The P2 parameter contains the number of remaining data blocks going from terminal to the UICC in this transaction.

If the UICC successfully receives an encrypted block that is not the last block then the UICC may respond with SW1
SW2 set to '92 X X" indicating normal ending of the command. The UICC may indicate that it wantsto return data
related to this or another data transfer session with status words SW1 SW2 indicating the session number with 'More
data blocks pending'.

If the UICC successfully receives the last block then SW1 SW2 shall indicate 'Data transaction ongoing'.

If the UICC has been requested to send a block to the terminal, b3 in P1 is set to '0', and thisis not the last block to be
retrieved to the terminal, then SW1 SW2 shall indicate ‘"M ore data blocks pending'.

Both the terminal and the UICC can abort the data transfer session.

A datatransfer session is ongoing until it is aborted by the UICC or terminal or completed in normal circumstances.
Upon session abort by the terminal, the Connection SA remains open and all data related to the current transaction are
lost.

If the UICC indicates a proactive command the terminal can send a command like STATUS that allows SW1 SW2 to
be'91 XX'in adifferent session. The interrupted transaction is resumed afterwards.
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11.1.21.2  Command parameters and data

If in P1 b3=0:

If in P1 b3=1:

Command data:

ETSI TS 102 221 V15.0.0 (2018-07)

Code Value
CLA  |As specified in clause 10.1.1
INS |As specified in clause 10.1.2

P1 See table 11.30
P2 See table 11.31
Lc Not Present
Data |As specified in table 11.32
Le Length of response data

Code Value
CLA  |As specified in clause 10.1.1
INS |As specified in clause 10.1.2

P1 See table 11.30
P2 See table 11.31
Lc Length of data
Data |As specified in table 11.32
Le Not present

. Secure channel number coding (P1):

Table 11.30: Coding of P1 - Session control

b8 b7 b6 b5 b4 b3 b2 bl Meaning
X X - - - - - - |Session number.

- - 0 0 0 - - - RFU

- - - - - X - - |Command Data control

1: Command contains data
0: No command data

- - X - Abort session
0 - Continue session
1 - Abort session

- - - X |Retransmit latest response
0 - next data block
1 - Retransmit latest response

NOTE:  When b3=1 b1 has no meaning and shall be set to 0.

o Block Management coding (P2):

Table 11.31: Coding of P2 - Block Management

b5

b4 | b3 | b2 bl

Meaning

X

X X X X |Remaining data blocks from terminal to UICC

If P2 isdifferent from O then the APDU shall contain data. Once P2 has reached zero the terminal shall not start sending

more data in the same session as long as the UICC is producing response data.
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Data coding:

. The data transmitted is encapsulated in a BER-TLV data object structure and is formatted as follows:

128

ETSI TS 102 221 V15.0.0 (2018-07)

Table 11.32: Coding of transmitted data

Byte(s) Description Length
ltoT BER-TLV Tag 1=T=3
T+1to T+L BER-TLV Length 1<L=s2
T+L+1to T+L+X |BER-TLV Value X

The length of the TLV objects shall be coded one or two bytes:

Number of bytes | First byte Following bytes Encoded length value
1 '00'to '7F' none 0to 127
2 '81' '80' to 'FF' 128 to 255
Defined tags:
‘80" Secure channel data tag.

All other values are RFU.

Therefore, for the transmission of secure channel data, the transmitted data shall be coded in the following way:

Byte(s) Description Length
1 Secure channel data Tag 1
2o0r Length lor2
2103
(3 to 3+X) or TRANSACT DATA command data as specified in X
(4 to 4+X) ETSI TS 102 484 [20].

The same tag value shall be used within one transfer session. All data within subsequent TRANSACT DATA
commands within the same session shall use the same tag as the first TRANSACT DATA command in the session.

Response status words:

. The normal response to the TRANSACT DATA APDU is'92 X X'": Data transaction ongoing. The encoding of
SW2 can be seenin table 11.33.

Table 11.33: SW2 of '92 XX'

b8 [ b7 | b6 [ b5 [ b4 [ b3 [ b2 | bl
0 o |o - - - - -
X - - - -

Meaning

RFU

Retransmit control

0 - Send next block

1 - Re-send previous block

Proactive message:

0 - No proactive message

1 - Proactive message pending

Session number - The session number from P1
the pending data block is a response to.
Data available control

0 - No more pending data blocks.
Transaction complete

1 - More data blocks pending. Terminal shall
send another " TRANSACT DATA' APDU to
retrieve that data.

The session is aborted by the UICC if status words '6A 84' - Not enough memory space is returned.
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Response data:

. The UICC may indicate that it wants to respond with data to each command APDU aslong asthisis part of
the same session. This means that not all data to the UICC has to be sent before the UICC can start responding
with data.

Response data shall be encoded within TLV objects with the same tag and format as the one used in the datain the
TRANSACT DATA APDU command.

Table 11.34: Void

11.1.22 SUSPEND UICC

11.1.22.1  Functional description

Thisfunction is used to store the internal status of the UICC so that the power supply to the UICC can be switched off,
and to subsequently restore the UICC status. The mechanism therefore allows restoring to a new card session certain
states saved at suspension of a previous card session.

The terminal does not issue the command if the UICC suspension mechanism is not indicated as supported by the UICC
in the UICC Maximum Power Consumption file (EF,pc)-

The terminal shall not use this mechanism if it supports an interface in addition to the interface defined in the present
document (e.g. the UICC-CLF interface asdefined in ETSI TS 102 613 [19]).

The following P1 values are defined:

Table 11.34a: Coding of P1

b8 b7 b6 b5 b4 b3 b2 bl Meaning
- - - - - - - 0 |Suspend the UICC

- - - - - - - 1 |Resume the UICC

X X X X X X X - |RFU (shall be set to 0)

NOTE: The execution of thiscommand might take a significant amount of time.
11.1.22.2  UICC suspension

11.1.22.2.1 Introduction
Clause 11.1.22.2 defines the SUSPEND UICC function and coding when P1 = 'Suspend the UICC'.

11.1.22.2.2 Functional description

When the UICC receives the command to suspend, it stores the complete UICC status to a non-volatile memory. The
UICC statusincludes all data that is required to resume the UICC in the exact same condition, so that it is equivalent as
if the power supply was not removed. For example, thisincludes:

. status of selected applications on each logical channel;
e security context related to PIN verification status for each application;
. selected EF, record pointer and tag pointer for each logical channel;

e  statusof toolkit applications.
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The UICC shall regject the command with status word '6985' during an active proactive UICC session, or if thereis any
open BIP channel, or if a secure channel (including those defined in the present document or in ETSI TS 102 225 [21]
and ETSI TS 102 226 [29]) isin use. The UICC can also use the status word '6985' to reject the command due to
internal reasons.

The UICC shall reject the command with status word '9864' if the minimum duration requested by the terminal istoo
large to be accepted.

The UICC generates a random Resume token of 8 bytes and stores it with the complete status in its non-volatile
memory. The UICC aso indicates the maximum time duration for which it can be suspended, using a val ue between the
minimum and the maximum proposed by the terminal.

NOTE: In case of successful execution, the UICC is not allowed to respond with '91 X X' status word to
immediately initiate a new proactive session.

Upon reception of the response indicating successful execution of the SUSPEND UICC command, the terminal shall
deactivate the contacts of the UICC, following the sequence specified in clause 4.5.2.

Input:
. Minimum duration of the suspension proposed by the terminal
. Maximum duration of the suspension proposed by the terminal
Output:
. Maximum duration of the suspension negotiated by the UICC, in the range proposed by the terminal

° Resume token

11.1.22.2.3 Command parameters and data

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 '00'
P2 ‘00!
Lc Length of the subsequent data field = '04'
Data |Minimum and maximum duration of the suspension
proposed by terminal
Le Length of the response data = '0A’

Command data:

Byte(s) Description Length
1to2 Minimum duration of the suspension proposed by the 2
terminal.
3to4 Maximum duration of the suspension proposed by the 2
terminal.
Response data:
Byte(s) Description Length
1to2 Maximum duration of the suspension negotiated by the 2
uiCcC
3to 10 Resume token 8
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Where all durations in the command and in the response are encoded as:

Byte(s) Description Length
1 Time unit: 1

- 0:seconds

- 1: minutes

- 2:hours

- 3:days

- 4:10days

1 Length of time, expressed in units. 1

11.1.22.3 UICC resume

11.1.22.3.1 Introduction
Clause 11.1.22.3 defines the SUSPEND UICC function and coding when P1 = 'Resume the UICC'.

11.1.22.3.2 Functional description

This function is used to restore the status of the UICC that was previously stored to non-volatile memory of the UICC
using the SUSPEND UICC command with P1 = 'Suspend the UICC'. The UICC shall delete the stored UICC status
after execution of the command, irrespective of the result.

Only the following commands can be issued by the terminal before resuming the UICC, with the status resulting from
the use of these commands being lost after a successful resume:

. SELECT with P1 = '04'
. READ BINARY
. READ RECORD
. TERMINAL CAPABILITY
If the UICC receives any other command, it deletes the stored status and continues with its current status.

The UICC regjects the RESUME UICC command if it does not have avalid status to resume returning status word
'6985'.

The UICC compares the Resume token passed by the terminal with the token stored in the non-volatile memory. The
UICC responds with an error if the Resume token passed by the terminal does not match, returning status word '6982'.
The UICC restores the previous status and return '9000' if the Resume token passed by the terminal is validated.

If the terminal sent a TERMINAL CAPABILITY command before suspending the UICC, it shall send the TERMINAL
CAPABILITY command with same content before resuming the UICC.

Input:
. Resume token
Output:

. None

ETSI



Release 15 132 ETSI TS 102 221 V15.0.0 (2018-07)

11.1.22.3.3 Command parameters and data

Code Value
CLA  |As specified in clause 10.1.1

INS  |As specified in clause 10.1.2

P1 '01'

P2 '00'

Lc Length of the subsequent data field = '08'
Data |Resume token

Le Not present

Command data:

Byte(s) Description Length
1t08 Resume token

11.1.23 GET IDENTITY

11.1.23.1  Functional description

An appropriate application shall be selected in the UICC before issuing this command. The function initiates the
computation of identity data by the UICC.

Input:
. I dentity command data.
Output:

. I dentity response data.

11.1.23.2  Command parameters and data

Code Value

CLA  |As specified in clause 10.1.1

INS  |As specified in clause 10.1.2

P1 '00'

P2 See table 11.34b

Lc Length of the subsequent data field
Data |Command related data

Le Length of the response data

Table 11.34b: Coding of P2

b3 b2 bl Meaning
0 0 0 0 0 0 0 |No information given
Global reference data

- - - - - |Specific reference data

o
©
o
~
o
)
o
a
o
D

d (=) (=]

NOTE: Parameter P2 ='00" indicates that no information on the identity requested is given. The identity is
implicitly known in the context of the selected application.

Command data (generic):

Byte(s) Description Length
ltolc Identity related data (see note) Lc
NOTE: The command data shall be specified by each application specific document.
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Response data (generic):

Byte(s) Description Length
ltolLe Identity related data (see note) Le
NOTE: The response data shall be specified by each application specific document.

11.2 CAT commands

11.2.1 TERMINAL PROFILE

11.2.1.1 Functional description
This function is used by the terminal to transmit its CAT capabilities to the applications present on the UICC.
Input:

e  Terminal profile, the structure of the dataisdefined in ETSI TS 102 223 [4].

Output:
U None.
11.2.1.2 Command parameters and data

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 ‘00!
P2 ‘00!
Lc Length of the subsequent data field
Data |Structure and coding defined in ETSI TS 102 223 [4]
Le Not present

11.2.2 ENVELOPE

11.2.2.1 Functional description
Thisfunction is used to transfer CAT information from the UE to the UICC.
Input:

e  Thestructure of the dataisdefined in ETSI TS 102 223 [4].
Output:

e  Thesdtructure of the dataisdefined in ETSI TS 102 223 [4].

11.2.2.2 Command parameters and data

Code Value
CLA  |As specified in clause 10.1.1
INS As specified in clause 10.1.2
P1 ‘00!
P2 ‘00!
Lc Length of the subsequent data field
Data |Structure and coding defined in ETSI TS 102 223 [4]
Le Empty or maximum length of response data
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Response data:

. Structure of the response datais defined in ETSI TS 102 223 [4] for CAT applications.
11.2.3 FETCH

11.2.3.1 Functional description
Thisfunction is used to transfer a proactive command from the UICC to the terminal (e.g. from a CAT application).
Input:
. None.
Output:

. Data string containing a proactive command for the terminal (e.g. a CAT command).

11.2.3.2 Command parameters and data

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 ‘00!

P2 ‘00!
Lc Not present
Data  [Not present
Le Length of expected data

Response data:

. Structure of the response dataisdefined in ETSI TS 102 223 [4] for CAT applications.
11.2.4 TERMINAL RESPONSE

11.2.4.1 Functional description

Thisfunction is used to transfer from the terminal to the UICC the response to a previously fetched proactive command
(e.g. aCAT command).

Input:
. Data string containing the response.
Output:

° None.

11.2.4.2 Command parameters and data

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 ‘00!
P2 ‘00!
Lc Length of the subsequent data field
Data |Structure and coding defined in ETSI TS 102 223 [4]
Le Not present
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11.3 Data Oriented commands

11.3.0 Overview and generic mechanism

This clause lists a group of data oriented command and response APDU formats that are used by applications residing
on aUICC. It is up to each application to determine which commands it uses. If an application does not support a
command, it shall return the appropriate status word, see clause 10.2.

The data transmitted is encapsulated in a BER-TLV data object structure and is formatted as follows:

Byte(s) Description Length
1toT BER-TLV Tag 1=sT=<3
T+1to T+L BER-TLV Length 1sL=<4
T+L+1to T+L+X |[BER-TLV Value X

The specific tag allocation scheme is beyond the scope of the present document.
However, the tag values, that shall be supported by the UICC and the terminal are defined as follows:

Tags of the context-specific class, coded on one to three bytes, shall be used for the TLV objects, i.e. tags shall be taken
out of the following ranges.

. '80' to '9E' and '9F 1F' to '9F 7F' and '9F 81 X X' to '9F FF X X" with "X X' from '00' to 7F' for primitive objects;
and

e 'A0'to'BE'and 'BF 1F' to 'BF 7F and 'BF 81 X X' to 'BF FF X X" with "X X' from '00' to 7F' for constructed
objects.

Terminals shall take into account that each tag value can only exist once in afile and thus an unused tag has to be used
to create a new object.

The tag '5C' as defined in ISO/IEC 7816-4 [12] is reserved to get the list of tags already allocated in afile. The value
part of this TLV contains the concatenation of all top level tags of the BER-TLV objects allocated in the file. Tags
contained in the value part of a constructed BER-TLV object shall not be included in thetag list. Tag '5C' shall not be
considered as an allocated tag.

The length of the TLV objects shall be coded on one to four bytes:

Number of bytes | First byte Following bytes Encoded length value
1 '00'to '7F' none 0to 127
2 '81' '80' to 'FF' 128 to 255
3 '82' '01 00' to 'FF FF' 256 to 65 535
4 '83' '01 00 00' to 'FF FF FF' 65 536 to 16 777 215

Even though the files are referred to as BER TLV structured files and the UICC internal encoding may be according to
the BER, the length coding of the TLV objects used with the commands in this clause shall use the DER encoding
defined here.

All following rules apply on each logical channel.

Multiple data oriented commands may be used to transfer a data object, identified by atag, from/to the UICC. The data
object, if needed, is divided into smaller components for transmission into several APDUSs. If divided into severa
APDUSs, P2 shall be set to "current EF" in al subsequent APDUSs. The sender isin charge of performing the
segmentation of the data, and the receiver isin charge of the concatenation of the data object. The transfer of a data
object shall beinitiated by afirst APDU identified by P2 indicating "First Block". The transfer, if necessary, is
continued by APDUs identified by P2 indicating "Next Block". The UICC shall answer with "more data available" or
"more data expected" on any but the last block.

A data object transfer can be interleaved with any command not modifying the current EF or the current tag pointer.
Any interleaved command that modifies the current EF or the current tag pointer shall abort an uncompleted data object
transfer.
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A successful APDU indicating "First Block" sets the current tag pointer and shall abort an uncompleted data object
transfer. Thisapplies for all tags defined in this clause, even if the new tag is the same as the previous one.

If the UICC answers with "more data avail able/expected and proactive command pending” and the terminal is ableto
handle a proactive session at this point of time, it sends any APDU command which does not interfere with the
segmentation and which allows the card to answer with '91X X", or aFETCH command with Le equal to ‘00" to the card.

NOTE 1: This mechanism avoids blocking of the interface for proactive commands in case of along sequence of
segments.

The current tag pointer and its associated context (e.g. current offset in the data object) shall not be changed by an
APDU resulting in an error status word. For the second and all following blocks the terminal may issue a SET or
RETRIEVE DATA command indicating "retransmit previous block™. The setting "retransmit previous block" is only
alowed if the previous command did not result in an error status word. Except for P2 the terminal shall use the same
parameters as in the previous command.

NOTE 2: This mechanism avoids repeating of awhole chain, if aproblem is detected by the terminal after a
substantial part of the segmented object was aready transmitted.

11.3.1 RETRIEVE DATA

11.3.1.1 Functional description

This command retrieves a data object from the current BER-TLV structure EF. This function shall only be performed if
the READ access condition for this EF is satisfied.

The rulesfor adata object transfer defined in clause 11.3 apply.
If the requested TLV object does not exist in the EF, the UICC shall answer with "referenced data not found".

If acurrent tag pointer associated with a SET DATA operation processed by another application points to the requested
TLV object, the UICC shall answer with "conditions of use not satisfied".

NOTE 1. After the data object transfer (to retrieveit) is successfully completed, the object still cannot be replaced
or deleted by another application as long as the current tag pointer pointsto it. To avoid unnecessary
blocking situations, it is recommended that an application does not leave the current tag pointer on an
object after retrieving it for an unnecessary amount of time. It can release the object by selecting a
different file or re-selecting the same file.

If the tag of the object is hot in the range specified in the present document, the UICC shall answer with "incorrect
parametersin the datafield”.

NOTE 2: Thisalowsfor extensionsin future releases by using tags of the application class to indicate more
sophisticated retrieval features, while having a standardized reaction to these tagsin UICCs according to
thisrelease.

The status word sent by the card after a successful RETRIEVE DATA command is '62F1' or '62F2' if more datais
available.

NOTE 3: After aRETRIEVE DATA with P2 indicating First Block, if T =0 protocol isused, the BER-TLV data
object (or first part of it if segmented over severa APDUS) to be sent by the card islost if it is not
retrieved by the terminal using a GET RESPONSE command.

Once a data object was fully retrieved, any subsequent RETRIEVE DATA command on this data object with parameter
P2 set to "Next Block" shall be rejected with the status word '6A86'.

This command also allows retrieving the list of the tags allocated (data objects successfully completed) in thefile. The
tags of not yet completed SET DATA operations processed by other applications shall aso beincluded in the list.
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11.3.1.2 Command parameters and data

Code Value

CLA  |As specified in clause 10.1.1

INS  |As specified in clause 10.1.2

P1 '00'

P2 See table 11.35

Lc Length of subsequent data field if present
Data |Tag of requested object or empty

Le Length of expected response data

Table 11.35: Coding of P2

o
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o|X]| ' [Oo|o]!
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Command data:

. For P2 indicating first block of TLV: Tag value of TLV object that shall be retrieved.

. For P2 indicating next block or retransmit previous block, it is empty.

. Thetag '5C' as defined in ISO/IEC 7816-4 [12] is used to get the list of tags allocated in thefile.
Response data:

o For P2 encoding first block: BER-TLV data object or first part of it if ssgmented over several APDUS.

. For P2 encoding next block: if the previous RETRIEVE DATA command ended with "more data available”,
the next segment of the segmented TLV object is returned.

. For P2 encoding retransmit previous block: same data as in the previous command.

11.3.2 SET DATA

11.3.2.1 Functional description

If P2 indicates "first block", this command creates a new data object in the current BER-TLV structure EF or replaces
an already existing data object with the same tag or del etes a data object. Space that is freed by such an operation shall
be available for new objects. Subsequent commands with P2 indicating "next block” pass the remaining content of the
data object being created or replaced to the card. If P2 indicates "retransmit previous block™, the content sent with the
previous command is updated.

This command shall only be performed if the UPDATE access condition for this EF is satisfied. The rulesfor a data
object transfer defined in clause 11.3 apply.

When atransfer to create or replace an object isinitiated, the first APDU identified by P2 indicating "First Block" shall
at least contain the tag value and length of the value field of the BER-TLV data object. If the card returns '9000', '63F1'
or '63F2' to thisfirst APDU, it means that the length indicated in the BER-TLYV is available on the card. The data object
isthen allocated in the file. If the length requested is not available, then the card shall return '6A84'.

If acurrent tag pointer associated with a SET or RETRIEVE DATA operation processed by another application points
to the requested TLV object, the UICC shall answer with "conditions of use not satisfied".
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NOTE 1: After the data object transfer (to create or replaceit) is successfully completed, the object still cannot be
retrieved, replaced or deleted by another application as long as the current tag pointer pointsto it. To
avoid unnecessary blocking situations, it is recommended that an application does not leave the current
tag pointer on an object after creating or replacing it for an unnecessary amount of time. It can release the
object by selecting a different file or re-selecting the samefile.

When a SET DATA command is successfully executed, the UICC shall return '9000' if it had received all expected data.
It shall return '63F1' or '63F2' if data as indicated in the length of the TLV object is still missing.

A data object transfer is successfully completed when the number of bytes received matches the length indicated for the
data object. After that, any subsequent SET DATA command on this data object with parameter P2 set to "Next block"
shall be rejected with the status word '6A86'.

When a data object transfer is aborted, the data object with this tag shall no longer be available in the EF.

If the data sent with this command is greater than the length of the value field of the BER-TLV data object, the card
shall return status word '6700', the data object is not updated and the data object transfer is not completed.

If the tag of the object is not in the range specified in the present document, the UICC shall answer with "incorrect
parametersin the datafield”.

NOTE 2: Thisalowsfor extensionsin future releases by using tags of the application class to indicate more
sophisticated storage features, while having a standardized reaction to these tags in UICCs according to
thisrelease.

Deleting an object:

. If inaSET DATA command with P2 indicating "First Block”, the datafield only contains atag field, i.e. the
length and the value field of the BER-TLV data object are missing, the data object specified by the tag shall be
deleted if present in the current context. Deleting a non-existent object shall not be considered as an error.

. If the datafield contains atag field and alength field with zero value, the object is not deleted, but a zero
length object is created.

11.3.2.2 Command parameters and data

Code Value
CLA  |As specified in clause 10.1.1
INS |As specified in clause 10.1.2
P1 ‘00!
P2 See table 11.35
Lc Length of the subsequent data field
Data |BER-TLV data object, or tag field only in case of deletion
Le Not present

Command data:

. For P2 encoding first block: tag, length and nothing of the value field, or part or al of the value field of the
object to create or replace. Tag only of the object to delete.

. For P2 encoding next block: next part of the value field of the object being created or replaced.
. For P2 encoding retransmit previous block: same data as in the previous command.
Response data:

. None.
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12 Transmission oriented commands

12.1 T = 0 specific commands

12.1.1 GET RESPONSE

12.1.1.1 Functional description

The command is used to transmit APDUs from the card to the terminal, which otherwise could not be transferred by the
protocol.

The response data depends on the preceding command. Response datais available when it isindicated in the procedure
byte, seetable 7.1, or status byte, seetable 7.2. If the command GET RESPONSE is executed, it isrequired that it is
executed immediately after the command it is related to (no other command shall come between the command/response
pair and the command GET RESPONSE). If the sequence is not respected, the selected application shall send the status
information "technical problem, no precise diagnosis' as areaction to the GET RESPONSE.

The response dataitself is defined in the clause for the corresponding command.

Because there is no interleaving of commands between logical channels, the terminal shall send the GET RESPONSE
command on the same logical channel before sending a command APDU in another logical channel. Otherwise, the
responseis|ost.

12.1.1.2 Command parameters

Table 12.1: Parameters for GET RESPONSE

Code Value
CLA  |As specified in clause 10.1.1
INS  |As specified in clause 10.1.2
P1 ‘00!
P2 ‘00!
Lc Not present
Data _ |Not present
Le '00' or value of SW2 of the previous command

Response parameters and data:
e theresponse datais defined in each clause of the corresponding command.

NOTE: Sincethe MF isimplicitly selected after UICC activation, GET RESPONSE is also allowed asthe first
command after activation for only GSM ME. 3G ME should send SELECT MF or STATUS command
with FCP response.
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13 Application independent files

13.1 EFpir

EFp,r isalinear fixed file under the MF and is under the responsibility of the issuer.

Table 13.1: EF,; at MF-level

Identifier: '2F00" | Structure: Linear fixed | Mandatory
SFI: Mandatory
Record size: X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto X Application template TLV object M X bytes

The EF consists of one or more records, with each record able to hold one entry. Each entry in the EF,; isan

application template Data Object (DO) as defined in ISO/IEC 7816-4 [12]. An application template DO is a constructed
BER-TLV object with a maximum length of 127 bytes and has a mandatory AID DO. Within the scope of the present
document, al other Dos are optional.

In table 13.2 the coding of the mandatory Dos and the optional Dos that has special meaning to the present document.
All other Dos are according to |SO/IEC 7816-4[12].

Table 13.2: Coding of an application template entry

Length Description Status
1 Application template tag = '61"' M
1 Length of the application template = '03'-'7F' M
1 Application Identifier tag = '4F' M
1 AID length = '01'-'10' M
'01'to '10'  |AID value. See ETSI TS 101 220 [3] M
1 Application label tag = '50' (0]
1 Application label length o
note 1 Application label value o

NOTE 1: The application label is a DO that contains a string of bytes provided
by the application provider to be shown to the user for information,
e.g. operator name. The value part of the application label shall be
coded according to annex A. It is recommended that the number of
bytes in the application label does not exceed 32.

NOTE 2: Other Dos from ISO/IEC 7816-4 [12] may, at the application issuer's
discretion, be present as well.
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13.2  EFiccp (ICC Identification)

This EF provides a unique identification number for the UICC.

Table 13.3: EFp at MF-level

Identifier: '2FE2' | Structure: transparent | Mandatory
SFI: Optional
File size: 10 bytes Update activity: low
Access Conditions:
READ ALW
UPDATE NEV
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 10 Identification number M 10 bytes

. | dentification number:
Contents. according to Recommendation ITU-T E.118 [5].
Purpose:  card identification number.

Coding:  BCD, left justified and padded with 'F'. The order of digitsis coded as below:

Byte 1.
(b8 [B7 [ b6 | b5 [ b4 | b3 [ b2 | bl |
LB of Ogt 1
MBof Ogt 1
LB of Ogt 2
MBof Ogt 2
Byte 2
[8 [B7 [ b6 [ b5 | b4 | b3 [ b2 | b1 |
LB of Ogt 3
MBof Ogt 3
LB of Ogt 4
MBof Ogt 4
etc.
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13.3  EFpL (Preferred Languages)

This EF contains the codes for up to n languages. Thisinformation, determined by the user/operator, defines the
preferred languages of the user, for the UICC, in order of priority.

Table 13.4: EF,, at MF-level

Identifier: '2F 05' | Structure: transparent | Mandatory
SFI: Mandatory
File size: 2n bytes Update activity: low
Access Conditions:

READ ALW

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to? 15t language code (highest prior) M 2 bytes
3to 4 2nd Janguage code o 2 bytes

2n-1to 2n  [nth language code (lowest prior) o 2 bytes

Coding: Each language codeisapair of alpha-numeric characters, defined in ISO 639 [6]. Each apha-numeric
character shall be coded on one byte using the SM'S default 7-bit coded alphabet as defined in ETSI
TS 123 038 [1] with bit 8 set to 0.

Unused language entries shall be set to 'FF FF'.

13.4  EFarr (Access Rule Reference)

This EF contains the access rules for files located under the MF in the UICC. If the security attribute tag '8B' is
indicated in the FCP it contains areference to arecord in thisfile.

Table 13.5: EF,xy at MF-level

Identifier: '2F06' | Structure: Linear fixed | Optional
SFI: Optional
Record length: X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Access Rule TLV data objects M X bytes

This EF contains one or more records containing access rule information according to the referenced format as defined
in 1ISO/IEC 7816-4 [12]. Each record represents an access rule. Unused bytesin the record are set to 'FF.

13.5 DFcp (Configuration Data)

13.5.0 Introduction

Clause 13.5 defines the files present in DF .
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13.5.1 EFLauncHPAD
Support of this EF is mandatory for a UICC that supports the Smart Card Web Server [24].

This EF contains the data for one or more launch pads which can be integrated with the menu system (or other MM
facility) in order to give the user the opportunity to launch a browser session with the Smart Card Web Server.

A terminal that supports the launch feature of the Smart Card Web Server shall read at least one of the launch pads
stored in EF| 5 nch pap @0d shall integrate them within the MM in order to give the user the opportunity to launch a

browser session with the Smart Card Web Server.

The launch pad comprises an alphaidentifier, a browser identity, a URL and zero or more icon descriptors either for an
icon stored in an EF or pointed to by a URI. The terminal shall present as many launch pads to the user asit isable,
starting with the first one, according to the following rules:

o If no icon descriptor is provided, the terminal shall use aterminal specific default icon to present the launch
pad to the user. The terminal may also display the aphaidentifier together with the icon.

. If one or more icon descriptor(s) is/are provided, the terminal shall use theicon descriptors and if required the
icon data retrieved from the referenced EF, -, to decide which of the icons is most appropriate for its menu

system. If the terminal is able to use this data, if required so after appropriate resizing, it shall use the icon data
to present the launch pad to the user. If indicated in the Icon qualifier the terminal may also display the alpha
identifier together with the icon. If theicon datais not usable by the terminal, a default launch mechanism
shall be used. The fact that the icon data from one of the referenced EF, -, was retrieved may be used by the

UICC as anindication that the launch pad is presented to the user.
e Asaminimum, terminals shall support the following icon format:

- PNG as specified in ISO/IEC 15948 [25];

- Icon size 32 x 32 pixel;

- indexed colour information with 8 bits per pixel.

When the UICC sends a REFRESH proactive command for thisfile, the procedure given above shall be followed.

Table 13.6: EF 5 ncH pab

Identifier: '6F 01' | Structure: transparent |  Optional
SFI: Optional
File size: X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to N 15t Jaunch pad ) N bytes
N+1 to N+M  [2d Jaunch pad ¢} M bytes
X-K+1to X |'FF' padding o K bytes
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Coding: Each launch pad is a constructed BER-TLV containing COMPREHENSION-TLVsasdefined in ETSI
TS 102 223 [4] and one additional TLV as defined below. It is coded as follows:

Description Clause in M/O [ Length
ETSI TS 102 223 [4]

Launch pad tag 'A0' - M 1
Length - M lor2
(A+B+C+D+E1+E2+F1+F2+...)
Alpha identifier 8.2 M A
Text Attribute 8.72 [©) B
Browser Identity 8.47 ®) C
URL (starting page) 8.48 M D
First icon descriptor see below (@) El
Second icon descriptor see below (®) E2
Third ...
First icon descriptor URI see below (@) F1
Second icon descriptor URI see below (@) F2
Third ...

The Comprehension Required flag in the COMPREHENSION-TLV s shall be set to zero.

The alphaidentifier contains the text to be displayed by the terminal together with a non-self-explanatory icon.

A text attribute contains formatting information intended to enhance the presentation of the alphaidentifier.

The browser identity contains information about the type of browser to be used (e.g. HTML or WML browser).

The URL shall point to a page of the Smart Card Web Server |

24).

Theicon descriptor TLV contains information about the icon. Itstag value shall be '80'. Its value part shall be coded on

7 bytes as follows:
Byte 1: Icon qualifier:

. Contents:

- The icon qualifier indicates how the icon shall be used by the terminal.

. Coding:

- bit 1 0 =iconissdf-explanatory, i.e. if displayed, it replaces the alphaidentifier;

1 =liconisnot self-explanatory, i.e. if displayed, it shall be displayed together with the alpha

identifier.
- hits2 to 8 = 0 RFU.
Byte 2: Icon Coding Scheme.

. Contents:

- this byte identifies the image coding scheme that has been used in encoding the icon.

e  Coding: Reference to a mediatype as defined in IETF RFC 2046 [26] and registered with IANA at

http://www.iana.org/assignments/media-types/.

- ‘00" - other media type as defined in EF, oy

‘01" - "image/png’”;
'02' - "imageljpeg”;
‘03" - "image/gif";
'04' - "imageltiff";

'05' - "image/vnd.microsoft.icon”;
all other values - RFU.
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Byte 3: Icon Width
. Contents:
- this byte specifies the icon width, expressed in pixel.
. Coding:
- binary.
Byte 4: Icon Height.
. Contents:
- this byte specifies the icon height, expressed in pixel.
. Coding:
- binary.
Byte 5: Bits per pixel.
. Contents:
- this byte specifies the number of bits that are used to code each pixel.
. Coding:
- binary.
Bytes 6 and 7: File Identifier for icon EF.
. Contents:

- these bytes identify an EF which isthe icon datafile (see clause 13.5.2), holding the actual graphics data
for thisicon.

. Coding:

- byte 6: high byte of Icon Data File |dentifier;
byte 7: low byte of Icon Data File |dentifier.

NOTE: Carehasto be taken that the information in the icon descriptor matches the data retrieved from the
referenced EF, . Otherwise the terminal may revert to default behaviour.

Theicon descriptor URI TLV contains information about the icon pointed to by a URI. Itstag value shall be '83'. Its
value part shall be coded as follows:

Byte 1: Icon qualifier:
e  Contents:

- Theicon qualifier indicates how theicon shall be used by the terminal.
e  Coding:

- Same as |con qualifier for the case of pointer to the EF -, file ID
Byte 2 to end of the TLV: URI of theicon:
e  Contents:

- URI with link to the icon.
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e  Coding:

- An octet string according to UTF-8 encoding rules (e.g. http://127.0.0.1:3516/files/smartcardicon.jpg).
The URI shall point to a page of the Smart Card Web Server [24].

13.5.2 EFicon

This EF contains the data for one icon.

Table 13.7: EF oy

Identifier: '6F XY' Structure: transparent Optional
with XY ='40".."7F'
SFI: Optional
File size: X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O/C Length
ltoM Media type TLV (tag = '80") C M bytes
M+1 to M+N |lcon data TLV (tag = '81") M N bytes
M+N+1 to X |'FF' padding O X-M-N bytes

If no reference in EF 5 jnch pap POINtStO it, anicon file may contain arbitrary values.

Mediatype and icon data are coded as BER TLVsasdefined in ETSI TS 101 220 [3]. The mediatype TLV shall be
present if no mediatype is specified in the icon coding scheme of the entry in EF |, ,\cn pap that pointsto thisfile, else

itisoptional.
Mediatype value part:
. Contents:
- Text string specifying the icon encoding.
. Coding:

- Asdefined in IETF RFC 2046 [26] and registered with IANA at
http://www.iana.org/assignments/media-types/media-types.xhtml e.g. “image/png”.

|con data value part:
. Contents:

- The graphical data of the icon.
e  Coding:

Binary data as defined for the respective mediatype.
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13.6 EFuwmpc (UICC Maximum Power Consumption)

This EF provides the value of the UICC maximum power consumption during the UICC session within the limits of
clause 6.2.3 of the present document. In addition, this EF contains the value of the Operator defined time-out for the
execution of any commands by the UICC if the terminal is not able to indicate it can supply the UICC maximum power
consumption.

Table 13.8: EF ;)¢ at MF-level

Identifier: '2F08' | Structure: transparent | Mandatory
SFI: Mandatory
File size: 5 bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 UICC maximum power consumption M 1 byte
2 Operator defined time-out (T_OP) M 1 byte
3 Additional information M 1 byte
4t05 RFU M 2 bytes

. UICC maximum power consumption:

Contents:  Maximum power consumption of the UICC during the UICC session within the limits of
clause 6.2.3 of the present document.

Coding:  Coded in hexadecimal as below:
Bit 8:RFU, shall besetto '0'.
Bit 7-1:  '0A'to '3C'. Maximum power consumption of the UICC in mA.

. Operator defined time out (T_OP):

Contents:  Operator defined minimum time-out value the terminal shall set for the execution of any
commands by the UICC if the terminal is not able to indicate it can supply the UICC maximum
power consumption. The value is expressed in seconds.

Coding:  Coded in hexadecimal between '01' and 'FF'.

° Additional information:

Contents.  Indicatesif the UICC requires an increased idle current during clock-stop-mode and if the UICC
supports the UICC suspension procedure.

NOTE: Inthe scope of Release 12 drivers for increased idle current are e.g. high security capabilities together
with extended features like additional crypto coprocessors, SWP interface and larger amount of volatile

memory.
Coding:

Bit 1:'0": UICC does not require increased idle current,
'1": UICC requiresincreased idle current.

Bit 2:'0"; UICC does not support the UICC suspension procedure
'1": UICC supports the UICC suspension procedure.

Bits3-8: RFU, shall be setto'0'.
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14 Application independent protocol

14.1  File related procedures

14.1.1 Reading an EF

Reading of an EF can be done in two different ways.
1) If theshort file identifiers are used the following procedure applies.

- If short file identifiers are used, Efs that support SFI within the Current Directory can be read without
explicitly selecting the EF. The terminal selects the DF or ADF and sends a READ command. This
contains the short file identifier of the EF to be read and the location of the datato be read. If the access
condition for READ is fulfilled, the application sends the requested data contained in the EF to the
terminal. If the access condition is not fulfilled, no data will be sent and an error code will be returned.

2) If the short file identifiers are not used the following procedure applies:

- The terminal selects the EF and sends a READ command. This contains the location of the datato be
read. If the access condition for READ is fulfilled, the application sends the requested data contained in
the EF to the terminal. If the access condition is not fulfilled, no datawill be sent and an error code will
be returned.

14.1.2 Updating an EF

Updating of an EF can be done in two different ways:
1) If theshort file identifiers are used the following procedure applies:

- If short file identifiers are used, Efs that support SFI within the Current Directory can be updated without
explicitly selecting the EF. The terminal selects the DF or ADF and sends an UPDATE command. This
contains the short file identifier of the EF and the location of the data to be updated and the new data to
be stored. If the access condition for UPDATE isfulfilled, the application updates the selected EF by
replacing the existing data in the EF with that contained in the command. If the access condition is not
fulfilled, the data existing in the EF will be unchanged, the new data will not be stored, and an error code
will be returned.

2) If theshort file identifiers are not used the following procedure applies:

- The terminal selects the EF and sends an UPDATE command. This contains the location of the datato be
updated and the new data to be stored. If the access condition for UPDATE isfulfilled, the application
updates the selected EF by replacing the existing datain the EF with that contained in the command. If
the access condition is not fulfilled, the data existing in the EF will be unchanged, the new data will not
be stored, and an error code will be returned.

14.1.3 Increasing an EF
Increasing of an EF can be done in two different ways:
1) If the short file identifiers are used the following procedure applies:

- If short file identifiers are used, Efs that support SFI within the Current Directory can be increased
without explicitly selecting the EF. The termina selects the DF or ADF and sends an INCREASE
command. This contains the short file identifier of the EF and the value which has to be added to the
contents of the last updated/increased record. If the access condition for INCREASE isfulfilled, the
application increases the existing value of the EF by the data contained in the command, and stores the
result. If the access condition is not fulfilled, the data existing in the EF will be unchanged and an error
code will be returned.
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2)

If the short file identifiers are not used the following procedure applies:

- The terminal selects the EF and sends an INCREA SE command. This contains the value which hasto be
added to the contents of the last updated/increased record. If the access condition for INCREASE is
fulfilled, the application increases the existing val ue of the EF by the data contained in the command, and
stores the result. If the access condition is not fulfilled, the data existing in the EF will be unchanged and
an error code will be returned.

NOTE: Theidentification of the datawithin an EF to be acted upon by the above procedures is specified within

14.2

the command. For the proceduresin clauses 14.1.1 and 14.1.2 this data may have been previously
identified using a SEARCH RECORD command, e.g. searching for an alphanumeric pattern.

PIN related procedures

14.2.0 Overview

NOTE: The present document specifies only the generic behaviour of a PIN. An application may create a set of

PINs each with a specific behaviour.

A successful completion of one of the following procedures grants the access right of the corresponding PIN for an
application session. Thisright isvalid for al files within the application protected by this PIN.

After athird consecutive unsuccessful completion of one of the following procedures associated to the same PIN, not
necessarily in the same application session, the PIN becomes "blocked" and if the PIN statusis set "enabled”, the access
right previously granted by this PIN islost immediately.

An access right is not granted if any of the following procedures are aborted.

14.2.1 PIN verification

The terminal checks the PIN and the following procedures apply:

If the PIN statusis set "enabled” and the PIN is "blocked", the procedure ends and is finished unsuccessfully.

If the PIN statusis set "disabled" and the PIN is "blocked", the procedure ends and is finished successfully.
The terminal shall, however, accept applications which do not grant access rights when the PIN statusis set
"disabled" and the PIN is"blocked". In that case terminal shall consider those applications as "blocked".

If the PIN statusis set "disabled" and the PIN is not "blocked", the procedure is finished successfully.

If the PIN statusis set "enabled" and the PIN is not "blocked", the terminal usesthe VERIFY PIN function. If
the PIN presented by the terminal is equal to the corresponding PIN stored in the application, the procedureis
finished successfully. If the PIN presented by the terminal is not equal to the PIN which protects the
application, the procedure ends and is finished unsuccessfully.

14.2.2 PIN value substitution

The terminal checks the PIN and the following procedures apply:

If the PIN statusis set "disabled" or the PIN is"blocked", the procedure ends and is finished unsuccessfully.

If the PIN statusis set "enabled" and the PIN is not "blocked", the terminal uses the CHANGE PIN function. If
the old PIN presented by the terminal is egqual to the PIN which protects the application, the new PIN
presented by the terminal is stored instead of the old one and the procedure is finished successfully.

If the old PIN presented by the terminal and the PIN which protects the application are not identical, the
procedure ends and is finished unsuccessfully.
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14.2.3 PIN disabling

PIN enabling and disabling/disabling and replacement may be disallowed by an application. If it is alowed then the
following procedures shall be followed:

. If either the PIN statusis set "disabled" or the PIN is"blocked", the procedure ends and is finished
unsuccessfully.

Disabling and replacement:

. If the application PIN is not "blocked" and both the application PIN and the aternative global key reference
statuses are set to "enabled"”, the terminal uses the DISABLE PIN function. If the PIN presented by the
terminal is equal to the PIN which protects the application, the status of the PIN is set "disabled" and the usage
qualifier of the alternative global key referenceis set to "use” ('08") and the procedure is finished successfully.
If the PIN presented by the terminal is not equal to the PIN which protects the application, the procedure ends
and is finished unsuccessfully.

Disabling, no replacement:

o If the PIN is not "blocked" and the PIN statusis set "enabled", the terminal usesthe DISABLE PIN function.
If the PIN presented by the terminal is equal to the PIN which protects the application, the status of the PIN is
set "disabled" and the procedure is finished successfully. If the PIN presented by the terminal is not equal to
the PIN which protects the application, the procedure ends and is finished unsuccessfully.

14.2.4 PIN enabling

PIN enabling and disabling may be disallowed by an application. If it is allowed then the following procedures shall be
followed:

. If either the PIN statusis set "enabled" or the PIN is"blocked", the procedure ends and is finished
unsuccessfully.

. If the PIN statusis set "disabled" and the PIN is not "blocked", the terminal usesthe ENABLE PIN function. If
the PIN presented by the terminal is equal to the PIN which is assigned to the application, the status of the PIN
is set "enabled" and the procedure is finished successfully. If the PIN presented by the terminal is not equal to
the PIN which protects the application, the procedure ends and is finished unsuccessfully.

14.2.5 PIN unblocking

The execution of the PIN unblocking procedure isindependent of whether or not the PIN is"blocked".

The terminal checksif the UNBLOCK PIN is"blocked". If the UNBLOCK PIN is"blocked", the procedure endsand is
finished unsuccessfully.

If the UNBLOCK PIN isnot "blocked", the terminal uses the UNBLOCK PIN function. If the UNBLOCK PIN
presented by the terminal is equal to the corresponding UNBLOCK PIN of the application, the relevant PIN becomes
"unblocked" and the procedure is finished successfully. If the UNBLOCK PIN presented by the terminal is not equal to
the corresponding UNBLOCK PIN of the application, the procedure ends and is finished unsuccessfully.

14.3  Application selection procedures

14.3.1 Application selection by use of the EFpr file

Application selection by use of the EFy, file is the procedure where the terminal reads the content of the EF, fileand
presents the list of applications to the user whom can then make select one or more applications to activate.

The terminal performs the read procedure with EFy,; and presents the applications that it supports to the user who may
make a selection. If only one supported application is found this may be implicitly selected.
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14.3.2 Direct application selection

An application may be selected, without reading the content of the EF , file, by performing the SELECT procedure
with the AID of the application to be selected.

14.3.3 Direct application selection with partial AID

See clause 8.5.1.2.

14.4  General application related procedures

14.4.1 Application session activation
The terminal performsthe SELECT function with the AID of the selected application as a parameter.

If the SELECT function ends successfully the selected application'sinitialization procedure is executed. If the
initialization procedure ends successfully the UICC enters the operation state. If the initialization procedure does not
end successfully, the UICC remains in the application management state and sends an indication to the user that it was
not possible to activate the selected application.

14.4.2 UICC application interrogation
Thelist of applications residing in the UICC can be read at anytime when the UICC is not inactive.

Request: The terminal performs the read procedure with EFp .

14.4.3 UICC application session termination

An application session can be terminated at any time when the UICC is not inactive.

14.5 Miscellaneous procedures

14.5.1 UICC activation

After activation of the UICC the terminal requests the Preferred Language (EF,, ). The terminal shall execute the power

negotiation procedure. If the terminal supports CAT, it shall perform the CAT initialization procedure. The terminal
then performs an application selection procedure according to clause 14.3.

14.5.2 UICC presence detection

If an application present on the UICC has the requirement to ensure that the UICC has not been removed during a card
session the following procedure applies. The terminal sends, at frequent intervals, a STATUS command on the
UICC-terminal interface. The STATUS command shall be issued within a period of inactivity on the UICC-terminal
interface. The period of inactivity and the conditions under which the presence detection takes place is specified by the
applications active during the card session. Inactivity in this case is defined as starting at the end of the last
communication or the last issued STATUS command. If no response data is received to this STATUS command the
terminal shall take the appropriate actions after the work waiting time (T = 0) or block waiting time (T = 1) has expired
as specified by the applications active. If the DF indicated in an error free response to a STATUS command is not the
same as that which was indicated in the previous response, or accessed by the previous command, then the terminal
shall take appropriate actions as specified by the applications active during the card session. This procedure shall be
used in addition to a mechanical or other device used to detect the removal of a UICC.
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14.5.3 UICC preferred language request
Request: The terminal performs the read procedure with EF, .

Update: The terminal performs the update procedure with EF, .

14.5.4 UICC logical channels

A UICC may offer the possibility to run several selectable applicationsin parallel. Thisis done with the logical
channels mechanism. Only one selectable application can run at agiventimein agiven logical channel.

14.5.5 Power negotiation

The terminal shall attempt to select and read the UICC Maximum Power Consumption file (EF pc)-

If the fileis present, the UICC is aware of the maximum power consumption values for Release 12 and higher. Elseitis
only aware of the values for pre-Release 12.

If the UICC supportsthe TERMINAL CAPABILITY command (which is mandatory for Release 12 and higher), the
terminal shall send a TERMINAL CAPABILITY command indicating the maximum available power supply of the
terminal within the range that the UICC is aware of.

14.5.6 UICC suspension

UICC suspension can be used by the terminal to suspend the UICC when accessis not required for long periods of time,
in order to reduce the overall power consumption. When the UICC is suspended, the terminal deactivates the contacts of
the UICC, following the sequence specified in clause 4.5.2.

The procedure can be used only when it isindicated as supported by the UICC in the UICC Maximum Power
Consumption file (EF j,,p0)-

The terminal shall maintain the logical status as before the suspension and it shall resume the UICC for any event for
which it had previously registered: thisincludes events registered with SET UP EVENT LIST or TIMER
MANAGEMENT proactive command, as specified in ETS| TS 102 223 [4].

When the terminal needs to resume the UICC, it first performs the initial communication establishment procedures, as
described in clause 6. The terminal can optionally check if the content of the EF ccip matches the value used before the
UICC was suspended. The terminal sends the SUSPEND UICC command with P1 ='01" and the Resume token
received when the UICC was suspended earlier. The resume operation does not have impact on the parameters
negotiated as part of the initial communication establishment procedures.

14.6  CAT related procedures

14.6.0 Scope of CAT related procedures

The higher level procedures, and contents and coding of the commands, are given in ETSI TS 102 223 [4]. Procedures
relating to the transmission of commands and responses across the terminal-UI CC interface are given in this clause.
A UICC or terminal supporting CAT shall conform to the requirements given in this clause.

14.6.1 CAT Initialization procedure

A terminal supporting CAT shall send the TERMINAL PROFILE C-APDU. A UICC supporting CAT shall return the
response status words (SW1 SW2) '90 00" or '91 XX'. If any other value is returned, the terminal shall assume that CAT
is not supported. In case of proactive command pending, the terminal shall then start the proactive polling procedure
with the default value.
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14.6.2 Proactive polling

During idle mode the terminal shall send STATUS commands to the UICC at intervals no longer than the interval
negotiated with the UICC (see ETSI TS 102 223 [4]). During a call the UICC presence detection applies. The default
value for the proactive polling is the same as for the presence detection procedure.

14.6.3 Support of commands

A terminal supporting CAT shall support the commands TERMINAL PROFILE, ENVELOPE, FETCH and
TERMINAL RESPONSE.

14.6.4 Support of response codes

A terminal supporting CAT shall support the response status words (SW1 SW2) '91 X X' and '93 00". These responses
shall never be used if the terminal does not support CAT.

14.6.5 Independence of applications and CAT tasks

Application and CAT operation shall be logically independent, both in the UICC and in the terminal. Specifically, this
means:

. The currently selected EF and current record pointer in any active application shall remain unchanged, if till
valid, as seen by the terminal, irrespective of any CAT activity.

. Between successive CAT related command-response pairs, other application (e.g. USIM) and UICC related
command-response pairs can occur. The CAT task status shall remain unchanged by these command-response
pairs.

14.6.6 Use of BUSY status response

If for any reason the CAT task of the UICC cannot process an ENVELOPE command issued by the terminal at present
(e.0. other CAT processes are already running), the UICC can respond with a status response of '93 00". The terminal
may re-issue the command at a later stage.

The BUSY status response has no impact on e.g. USIM operation.

14.6.7 Additional processing time

The transport protocol provides a mechanism for the UICC to obtain additional processing time (i.e. NULL procedure
byte for T = 0 and Work Waiting time extension (WTX) for T = 1) before supplying the response part of a
command-response pair, during which time the terminal is unable to send further commands to the UICC.

If aCAT activity in the UICC runs for too long, this may prevent the terminal from sending e.g. USIM commands
which aretime-critical, e.g. INTERNAL AUTHENTICATE. A MORE TIME command isdefined in ETS

TS 102 223 [4], which ensures that the USAT task in the UICC gets additional processing time, while at the same time
freeing the UICC/terminal interface. The MORE TIME command should be used in preference to the transport protocol
specific mechanisms for obtaining additional processing time.

15 Support of APDU-based UICC applications over USB

If acard session is established over the Smart Card functional interface specified in ETS| TS 102 600 [18], the
following provisions apply.

Clauses 6.3, 7.4, 8, 9 10, 11, 13 and 14 of the present document apply. Clause 6.8 also applies, with the exception of the
physical interface error detection and character repetition procedure. All application level requirements for
APDU-based UICC applications (e.g. Telecom applications) and features (e.g. CAT) apply.
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The reguest for additional processing time of clause 14.6.7 of the present document shall be performed by a USB
command as described in ETSI TS 102 600 [18].

A reset isissued preferably by alogical reset command at the level of the Smart Card functional interface, as described
in ETSI TS 102 600 [18], or by an electrical reset of the IC USB interface. In either case, the effect islogically
equivalent to the effect of areset according to clause 6.5.
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Annex A (normative):
UCS2 coding of Alpha fields for files residing on the UICC

If 16 bit UCS2 characters as defined in 1SO/IEC 10646 [17] are used in an alphafield, the coding can take one of three
forms. If the terminal supports UCS2 coding of aphafieldsin the UICC, the terminal shall support al three coding
schemes for character sets containing 128 characters or less; for character sets containing more than 128 characters, the
terminal shall at least support the first coding scheme. If the alpha field record contains GSM default alphabet
characters only, then none of these schemes shall be used in that record. Within arecord, only one coding scheme,
either the GSM default alphabet (see ETSI TS 123 038 [1]), or one of the three described below, shall be used.

1) If thefirst bytein the alphastring is '80', then the remaining bytes are 16 bit UCS2 characters, with the More
Significant Byte (MSB) of the UCS2 character coded in the lower numbered byte of the alphafield, and the
Less Significant Byte (LSB) of the UCS2 character is coded in the higher numbered alphafield byte,
i.e. byte 2 of the aphafield contains the More Significant Byte (MSB) of the first UCS2 character, and byte 3
of the alphafield contains the Less Significant Byte (LSB) of the first UCS2 character (as shown below).
Unused bytes shall be set to 'FF, and if the alphafield is an even number of bytes in length, then the last
(unusable) byte shall be set to 'FF.

EXAMPLE 1:

Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8 Byte 9
‘80" Chlyss Chl g5 Ch2,,eg Ch2 ¢ Ch3ss Ch3,¢5 'FF 'FF

2) If thefirst byte of the alphastring is set to '81', then the second byte contains a value indicating the number of
charactersin the string, and the third byte contains an 8 bit number which defines bits 15 to 8 of a 16 bit base
pointer, where bit 16 is set to zero, and bits 7 to 1 are also set to zero. These sixteen bits constitute a base
pointer to a"half-page” in the UCS2 code space, to be used with some or al of the remaining bytesin the
string. The fourth and subsequent bytes in the string contain codings as follows; if bit 8 of the byteis set to
zero, the remaining 7 bits of the byte contain a GSM Default Alphabet character, whereas if bit 8 of the byteis
set to one, then the remaining seven bits are an offset value added to the 16 bit base pointer defined earlier, and
the resultant 16 bit valueis a UCS2 code point, and completely defines a UCS2 character.

EXAMPLE 2:

Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8 Byte 9
'81' '05' '13 '53' '95' 'A6' XX 'FF' 'FF'

In the above example:
- Byte 2 indicates that there are 5 charactersin the string.

- Byte 3 indicates bits 15 to 8 of the base pointer, and indicates a bit pattern of Ohhh hhhh h000 0000 as
the 16 bit base pointer number. Bengali characters for example start at code position 0980
(0000 1001 1000 0000), which isindicated by the coding '13' in byte 3 (shown by the bold digits).

- Byte 4 indicates GSM Default Alphabet character '53',i.e.'S.

- Byte 5 indicates a UCS2 character offset to the base pointer of '15', expressed in binary as follows
001 0101, which, when added to the base pointer value resultsin a sixteen bit value of 0000 1001 1001
0101, i.e. '0995', which isthe Bengali letter KA.

- Byte 8 contains the value 'FF', but asthe string length is 5, thisisavalid character in the string, where
the bit pattern 111 1111 is added to the base pointer, yielding a sixteen bit value of 0000 1001 1111 1111
for the UCS2 character (i.e. '09FF").
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3) If thefirst byte of the alpha string is set to '82', then the second byte contains a value indicating the number of
charactersin the string, and the third and fourth bytes contain a 16 bit number which defines the complete
16 bit base pointer to a"half-page" in the UCS2 code space, for use with some or all of the remaining bytesin
the string. The fifth and subsequent bytes in the string contain codings as follows; if bit 8 of the byte is set to
zero, the remaining 7 bits of the byte contain a GSM Default Alphabet character, whereas if bit 8 of the byteis
set to one, the remaining seven bits are an offset value added to the base pointer defined in bytes three and
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four, and the resultant 16 bit valueis a UCS2 code point, and defines a UCS2 character.

EXAMPLE 3:
Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8 Byte 9
'82' '05' '05' '30' '2D' '82' 'D3' '2D' ‘31"

In the above example:

- Byte 2 indicates that there are 5 characters in the string.

- Bytes 3 and 4 contain a sixteen bit base pointer number of ‘0530, pointing to the first character of the

Armenian character set.

- Byte 5 contains a GSM Default Alphabet character of '2D', which isadash "-".

- Byte 6 contains a value '82', which indicatesit is an offset of '02' added to the base pointer, resulting in a

UCS2 character code of '0532', which represents Armenian character Capital Ben.

- Byte 7 contains a value 'D3', an offset of ‘53", which when added to the base pointer resultsin a UCS2

code point of '0583, representing Armenian Character small Piwr.
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Annex B (informative):
Main states of a UICC

A UICC complying with the present document has the following states of operation:
. "Inactive” - In this state the UICC is powered off.

. "Application management” - In this state it is possible to start/end one or more application-session(s) as well as
retrieve the list of applicationsin the UICC. This state can be entered at any time when the UICC is not in the
inactive state and left when the PIN access condition for all the selected applications has been verified.

. "Operation" - This state is entered after the application session activation procedure for at least one application
has ended successfully.

Activate

De-activate

Appl_sal_cnf.

Application
Management

Appl_sal_req

Figure B.1: UICC states
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Annex C (informative):
APDU protocol transmission examples

C.1 Exchanges Using T=0

C.1.0 Overview

The following examples illustrate exchanges of data and procedure bytes between the terminal and the UICC when
standard logical channels are used (see clause 10.1.1).

Note the following:
e  Theuse of procedure bytes'60" and INS is not illustrated.
e [Data(X)] means X bytes of data.

. Case 2 and 4 commands may have Le ='00' requesting the return of all data from the UICC up to the
maximum available.

The examplesin clauses C.1.1 to C.1.4 illustrate typical exchanges using case 1 to 4 commands. The examplesin the
clauses C.1.5 and C.1.6 illustrate the more extensive use of procedure bytes '61 X X' when used with cases 2 and 4
commands. The examplein clause C.1.7 illustrates a warning condition with a case 4 command.

C.1.1 Case 1l command

A C-APDU of { CLA INSP1 P2} is passed from the terminal to the UICC (note that P3 of the C-TPDU is set to '00").

Terminal UICC

C-TPDU [CLA INS P1 P2 P3=00] >

€« 90 00

An R-APDU of {90 00} is returned from the UICC to the terminal.

C.1.2 Case 2 command

Inthisfirst example, a C-APDU of { CLA INSP1 P2 Le =00} is passed from the terminal to the UICC with
Luicc < 256 bytes.

Terminal UICC
C-TPDU [CLA INS P1 P2 P3=00] >
<« 6C Luicc
C-TPDU [CLA INS P1 P2 Luicc] >
€« INS [Data(Luicc)] 90 00

An R-APDU of {[Data(L uicc)] 90 00} is returned from the UICC to the terminal.

In this second example, a C-APDU of { CLA INSP1 P2 Le = 00} is passed from the terminal to the UICC with
Luicc = 256 bytes.

Terminal UICC

C-TPDU [CLA INS P1 P2 P3=00] >

€« INS [Data(Luicc)] 90 00
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An R-APDU of {[Data(L uicc)] 90 00} is returned from the UICC to the terminal.

C.1.3 Case 3 command

A C-APDU of {CLA INSP1 P2 Lc [Data(Lc)]} ispassed from the terminal to the UICC.

Terminal UICC
C-TPDU [CLA INS P1 P2 P3=Lc]
€« [INS]
[Data(Lc)]
<« 90 00

An R-APDU of {90 00} is returned from the UICC to the terminal.

C.1.4 Case 4 command

A C-APDU of {CLA INSP1 P2 Lc[Data(Lc)] Le=00} is passed from the terminal to the UICC.

Terminal UICC
C-TPDU [CLA INS P1 P2 P3=Lc]
€« [INS]
[Data(Lc)]
61 Luicc
GET RESPONSE [0X C0 00 00 Luicc]
€« CO0 [Data(Luicc)] 90 00

An R-APDU of {[Data(Luicc)] 90 00} is returned from the UICC to the terminal.

The GET RESPONSE command is sent on the same logical channel as the C-TPDU.

C.1.5 Case 2 commands Using the '61' and '6C' procedure bytes

A C-APDU of {CLA INSP1 P2 Le= 00} is passed from the terminal to the UICC with Luicc < 256 bytes.

Terminal uicC
C-TPDU [CLA INS P1 P2 P3=00] >
€« 6C Luicc
[CLA INS P1 P2 Luicc] >
<« 61 XX
GET RESPONSE [0X CO 00 00 YY] >
€« CO [Data(YY)] 61 ZZ
[0X C0 00 00 ZZ7] >
€« CO0 [Data(ZZ)] 90 00

WhereYY < XX,
An R-APDU of {[Data(YY + ZZ)] 90 00} is returned from the UICC to the terminal.
The GET RESPONSE command is sent on the same logical channel as the C-TPDU.
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C.1.6 Case 4 command Using the '61' procedure byte

A C-APDU of {CLA INSP1P2Lc[DatalLc] Le=00} ispassed from the terminal to the UICC.

Terminal UICC
C-TPDU [CLAINS P1 P2 P3=Lc] >
€« [INS]
[Data(Lc)] >
€« 61 XX
GET RESPONSE [0X C0 00 00 XX] >
€« CO [Data(XX)] 61 YY
[0X CO 00 00 YYVY] >
<« CO [Data(YY)] 90 00

An R-APDU of {[Data(XX + YY)] 90 00} is returned from the UICC to the terminal.

The GET RESPONSE command is sent on the same logical channel as the C-TPDU.

C.1.7 Case 4 command with warning condition

A C-APDU of {CLA INSP1P2Lc[DatalLc] Le=00} ispassed from the terminal to the UICC.

Terminal UICC
C-TPDU [CLAINS P1 P2 P3=Lc] >
€« [INS]
[Data(Lc)] >
€« 62 XX
GET RESPONSE [0X C0 00 00 00] >
€« 6C Luicc
[0X C0 00 00 Luicc] > 4
€« CO0 [Data(Luicc)] 90 00

An R-APDU of {[Data(Luicc)] 62 XX} isreturned from the UICC to the terminal containing the data returned together
with the warning status bytes.

The GET RESPONSE command is sent on the same logical channel as the C-TPDU.
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Annex D (informative):
ATR examples

This annex gives examples of ATRs that can be returned by a UICC after areset.

EXAMPLE 1: Coldreset for aT = 0 protocol only UICC.
Character Value Description
TS ‘3B’ or '3F' Indicates direct or inverse convention
TO 97 TA1 and TD1 are present
7 bytes of historical bytes
TAl ‘95’ Clock rate conversion factor FI=9 (F=512)
Baud rate adjustment factor DI=5 (D=16)
TD1 '80° TD2 only is present
TD2 "1F TA3 only is present
Global interface bytes following
TA3 '42' Clock stop supported (low electrical state)
3v uicC
Tl ‘80
T2 ‘31 Card data services
T3 '‘AQ' SELECT by AID supported
EFDIR present
T4 '73' Card capabilities
T5 '‘BE' SFI supported
T6 21 Data Coding Byte
T7 '15' No extended Lc and Le
6 logical channels supported
TCK XX Check byte
EXAMPLE 2: ColdresetforaT =0and T =1 protocol UICC.
Character Value Description
TS '3B' or '3F' Indicates direct or inverse convention
TO ‘97" TA1, and TD1 are present
7 bytes of historical bytes
TAl ‘95’ Clock rate conversion factor FI=9 (F=512)
Baud rate adjustment factor DI=5 (D=16)
TD1 ‘80" Only TD2 is present
Protocol T = 0 supported by UICC
TD2 ‘Bl TA3, TB3 and TD3 are present
Protocol T = 1 supported by UICC
TA3 'FE' IFSC is 254 bytes long
TB3 '00' Block Waiting Integer=0
Character Waiting Integer=0
TD3 "1F Only TA4 is present
Global interface bytes following
TA4 '42' Clock stop supported (low electrical state)
3V uICC
T1 '80'
T2 ‘31 Card data services
T3 'AO’ SELECT by AID supported
EFDIR present
T4 '73' Card capabilities
T5 'BE' SFI supported
T6 ‘21 Data Coding Byte
T7 17 No extended Lc and Le
More than 8 logical channels supported
TCK XX' Check byte
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EXAMPLE 3:  Warm reset (specific mode) and T = 1 protocol requested by the UICC.

Character Value Description
TS '3B' or '3F' Indicates direct or inverse convention
TO ‘97" TAL, and TD1 are present
7 bytes of historical bytes
TAL '95' Clock rate conversion factor FI=9 (F=512)
Baud rate adjustment factor DI=5 (D=16)
TD1 ‘91" TA2 and TD2 are present
Protocol T = 1 supported by UICC
TA2 ‘81 Protocol T = 1 used in specific mode
Parameters indicated by the interface bytes, and card is
not able to change mode
TD2 '‘B1' TA3, TB3 and TD3 are present
Protocol T = 1 supported by UICC
TA3 'FE' IFSC is 254 bytes long
TB3 '00' Block Waiting Integer=0
Character Waiting Integer=0
TD3 "1F Only TA4 is present
Global interface bytes following
TA4 '42' Clock stop supported (low electrical state)
T1 '80'
T2 ‘31 Card data services
T3 ‘A0’ SELECT by AID supported
EFp R Present
T4 '73' Card capabilities
T5 'BE' SFI supported
T6 21 Data Coding Byte
T7 ‘00’ No extended Lc and Le
No Logical channels supported
TCK 'XX' Check byte
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Annex E (informative):
Security attributes mechanisms and examples

E.1 Coding

Two codings are defined:
. a compact coding based on bitmaps;

. an expanded coding which is an extension of the compact coding with intermediate scope containing bitmap
and TLV list management.

The security conditions for bits not set to '1' in the AM byte are set to NEVer by defaullt.

E.2 Compact format

E.2.0 Coding

The compact format accessrule isindicated by tag '8C' in the FCP. An access rulein this format is encoded with:
e an AM byte asdefined in 1SO/IEC 7816-4 [12];
e  oneor more SC bytes as defined in ISO/IEC 7816-4 [12].

E.2.1 AM byte

The AM byte conveys two types of information:
. interpretation of the AM byte itself;
. number of SC bytesin the accessrule.

If b8 inthe AM byteisset to '0' the AM byteis followed by a number of SC bytes equal to the number of bits set to 1’
inthe AM byte (excluding b8). Each SC bytes codes the conditions relevant to a set of commands, in the same order
(b7 to bl) asinthe AM byte. When b8 is set to '1' the usage of b7 to b4 is proprietary.

When multiple sets of an AM byte and one or more corresponding SC bytes are present in the value field of the DO, tag
'8C', they represent an OR condition.

E.2.2 SC byte

The SC byte specifies which security mechanisms are necessary to conform to the access rules, see

ISO/IEC 7816-4 [12]. The 4 most significant bits (b8 to b5) indicate the required security condition. An SE may be
specified in bits b4 to bl. If an SE is specified, the mechanisms that may be defined in it for external authentication,
user authentication and command protection are used, if indicated by bits b4 to bl.

If bit b8 isset to '1' all conditions in bits b7 to b5 need to be satisfied. If bit b8 is set to '0' at least one of the conditions
set in bits b7 to b5 need to be satisfied. If b7 isset to '1', the CRT of the SE indicated in bits b4 to b1 describes whether
secure messaging applies to the command APDU, the response APDU or both.

ETSI



Release 15 164 ETSI TS 102 221 V15.0.0 (2018-07)

E.2.3 Examples

For Efs with the access condition ALW for READ and UPDATE the security attribute would look as follows:

Tag L AM sC e
'8C' '03' 03’ 00’ 00’

For Efs with the access condition ALW for READ and NEV for all other access conditions the security attribute would
look asfollows:

For EF,,; and EF | the access rule would be as follows. READ is set to ALW and UPDATE, DEACTIVATE and
ACTIVATE isset to ADM. The ADM condition isindicated as a user authentication. The key reference isimplicitly

Tag

L

AM

SC

'8C'

02

o1

00"

known.
Tag L AM SC SC SC SC
'8C' '05' '1B’ ‘90! '90 '90' ‘00’
E.3 Expanded format
E.3.0 Coding

In the expanded format AM_Dos and SC_Dos are used to create the access rules. The expanded format accessruleis
indicated by tag 'AB' in the FCP. An accessrule in this format is encoded with an AM_DO followed by a sequence of
SC Dos.

E.3.1 AM_DO

The AM_DO isdefined in ISO/IEC 7816-4 [12]. The content of the AM_DO is defined by the tag value. Tag '80'
indicates that the AM_DO contains an AM byte. Tags '81' to '8F' indicates that the AM_DO contains a command
description. The content of the command description is dependent upon the tag value as defined in

ISO/IEC 7816-4 [12]. Tag '9C' indicates that the AM_DO contains a proprietary state machine description.

When multiple sets of an AM_DO and one or more corresponding SC_Dos are present in the value field of the DO,
tag 'AB', they represent an OR condition.

E.3.2 SC_DO

The SC_DO isdefined in ISO/IEC 7816-4 [12]. The SC_DO definition contains an OR and an AND template. Several
SC_Dos may be attached to a particular operation.

. If the SC_Dos are encapsulated in an OR template, then only one of the security conditions has to be fulfilled
for the operation to be allowed.

. If the SC_Dos are not to be encapsulated in an OR template or if the SC_Dos are encapsulated in an AND
template, then al security conditions have to be fulfilled before the operation is allowed.
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E.3.3 Access rule referencing

Access rulesin expanded format (AM_Dos and SC_Dos) may be stored in alinear fixed EF, each record contain one or
morerules, as defined in ISO/IEC 7816-4 [12]. The accessrule file may be an internal file, referenced implicitly, or
may be referenced explicitly, e.g. by afile ID. The accessrule stored in afileisindicated by tag '8B' in the FCP. The
value of this DO contains at |east one record number, called ARR. The DO can contain:

. A single byte containing the record number of therule, valid if the accessrule file is (implicitly) known.

Three bytes containing two bytes with the File ID of the access rule file followed by one byte with the record
number for the accessrule.

If the value filed is coded with alength of 2 + nx 2, for n > 1, it contains one or more SEID/ARR pairs, where
the SEID codes the SE number on one byte. For each SE number, the access rulesindicated in the ARR

following its SE humber are valid.

E.3.4 Examples

The access rule for EF, would look as follows. The READ and SEARCH access condition is ALWays. The UPDATE
access condition is applicationl PIN or application2 PIN.

o o
© ©
(o)) - (o)) ' (o)) o
(@) o — o —_
g o [B] |2 E gl |8 E g g
E_lgl_l>E_|8I_|§4>§4>8IJ§4>§4>8|4>8I4
= © 0 > 0 > = 0
< 0 g > 2 g > < 2
© ©
» »
] ]
'‘AB'['1A'['80"|'01'|'02"|'AQ'| '10"|'A4'|'06' ['83"['01'| '01 |'95"|'01"|'08'|'A4'['06'|'83"|'01"|'02"|'95"'('01'['08"|'80"|'01"|'01"| 90" [ ‘00"
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Annex F (informative):
Example of contents of EFarr '2F06'

F.1

Sample content of the EFarr

This clause contains an example of the contents of EF, o "2F06'.

Table F.1: Access rule references for files located

at the MF level

ARR Value
Recors Appli Access AM LEN |Value SSETO Secu.r!ty Len [Key Usage
cable|  Condition DO Tag Condition Ref |Len |Value |Qualifier |Len [Value
Tag Tag
01 EF |READ '80' | '01' | 'O1' '90' ALW '00'
UPDATE/ ‘80" | '01' | 1A ‘A4 Level 5 '06' | '83' | '01' | 'OX' '95' '01' | 'YY'
DE-ACTIVATE/
ACTIVATE
02 EF |READ ‘80" | '01' | ‘o1 '90' ALW '00'
DEACTIVATE/ ‘80" | '01' | '18' ‘A4 Level 5 '06' | '83' | '01' | 'OX' '95' '01' | 'YY'
ACTIVATE
03 EF |READ '80' ‘01 '01' '90' ALW ‘00
UPDATE '80" | '01' | ‘02 ‘A4 PIN '06' | '83' | '01' | '0O1' '95' '01' | ‘o1
DEACTIVATE/ '80" | '01' | '18' ‘A4 Level 5 '06' | '83' | '01' | 'OX' '95' 01| 'YY'
ACTIVATE

The value X in table F.1 isaccording to level 5in table 9.3. Thevalue'YY'in table F.1 isin accordance with

ISO/IEC 7816-4 [12].

As an example, those records could be used as follows: the first record of EF, o can be the access rule of EF,, the

second record of EF ., can be the access rule of EF, ., the third record of EF, -, can be the accessrule of EF, .
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Annex G (informative):
Access Rules Referencing (ARR)

G.1  Sample content of EFarr

This clause contains a set of access rule examplesthat are stored in EF, . The access rules are referenced using
tag '8B' in the FCP.

The following definitions apply:
e theapplication PIN isreferred to as PIN Appl. 1 global (key reference '01);

. the UICC supports the usage of a universal PIN, see clause 9.4.1, that isreferred to as UNIVERSAL PIN (key
reference '11");

e theapplication PIN2 is referred to as Second PIN Appl.1 local (key reference '81');
. access condition ADM isreferenced as Level 5/Level 6 (key reference 'Y Z') where:
- "Y'="0"for Level 5and 'Y' = '8 for Level 6;
- 'Z'="A"to 'E' for Level5 and Level 6;

. the value "X X' for the usage qualifier for key reference value 'Y Z' is according to ISO/IEC 7816-4 [12].

Table G.1: Application Access Rule References

Value
. SCDO: .
ARR | Appli- |Access Security Key Usage
Record | cable |Condition AMDO| Len | Value E:I'ST Condition Len Ref | Len | Value |Qualifie [ Len |Value
9 Tag r Tag
01 EF__ |READ '80' '01' '01' '90'  [ALW '00' - - - - - -
o I o R I R
02 EF  |DEACTIVATE/ :80: 101: 102: :A4: global :OG: :83: 101: I‘Ol'l :95: 101: "08"
ACTIVATE 80 01 18 A4 Level 5/Level 6 06 83 01 YZ 95 01 XX
READ 01
03 £r  |UPDATE/ o | o1 | ov A4 gl'c';‘bgpp'l o6 | 83 | or | I 95 | o1 | ‘o8
DEACTIVATE/ '80' '01' "1A" AL P el siLevel g | 06 | 83 | 01 '95' 01 | XX
ACTIVATE
READ/UPDATE | '80' '01' '03' ‘A4 |PIN Appl 1 '06' | '83' | 'Ol '01' '95' '01' | '08'
04 EF |DEACTIVATE/ '80' '01' '18' ‘A4 |global '06' | '83' | 'Ol Yz '95' 01 | XX
ACTIVATE Level 5/Level 6
PIN Appl 1
iy g0 | o | on ‘A4 |global 00 | 83 | or | or 95 | 01 | ‘o8
05 EF  |DEACTIVATE/ '80' '01' '02' ‘A4 |PIN2 Appl 1 '06' | '83' | 'Ol '81' '95' '01' | ‘08
‘80" ‘01’ '18' ‘A4’ local '06' '83' ‘01 YZ' '95' ‘01 XX
ACTIVATE
Level 5/Level 6
READ
- EF  |UPDATE/ '80' '01' '01' '90'°  |ALW '00' N7
DEACTIVATE/ '80' '01' "1A" ‘A4 |Level 5/Level 6 | '06' | '83' | '01' '95' 01 | XX
ACTIVATE
?E AD/UPDATE 80 01 13 A4 gPll(;\lbgppl 1 06 83 01 01 95 01 08
07 EF ACTIVATE o . . A [P I R o on e | e
DEACTIVATE 80 01 08 A4 06 83 01 YZ 95 01 XX
Level 5/Level 6
READ/UPDATE | '80' '01' '1B' ‘A4 '06' | '83' | 'Ol N7 '95' 01 | XX
08 EF | ACTIVATE/ Level 5/Level 6
DEACTIVATE
PIN Appl 1
READ/UPDATE | '80' '01' '03' ‘A4 |global '06' | '83' | 'Ol '01' '95' '01' | ‘08
09 EF  |DEACTIVATE/ '80' '01' '18' ‘A4 |Level 5/Level 6 | '06' | '83' | '01' Yz '95' 01 | XX
ACTIVATE
INCREASE '84' '01' '32' ‘A4 |PIN Appl 1 '06' | '83' | 'Ol '01' '95' '01' | ‘08
global
PIN Appl 1
READ/UPDATE ‘80" ‘01 '03' ‘A4’ global '06' '83' ‘01 ‘01 '95' ‘01 '08'
10 EF  |DEACTIVATE/ '80' '01' '18' ‘A4 |Level 5/Level 6 | '06' | '83' | '01' Yz' '95' 01 | XX
ACTIVATE
INCREASE '84' '01' '32' ‘A4 |PIN2 Appl 1 '06' | '83' | 'Ol '81' '95' '01' | ‘08
global
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Value
ARR | Appli- |Access AM DO Len | value Sgg.l(.): Security Len Key Usage
Record | cable |Condition Ta Condition Ref | Len | Value |Qualifie | Len |Value
9 Tag r Tag
SES%E Y O 90 |ALW 00
11 EF  |Deservarg | 80 | ov | oz ‘A4 |Universal PIN | 06" | 83 | o1 | v 95 | o1 | o8
pesadinta g0 | ‘01 18 A4 |Level5/Level6 | 06 | 83 | 01 | 'Yz 95 01 | XX
READ : o
1 e |UPDATE/ 80" | 'or | or ‘Ad t’:\'{‘;‘f;sla' PIN - | g | 83 | o1 \lé 95 | o1 | o8
DEACTIVATE/ | '80' | 01" | ‘1A" x| Ve 06 | '83 | or 95 | o1 | xx
ACTIVATE
READIUPDATE | o | o1 | oa g |UnversalPIN | 06 | 83 | oI | ‘1T 95 | o1 | ‘08
13 EF [DEACTNVATE/ | o0 | o1 | 1o g |Levels/ 06 | '83 | 01 | 'Yz 95 | o1 | xx
ACTIVATE Level 6
SES%E g0 | o1 | or ‘Al glr;\""zefa' ITN 00 | 83 | o1t | 1 95 | o1 | o8
14 EF  |Deaervarg | 80 | ov | oz g | NS APP 06 | '83 | o1 | 81 95 | o1 | o8
jsangioda 80 | ‘01 18 Ao evels | 06| 83| 0T | vz 95 01 | XX
READ
5 £r  |UPDATE/ g0 | o1 | or 00 |ALW 00 g
DEACTIVATE/ | '80' | o1 | ‘1A" ‘A4 |LevelSiLevels | ‘06" | 83 | ‘o1 95 | o1 | xx
ACTIVATE
READ/UPDATE | '80' | oL | 13 A4 |Universal PIN | ‘06 | 83 | o1’ | 1T 95 | o1 | ‘08
16 EF |/ ACTIVATE
DEACTIVATE | '80' | 01 | ‘o8 ‘A4 |LevelsiLevels | 06 | 83 | 01 | vz 95 | o1 | xx
READ/UPDATE
/ an "1 R A p e | e "1 W or 1 | ey
17 EF | heTvaTES g0 | o1 | 1B A4 |LevelSiLevels | ‘06 | 83 | 01 | vz 95 01 | XX
DEACTIVATE
READ/UPDATE | '80' | 0L | ‘03 A4 |Universal PIN | ‘06 | 83 | o1’ | ‘1T 95 | o1 | ‘08
15 e |DEACTIVATE/ | 80 | o1 | ‘18 ‘A4 |LevelSiLevels | 06 | 83 | 01 | 'Yz 95 | o1 | xx
ACTIVATE
INCREASE g4 | o1 | 32 ‘A4 |universalPIN_ | 0e' | 83 | o1 | v o5 | o1 | o8
READ/UPDATE | '80' | 01’ | ‘03 ‘Al t’g\'/‘gf;i'esg}‘ s |05 |83 | o | 95 | o1 | o8
DEACTIVATE/ | '80' | o1 | ‘18 A4 06 | 83 | 01 | 'Yz 95 | o1 | xx
19 EF
ACTIVATE BINZ ADD 1
INCREASE g4 | o1 | 32 L et PP 06 | '83 | o1 | 81 95 | o1 | o8
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Table G.2: DF..om Access Rule References
Access SCD Value SCDO Value
ARR Appli- | Conditi | AM Ll v SCDO Security Condition | L (0] L Key Usa.g.e crRT |L Key Usa_g_e
Record | cable on DO CRT Tag CRT Ref | L | V [Qualifier|L | V Ta Ref | L | V | Qualifier | L \%
Tag Tag Tag 9 Tag Tag
01 EF  [READ '80' | ‘01" | ‘o1’ 90" ALW ‘00" - - - - - |- - - - - - -
02 EF  |READ '80" | '01' | ‘01’ '90' ALW '00'
UPDATE | '80' | '01' | '02' 'AO" PIN Appl 1 global ORPIN | '10' | 'A4' | '06' | '83' |'01' | '01' '95' '01' | 08" ‘A4 |'06'| '83" ['01'| 02 '95' ‘o1 '08'
DEACTIVA | '80' | '01' | 18 ‘A4’ Appl 2 '06' '83' | o1 | '0Z' '95' ‘01’ | XX
TE/ Level 5
ACTIVATE
03 EF  |[READ '80' | '01' | ‘01 'AO' PIN Appl 1 global ORPIN [ '10' | ‘A4’ '83' [ 'o1' | o1’ '95' '01'| 08" ‘A4 [06'| 83" [01'] 02 '95' o1 '08'
UPDATE/ | '80' | '01' | '1A" ‘A4’ Appl 2 '06' ‘83" | '01' | '0Z' '95' ‘01 | XX
DEACTIVA Level 5
TE/
ACTIVATE
04 EF |[READ/UP | '80' | '01' | '03' 'AO' PIN Appl 1 global ORPIN [ '10' | ‘A4’ '83' [ 'o1' | o1’ '95' '01'| 08" ‘A4 |06 '83" [01'] 02 '95' o1 '08'
DATE '80" | '01' | '18' ‘A4’ Appl 2 '06' ‘83 | o1 | '0Z' '95' ‘01 | XX
DEACTIVA Level 5
TE/
ACTIVATE
05 EF  |READ '80" | '01' | ‘01’ '90' ALW ‘00"
UPDATE/ | '80" | '01' | '1A" ‘A4’ Level 5 '06' '83' | '01' | '0Z' '95' 01| XX
DEACTIVA
TE/
ACTIVATE
06 EF  |READ/ '80" | '01' | 13 'A0" PIN Appl 1 global ORPIN | '10' | 'A4' '83" | 01" | ‘o1’ '95' '01'[ '08' ‘A4 06| '83 |01 02 '95' o1 '08'
UPDATE/ Appl 2
ACTIVATE
DEACTIVA | '80' | '01' | '08' ‘A4’ '06' '83' | '01' | '0Z' '95' 01| XX
TE Level 5
07 EF |READ/UP | '80' | '01' | 1B’ ‘A4’ Level 5 '06' 83" | o1 | '0Z '95' ‘01| 'xx'
DATE/
DEACTIVA
TE/
ACTIVATE
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G.2 Example of access rule referencing with SE ID

This clause describes an exampl e of the usage of the access rule referencing method using SE ID. Table G.1is
considered to be the EF(ARR) file for this example.

Assume an application uses PIN Application 1 Global asits application PIN. In addition, this application allows the
replacement of its application PIN by the Universal PIN. EF(example) isan elementary file part of this application and
has the following access conditions:

. READ: Always.
. UPDATE: PIN application 1 Global.
e ACTIVATE/DEACTIVATE: level 5or 6.

The security attributes returned after the selection of EF(example) then contains a reference to record 2 of table G.1 for
SE 01 and areference to record 11 of table G.1 for SE 00.
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Annex H (normative):
List of SFI Values assigned in ETSI TS 102 221

H.1 List of SFI Values at the MF Level

File Identifier SFI Description
"2FE2' '02' ICC Identification (EF,-¢,p)
'2F05' '05' Preferred Languages (EFp,)
'2F06' '06' Access Rules Reference (EF gR)
"2F07' ‘o7 Environmental Classes (EFgyy.ci asses) (sPecified in ETSI TS 102 671 [27])
'2F08' '08' UICC Maximum Power Consumption (EFpc)
'2F00' "1E' Application Directory (EFpg)

All other SFI values are reserved for future use.
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Annex | (informative):
Resets and modes of operation

This annex contains figures that illustrate selection and switching of modes of operation of the"Type 1 UICC" and
"Type 2 UICC".

Start of a
card session

v

Deactivation Cold Reset

v

ATR without TA(2) > |

\ 4

Warm reset

PPS Procedure

N.M. = Negotiable Mode
S.M. = Specific Mode

Figure I.1: Modes of operation of a"Type 1 UICC"

Deactivation

—>| Start of a card !4

v

| Cold Reset |
Deactivation +

| ATR without TA(2) |

ATR with TA(2)

TA(1): (Fd,Dd —» —
—p Warm reset > TAEZ;:t(J8=1 b)5=0
A

PPS Procedure

ATR with TA(2)

> Warm reset —»| TA(L):(Fn,Dn) L » a
TA(2): b8=1, b5=0

Negotiable Mode
Specific Mode

M. =
M. =

Figure 1.2: Modes of operation of a "Type 2 UICC"
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Annex J (informative):
Example of the use of PINs

J.1  Application having several ADFs

From the security context point of view, 2 ADFs using the same application PIN are part of the same application. Each
ADF then refersto the same local key reference number whose value and status is specific to each ADF. Figure J.1
illustratesiit.

Same application from the security context
point of view (same application PIN)

AL
/- Y
ADF1 ADF2
PIN '01', value 1234, verified PIN '01', value 1234, verified
PIN '81', value 3456, verified PIN '81', value abcd, not verified
DF1 DF1
PIN '01', value 1234 PIN '01', value 1234
PIN '81', value 3456 PIN '81', value abcd
Figure J.1

J.2  Two applications with two different security contexts

From the security context point of view, two applications use two different application PINs. Then the local PINs of the
applications use two different key reference numbers, each one paired with its associated application PIN. Figure J.2
illustrates this scenario.

Application 1 Application 2
ADF1 ADFR2
PIN 01, vdue 1234, verified PIN '02, value xyz, verified
PIN '81, vdue 3456, verified PIN '82', vd ue abad, not verified
DF1 DF1
PIN ‘0T, value 1234 PIN '02, valuexyz
PIN '81, value 3456 PIN ‘82, valueabcd
Figure J.2
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Annex K (informative):
Examples of the PIN state transition
on multi verification capable UICC

K.O

Context

This annex describes two examples of the global PIN state transition on a multi verification capable UICC.

Infigure K.1, following global PINs and ADFs are assigned in the UICC:

the global PIN, key reference '01', is referred to as an application PIN of ADF, in SE (Security Environment)
01;

the global PIN, key reference '02', is referred to as an application PIN of ADFg in SE 01,
the global PIN, key reference 11, isreferred to as an universal PIN of both ADFsin SE 00;

any filesunder MF, highlighted area, can refer to global PINSs.

MF
PIN: ‘01’02
11
% Universal PIN
ADF, ADFg
| PIN: o DFreteco 1 PIN: 02

L Fo
W { EFarr | DF J EFarr

DFA_l DFB—l

an

Figure K.1: Example of multi verification capable UICC

i

K.1

PIN state transition on the single logical channel

This clause describes global PIN state transition on a single-logical-channel scenario of the UICC illustrated in
figure K.1.

The global PIN state transition contains:

scenario on alogical channel;
security status as PIN status and PIN verification state for PIN '11', '01' and '02;
current ADF, DF and file;

PIN status byte and usage qualifier for PIN '11' in PIN status DO;
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e SE (Security Environment) ID.

Logical channel #0

Security status PIN status DO in the FCP
PIN status PIN verification current PIN status byte | Ysace | SE
Scenario state y qualifier | |D
PIN PIN PIN | PIN PIN PIN . PIN PIN PIN PIN
channel #0 ‘11 '01' '02' | '11' '01' '02' ADF [ DF File ‘11" '01' '02' | (‘11Y)
#1 ATR E E E N N N — MF MF E E E ‘00’ 01
#2 SELECT
ME i) ! ! i) i) i) — ! ! ! ! ! i) !
#3 SELECT
ADF | ADF ADF
by DF-name —
y OF O I T A 1< oo I Lo
(A
#4 SELECT
we | Vb Ll b L L MR MR L B L
#5| DISABLE
PIN(OI'> | | D®R) | l \Y l l l l l D l ‘08" 00
'11')

#6 | VERIFY PIN
(11) l l L vl l l Lol l Lo l l

S A O I R O N et I A I
0 bysé(ésiine T T L ol I I
PPSELECT L e b |y MewE| L D Ly
(T 1 S T N (e T A B S
R T B T T A T R A I
7 byss(éé?ifne T T Lt AT IR
s bysé(égiine T Nt et AT I ™

—: None, |: same status of the above, V: Verified, N: Not verified, E: Enabled, D: Disabled, R: Replaced
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K.2  PIN state transition between logical channels

This clause describes PIN state transition on a two-logical-channels scenario of the UICC illustrated in figure K. 1.
The global PIN state transition contains:

. scenario between two logical channels;

. security status as PIN status and PIN verification state for PIN '11', '01' and '02';

. on each logical channel;

. current ADF, DF and file;

. PIN status byte and usage qualifier for PIN '11' in PIN status DO;

e SE (Security Environment) ID.

Logical channel #0 logical channel #1
security status PIN status DO in the FCP PIN status DO in the FCP
_ PIN status PIN verification current PIN status byte usage SE current PIN status byte usage SE
Scenario state qualifier | ID qualifier | ID
PIN PIN PIN|[PIN PIN PIN . PIN PIN PIN PIN AD . PIN PIN PIN| PIN
channel #0 | channel #1 11 o1 02 | 110 'o1r ‘o2 ADF | DF File 11 '01' '02" (11) = DF File 11 01 '02'| (11)
#1 ATR E E E N N N — | MF MF | E E E '00' (01
#2 SELECT
Iy Looloou = Lol Lol
#3 SELECT
ADF | ADF ADF
by DF-name —
y L I T A < e ol A Lol
(A)
#4 | SELECT
Iy L T A R L A A - Lol
#5 | DISABLE
PIN (01' — |l DR) | ! \% ! ! ! ! ! D ! '08' |00
'117)
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Logical channel #0 logical channel #1
security status PIN status DO in the FCP PIN status DO in the FCP
PIN verification current usage |SE current usage |SE
Scenario PIN status state PIN status byte qualifier | ID PIN status byte qualifier [ ID
PIN PIN PIN [ PIN PIN PIN . PIN PIN PIN PIN AD . PIN PIN PIN PIN
channel #0 | channel #1 11 o1 02 | 110 'o1r ‘o2 ADF | DF File 11 '01' '02" (11) = DF File 11 01 '02'| (11)
#6 | VERIFY PIN
(11) ! ! ! \ l l l ! l ! ! ! ! !
#H7 SELECT ADF ADF
#8 | MANAGE
CH. ! I I ! ! ! ! I ! I I = I | — | MF MF | E D E ‘08" |00
(#0 — #1)
#9 SELECT
ADF| ADF ADF
by DF-name | | ! ! ! ! ! ! ! ! ! ! — ! ! ! — ‘00" |01
®) ®)| B ®
#10
v T T R B IV V2 A S A
#11 ATR I S S N ! L | — [ MF MF | | S E I S
#12
SELECT T A O A A
#13| SELECT
by DFname T O et s e T B [
#14 MANAGE
CH. ! I I ! ! ! ! I ! I = I | — | MF MF | E D E ‘08" |00
(#0 — #1)
#15 SELECT
e R e HWalm m v v = v
#16| DISABLE
#17| SELECT
ADF (7FFF) L e A A e e T e T O I A I A
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Logical channel #0 logical channel #1
security status PIN status DO in the FCP PIN status DO in the FCP
PIN verification current usage |SE current usage |SE
Scenario PIN status state PIN status byte qualifier | ID PIN status byte qualifier [ ID
PIN PIN PIN [ PIN PIN PIN . PIN PIN PIN PIN AD . PIN PIN PIN PIN
channel #0 | channel #1 11 o1 02 | 110 'o1r ‘o2 ADF | DF File 11 '01' '02" (11) = DF File 11 01 '02'| (11)
#18
St rei I S R I I RN IR A Loy B —]| 00 o1
#19 SELECT
ADF (‘7FFF) I ! ! ! ! ! ! ! ! ! — ! ! U I ! ! I = ! !
#20 DISABLE
PIN I DR) | ! ! ! ! ! ! ! — ! ! U I ! ! D — ‘08" |00
(01' - '11")
#21 SELECT
ADF (‘7FFF) I ! ! ! ! ! ! ! ! ! — ! ! U I ! ! I = ! !
#22 ATR | ! ! | | | — | MF  MF l D l l l
#23| SELECT
ME I ! ! ! ! ! — ! ! ! ! ! ! !
#24| SELECT
ADF | ADF ADF
by DF-name ! ! ! l l l ! — ! !
) ®) | B ®
#25| MANAGE
CH. ! ! ! ! ! ! ! ! ! ! — ! ! | — | MF MF | E D D ‘00" |01
(#0 — #1)
#26 SELECT
ADF| ADF ADF
by DF-name | | ! ! l l l l ! l ! — ! ! ! L\ — | '08 |00
@) IR
#27
et T T T T T T I A I A
#28| DISABLE
F’INlﬁ{?'ﬁ ! L DR | l l l ! l ! — D ‘08" (00| | | | l ! = l l
#29
VERy T L T T T e A T A A IR A A A
#30 ATR l ! l N ! | | —[|MF MEF]| | D ! ll Il
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Logical channel #0 logical channel #1
security status PIN status DO in the FCP PIN status DO in the FCP
_ PIN status PIN verification current PIN status byte usage SE current PIN status byte usage SE
Scenario state qualifier | ID qualifier [ ID
PIN PIN PIN [PIN PIN PIN . PIN PIN PIN PIN AD . PIN PIN PIN| PIN
channel #0 | channel #1 11 o1 02 | 110 'o1r ‘o2 ADF | DF File 11 '01' '02" (11) = DF File 11 01 '02'| (11)
#31| SELECT
ME ! ! ! l l =1 l ! ! ! ! !
#32| SELECT
ADF | ADF ADF
by DF-name —
y O I T A = = Lo
(B)
#33] MANAGE
CH. l l l l l l l l l l — l l Il — | MF MF E D D '08' 00
(#0 — #1)
#34 SELECT
ADF| ADF ADF
byDF-name| L L | L4 L bl = b b ey |ty
(A)
NOTE: —: None, |: same status of the above, V: Verified, N: Not verified, E: Enabled, D: Disabled, R: Replaced.
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Annex L (informative):
Examples of SET DATA and RETRIEVE DATA usage

L.1 Examples of SET DATA and RETRIEVE DATA
usage
This clause describes the sequences on APDU level, i.e. C-APDUs are given as:
CLA INSP1P2{LcDATA} {Le}.
The presence of components enclosedin {...} depends on the case of the APDU.

The terminal stores some data in the object with tag ‘A1’ of length 45 kB with interruption, good case.

Table L.1.1: SET DATA with interruption, good case

Terminal uicC
SET DATA (First Block) | [80 DB 00 80 Lc A1 82 B4 00 XX ... XX] >
€« 63 F1
SET DATA (Next Block) [80 DB 00 00 Lc xx ... xx] >
€« 63 F1
AUTHENTICATE [00 88 00 XX Lc YY...YY Le >
€« [Data] 90 00
SET DATA (Next Block) [80 DB 00 00 Lc xx ... xx] >
€« 63 F1
UPDATE BINARY on [01 D6 00 00 Lc xx ... xx]
other logical channel
90 00
SET DATA (Next Block) [80 DB 00 00 Lc xx ... xx] >
€« 63 F1
SET DATA (Next Block) [80 DB 00 00 Lc xX ... xx] >
€« 90 00

The terminal stores some data in the object with tag ‘A1’ of length 45 kB with interruption, error case.

Table L.1.2: SET DATA with interruption, error case

Terminal UICC
SET DATA (First Block) | [80 DB 00 80 Lc A1 82 B4 00 XX ... XX] >
€« 63 F1
SET DATA (Next Block) [80 DB 00 00 Lc XX ... XX] >
€« 63 F1
AUTHENTICATE [00 88 00 XX Lc YY...YY Le] >
€« [Data] 90 00
SET DATA (Next Block) [80 DB 00 00 Lc XX ... XX] >
€« 63 F1
UPDATE BINARY on [00 D6 81 00 Lc xX ... XX]
same logical channel
90 00
SET DATA (Next Block) [80 DB 00 00 Lc XX ... XX] >
€« 6A 86
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Asaresult of the error, the object with tag ‘A1’ is removed from thefile.

The terminal retrieved the object with tag 'A2" with interruption (good case).

Table L.1.3: RETRIEVE DATA with interruption, good case

Terminal UICC
RETRIEVE DATA (First [80 CB 00 80 01 A2 Le] >
Block)
€« [A2 len xx ... xx] 62 F1
RETRIEVE DATA (Next [80 CB 00 00 Le] >
Block)
€« [xx ... xx] 62 F1
AUTHENTICATE [00 88 00 XXLcYY YYLe] >
[Data] 90 00
RETRIEVE DATA (Next [80 CB 00 00 Le] >
Block)
€« [xx ... xx] 62 F1
RETRIEVE DATA (Next [80 CB 00 00 Le] >
Block)
€« [xx ... xx] 90 00

L.2 Examples of RETRIEVE DATA usage with transport
protocol T=0

This clause describes the sequences on APDU and TPDU level.
C-APDUs are given as.
CLA INSP1P2{LcDATA} {Le}
C-TPDUsaregiven as.
CLA INSP1 P2 P3{DATA}
The presence of components enclosedin {...} depends on the case of the APDU or the type of the TPDU.

This clause gives examples of the usage of the RETRIVE DATA command with transport protocol T = 0. The first
example is based on the preconditions out of table L.1.3. Furthermore it is assumed that for the last block of the
RETRIEVE DATA command only 64 additional data bytes are left to be retrieved to show the handling with the
procedure byte '6C'. The second example shows the use of procedure byte '61' when a short object isretrieved.
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Table L.2.1: RETRIEVE DATA with interruption, good case

Terminal UiCC
RETRIEVE DATA (First [80 CB 00 80 01 A2 00]
Block) C-APDU:
C-TPDU: [80 CB 00 80 01]
€« [CB] (INS)
[A2] (Tag) 2>
€« 62 F1 (SW1/2: 'Warning:
more data available")
Get Response [00 CO 00 00 00] >
€« [CO] (INS)
[A2 len xx ... xx] (256 Data
bytes) + 90 00 (SW1/2
Normal ending of command)
R-APDU: [A2 len xx ... xx 62 F1]
RETRIEVE DATA (Next [80 CB 00 00 00]
Block) C-APDU:
C-TPDU: [80 CB 00 00 00] >
€« [CB] (INS)
[xx ... xx] (256 Data bytes)
+ 62 F1 (SW1/2: 'more data
available")
R-APDU: [xx ... xx 62 F1]
AUTHENTICATE [0088008122 YY YY...YY 33]
C-APDU:
C-TPDU: [00 88 00 81 22] >
€« [88] (INS)
[YY YY...YY] (Data)
€« 61 33 (SW1/2)
Get Response [00 CO 00 00 33] >
€« [CO] (INS)
[xx ... xx] (51 Data bytes) +
90 00 (SW1/2)
R-APDU: [xX ... xx 90 00]
RETRIEVE DATA (Next [80 CB 00 00 00]
Block) C-APDU:
C-TPDU: [80 CB 00 00 00] >
€« [CB] (INS)
[xx ... xx] (256 Data bytes)
+ 62 F1 (SW1/2: 'more data
available")
R-APDU: [xx ... xx 62 F1]
RETRIEVE DATA (Next [80 CB 00 00 00] (see note)
Block) C-APDU:
C-TPDU: [80 CB 00 00 00] >
€« 6C 40 (SW1/2: 'resend
previous command with P3
equal to '40' - 64 additional
Data bytes available")
[80 CB 00 00 40]
€« [CB] (INS)
[xx ... xx] (64 Data bytes) +
90 00 (all data retrieved)
R-APDU: [xx ... xx 90 00]

NOTE: Terminalsare usually expected to skip this step, because they can calculate the correct length of the last
command from the length field of the data object. However, the UICC has to support the given procedure.
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Table L.2.2: RETRIEVE DATA, short object

Terminal UiCC
RETRIEVE DATA (First [80 CB 00 80 01 A3 00]
Block) C-APDU:
C-TPDU: [80 CB 00 80 01]
€« [CB] (INS)
[A3] (Tag) >
€« 61 40 (SW1/2: '64 Data
bytes available"))
Get Response [00 CO 00 00 40] >
€« [CO] (INS)
[A3 3E xx ... xx] (64 Data
bytes) + 90 00 (all data
retrieved)
R-APDU: [A3 3E xx ... xx 90 00]
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Annex M (informative):
Examples of ODD AUTHENTICATE instruction code usage

M.1 Examples of ODD AUTHENTICATE instruction code
usage at applicative level

This clause describes the sequences on APDU level, i.e. C-APDUs are given as:
CLA INSP1P2{LcDATA} {Le}
The presence of components enclosedin {...} depends on the case of the APDU.

The terminal sends some datain the object with tag '53' and the answer received by the UICC isin the object with tag
'53'. The security context used in the example is P2="00". The challenge datais[xx ... xx] and the authentication

response datais[yy ... yyl.

In the first example the length of the challenge data is 200 bytes (‘'C8' hex) and the length of the response datais
100 bytes (‘64" hex).

Table M.1.1: ODD AUTHENTICATE with short data

Terminal UICC

AUTHENTICATE 00 89 80 00 Lc=CB [53 81 C8 xx ... xX] >
(First Block of
authentication data)

€« 62 F3

AUTHENTICATE 00 89 A0 00 Le=00 >
(First Block of
authentication
response data)

€ [53 64 yy ... yy] 90 00

In the second example the length of the challenge datais 700 bytes (‘'02BC' hex) and the length of the response datais
600 bytes ('0258' hex).
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Table M.1.2: ODD AUTHENTICATE with extended data

Terminal uiCcC

AUTHENTICATE (First 00 89 80 00 Lc=FF [53 82 02 BC xX ... XX] >
Block of authentication
data)

€« 63 F1

AUTHENTICATE (Next 00 89 00 00 Lc=FF [xx ... xX] >
Block of authentication
data)

€« 63 F1

AUTHENTICATE (Next 00 89 00 00 Lc=C2 [xX ... XX] >
Block of authentication
data)

€« 62 F3

AUTHENTICATE (First 00 89 A0 00 Le=00 >
Block of authentication
response data)

€| [53820258yy..yy]62F1

AUTHENTICATE (Next 00 89 20 00 Le=00 >
Block of authentication
response data)

€« [yy ...yy] 62 F1
AUTHENTICATE (Next 00 89 20 00 Le=5C >
Block of authentication
response data)
€« [yy ... yy] 90 00

M.2 Examples of ODD AUTHENTICATE instruction code
usage with transport protocol T =0

This clause describes the sequences on APDU and TPDU level.
C-APDUs are given as:
CLA INSP1P2{LcDATA} {Le}
C-TPDUs are given as.
CLA INSP1 P2 P3{DATA}
The presence of components enclosedin {...} depends on the case of the APDU or the type of the TPDU.

This clause gives examples of the usage of the ODD AUTHENTICATE command usage with transport protocol T = 0.
The first example is based on the preconditions out of table M.1.1. The second example is based on the preconditions
out of table M.1.2.
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Table M.2.1: ODD AUTHENTICATE with short data

Terminal UICC
AUTHENTICATE 00 89 80 00 Lc=CB [53 81 C8 xX ... XX]
(First Block of
authentication data)
C-APDU:
C-TPDU: [00 89 80 00 CB] >
€ [89] (INS)
[53 81 C8 xx ... xx] (200 Data bytes) >
€« 62 F3 (SW1/2: 'Warning:
Authentication response data
available")
R-APDU: [62 F3]
AUTHENTICATE 00 89 A0 00 Le=00
(First Block of
authentication
response data)
C-APDU:
C-TPDU: [00 89 A0 00 00]
€| 6C 66 (SW1/2: '66 bytes available')
[00 89 AQ 00 66] >
€ [53 64 yy ... yy] 90 00
R-APDU: [53 64 yy ... yy] [90 00]
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AUTHENTICATE
(First Block of
authentication data)
C-APDU:
C-TPDU:

R-APDU:

AUTHENTICATE
(Next Block of
authentication data)
C-APDU:
C-TPDU:

R-APDU:

AUTHENTICATE
(Next Block of
authentication data)
C-APDU:
C-TPDU:

R-APDU:

AUTHENTICATE
(First Block of
authentication
response data)
C-APDU:
C-TPDU:

R-APDU:

AUTHENTICATE
(Next Block of
authentication

response data) C-

APDU:
C-TPDU:

R-APDU:

AUTHENTICATE
(Next Block of
authentication
response data)

C-APDU:
C-TPDU:

R-APDU:
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Table M.2.2: ODD AUTHENTICATE with extended data

Terminal uicC
00 89 80 00 Lc=FF [53 82 02 BC xx ... xX]
[00 89 80 00 FF]
€« [89] (INS)
[53 82 02 BC xx ... xx] (251 Data bytes)
€| 63 F1 (SW1/2: 'Warning: more data
expected)
[62 F1]
00 89 00 00 Lc=FF [xx ... xX]
[00 89 00 00 FF]
[89] (INS)
[xx ... xx] (255 Data bytes)
€| 63 F1 (SW1/2: 'Warning: more data
expected')
[63 F1]
00 89 00 00 Lc=C2 [xxX ... xX]
[00 89 00 00 C2]
[89] (INS)
[XX ... XX] (194 Data bytes)
€|62 F3 SW1/2: 'Warning: Authentication

response data available')

[62 F3]

00 89 AO 00 Le=00

[00 89 AO 00 00]

€«

[89] (INS) [53 82 02 58 yy ... yy] 62 F1

[53 82 02 58 yy ... yy] [62 F1] (252 Data bytes)

00 89 20 00 Le=00

[00 89 20 00 00]

€ [89] (INS) [yy ... yy] 62 F1
[yy ... yy] [62 F1] (256 Data bytes)
00 89 20 00 Le=5C
[00 89 20 00 5C]
€ [89] (INS) [yy ... yy] 90 00

[yy ... yy] [90 00] (92 Data bytes)
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Annex N (informative):
Change history

The table below indicates all changes requests (CR) applied to the present document since it was created by TC SCP.

Change history

Date |Meeting| TC SCP Doc. [CR|Rv [ Cat Subject/Comment Oold New
2000-08 | SCP-02 9-00-0289 - - |First draft created. Technical content is identical to 0.0.0
3GPP TS 31.101 V3.2.0
2000-08 | SCP-02 9-00-0342 001 F |Correction and clarification of the provision of Contact C6 0.0.0 | 3.0.0
9-00-0343 002 F _[Clarifications of Electrical characteristics
9-00-0307 003 F__[Clarification of the SELECT command with 'special' file-lds
9-00-0293 004 F |Clarification of GET RESPONSE command usage
9-00-0346 005 F _[ATR: Correction of Data Coding Byte
9-00-0348 006 F |Correction of the file descriptor information and PS Template DO
9-00-0352 007 F__[Correction to S-Block dependent errors and T = 1 ATR example
9-00-0359 008| F |SELECT command response
9-00-0364 009 F [Clarifications and corrections to usage of SFI and reservation of
file Ids
9-00-0366 010 F [Clarification of access rules and ADF
9-00-0367 011 F__[Clarification of the location of EF(ARR).
9-00-0368 012 F _[Clarifications to the SEARCH RECORD command
9-00-0369 013 F__[Clarifications and corrections to clause 6
9-00-0373 014 F __[Clarification to the INCREASE command
9-00-0374 015 F __[Clarifications and corrections transmission protocols in clause 7
9-00-0375 016 F _[Clarification to VERIFY PIN
9-00-0383 017 F __[Application selection using partial DF name
9-00-0385 018 F [Correction of P1 of ACTIVATE and DEACTIVATE commands
9-00-0387 019 F |Definition of SFls
9-00-0391 020 F__[Collection of corrections and clarifications.
9-00-0393 021 F |Support of TERMINAL PROFILE by an UICC
9-00-0394 022 F__[Corrections to References and clarifications to definitions
9-00-0396 023 F |Correction of PIN related procedure
9-00-0397 024 F [Clarifications and corrections to the security architecture in
clause 9
9-00-0398 025 F |Alignment of table for commands and status words
2000-12 | SCP-03 9-00-0463 026 F |Clarification to the requirement for the warm reset 3.0.0 | 4.0.0
9-00-0454 027 F |Corrections and clarifications on multi-verification capable UICC
9-00-0456 028 B |Changing UICC current consumption values for 3V and 1.8V for
release 4
9-00-0459 029 F__[Correction to SFI values
9-00-0467 030 1 F__[Clarification of EFARR access conditions
9-00-0451 031 F _[Correction of T = 1 ATR example
9-00-0452 032 F |Modification on using 'UICC characteristics byte' in FCP - TAG
‘80’
9-00-0453 033 F__[Modification on using Proprietary information in FCP - TAG '81'
9-00-0465 034 F |Support for minimum clock frequency indication to the terminal
9-00-0466 035 F__[Correction of implicit MF selection
2001-02 | SCP-04 SCP-010041 037 A |Reservation of File ID '7F31' for iDEN Specifications 4.0.0 | 4.1.0
SCP-010040 039 A __[Clarification of selection by path
SCP-010054 |043 A |Correction of the minimum pulse width during clock frequency
switching
SCP-010056 | 045] A [Clarification of the access rules referencing
SCP-010060 047 A |Clarification on block dependent errors
SCP-010062 1049 A [Indication of amount of available memory
SCP-010063 |050 A |Clarification of selection by path (empty data fields)
2001-04 | SCP-05 SCP-010121 051 B |Addition of GET CHALLENGE command 4.1.0 | 4.2.0
SCP-010136 052 1 C |Applicability of commands to applications
SCP-010133  [054 A |Correction to total file size for DFs
SCP-010139 |055 B |Addition of logical channels
SCP-010145 |056) B |Maodification of security environment for logical channels
2001-07 | SCP-06 SCP-010177 |058 A |Correction of EF(ARR) example in annex F 4.2.0 | 4.3.0
SCP-010210 | 060 A _[Clarification and correction regarding the Universal PIN
2001-10| SCP-07 SCP-010293 (064 F |Clarification on Local PIN status 430 | 4.4.0
SCP-010295 | 066 A [Location of local PIN
SCP-010296  |067| F__[Correction regarding Logical Channels
SCP-010301 |069 A |Correction of definition of application and second level application
SCP-010303 071 A |Addition of an example on Access Rule referencing
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Change history

Date |Meeting| TC SCP Doc. [CR|Rv [ Cat Subject/Comment Old New
2002-01 | SCP-08 SCP-010290 |062 A |Clarification and correction regarding the Universal PIN and 440 | 45.0
Global PINs
SCP-010372 (073 F |Correction to status words for the MANAGE CHANNEL command
SCP-010383 |075 A |Inconsistency in the VERIFY PIN and UNBLOCK PIN commands
definition
SCP-010385 | 076 A |Use of GET RESPONSE with case 2 and case 4 commands
2002-03 | SCP-09 SCP-020041 (078 F |Correction of Errors in SELECT FILE by File Referencing 45.0 | 5.0.0
Example
SCP-020043 080 F |Correct SELECT command parameter definitions
SCP-020042 [079 C |UICC presence detection procedure and usage modification
2002-06 | SCP-10 SCP-020184 |087| 1 F [Correction to status words for the commands STATUS, 5.0.0 | 5.1.0
ACTIVATE FILE, DEACTIVATE FILE, GET CHALLENGE and
MANAGE CHANNEL
SCP-020158 |084 F |Correction to Update Record
090 F |Correction of Procedure Byte '6Cxx' for case 2 commands with Le
='00'
093 F [SFI for EF(ICCID) and EF(ARR)
081 F _[Additions to Abbreviations clause
2002-09 | SCP-11 SCP-020210 | 096 A [Status word 6700 for Select command 5.1.0 | 5.2.0
SCP-020250 [100] 1 A [Corrections and clarifications to PIN handling
SCP-020210 |103 F |Clarification of default SE and default Usage Qualifier
SCP-020253 [106 A |Clarification of VERIFY PIN and UNBLOCK PIN
2003-01| SCP-12 SCP-030050 |109 F |Introduction of the reference to the CAT specification 5.2.0 | 6.0.0
SCP-030050 [115 F __[Clarification of Proprietary Information field in FCP
SCP-030061 |119 D [Remove UICC as an abbreviation to align with 3GPP TR 21.905
SCP-030059 (112 1 F |Corrections and clarifications
SCP-030078 (107] 1 D |Refer to TLV Format Definitions in ETSI TS 101 220 [3] (this CR
created Rel-6)
2003-05| SCP-13 SCP-030111 |120] D |Editorial Corrections on protocol definition 6.0.0 | 6.1.0
SCP-030111 |124] F _[Clarification on use of '7FFF' for ADF selection
SCP-030111 (131 F |Delete special FID '3FFF'
2003-09 | SCP-14 SCP-030293 132 1 C |Introduction of 85 °C instead of 70 °C as fully operational 6.1.0 | 6.2.0
temperature
SCP-030296 [133] 1 F__[Clarification of application session termination
SCP-030297 |136] 1 C [Semantics of the Shareable/Not-Shareable Bit
SCP-030219 140 F__[Correction of Security attributes length coding table
2003-12 | SCP-15 SCP-030411 |141] 1 B |Introduction of a new Di factor on the card-terminal interface 6.2.0 | 6.3.0
SCP-030411 (142 D [Informative annex on PIN state transition in multi verification
capable UICC
SCP-030411 |144 B |Addition of the warning status SW1/SW2='6285" indicating the
selected DF is in termination state
SCP-030467 |145] 1 D |Correction to UICC status words
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